BlueCoat ProxySG Configuration Guide

--Management Console--

Configuration Tab

· General

· Identification

· Unique Host Name: Administrator defined name for the device

· Unique Serial Number for device

· Clock

· Clock Tab

· Time zone is set to UTC

· Enable NTP (Checked)

· NTP Tab

· Specify base NTP server addresses

· Point to either internal router or internal routers’ source of NTP

· Archive

· Used to view current configuration AND install from local file (backup)

· Network

· Adapters
· Adapters Tab
· Adapter 0 - External or Internal Interface assigned IP address
· Adapter 0 - External or Internal Interface assigned IP address
· Adapter 2 (Not Used)
· Bridges Tab
· Not in use (not configured)
· Routing
· Gateways Tab
· Set to External Router internally facing address
· Enable IP Forwarding UNCHECKED
· Routing Tab
· Routing table should include:
· All base subnets pointed to internal router
· All externally managed addresses pointed to internal router
· Use “Routing Table” button to see read only routes and which interface they leave
· RIP Tab
· Empty configuration (NOT USED)
· DNS
· DNS Tab
· Current standard should list (in order)
· Internal DNS Server(s) (usually Domain Controllers)
· Firewall’s Internal Virtual IP
· Imputing Tab
· Not Configured
· Advanced
· Bypass List Tab
· Not configured
· WCCP Tab
· Not configured
· VIPs (Virtual IPs)
· Not configured
· Failover
· Not configured
· Services

· Service Ports
· List of ports allow through Proxy
	IP
	Port
	Service
	On
	Attributes

	<All>
	21
	FTP
	Yes
	Explicit

	Int BC IP
	22
	SSH
	Yes
	

	<All>
	23
	telnet
	No
	Trans,Expl

	<All>
	53
	DNS-Proxy
	No
	Trans,Expl

	<All>
	554
	RTSP
	No
	Trans,Expl

	<All>
	1080
	SOCKS
	No
	Trans,Expl

	<All>
	1755
	MMS
	Yes
	Trans,Expl

	<All>
	1863
	MSN-IM
	No
	Trans,Expl

	<All>
	5050
	Yahoo-IM
	No
	Trans,Expl

	<All>
	5101
	Yahoo-IM
	No
	Trans,Expl

	<All>
	5190
	AOL-IM
	No
	Trans,Expl

	<All>
	6891
	MSN-IM
	No
	Trans,Expl

	Int BC IP
	8080
	HTTP
	Yes
	Explicit

	Int BC IP
	8081
	HTTPS-Con
	Yes
	

	Ext BC IP
	8081
	HTTPS-Con
	No
	


· HTTP Proxy
· Freshness Tab
· Refresh Bandwidth: Let the Proxy Appliance manage refresh bandwidth
· Policies Tab
· Do not cache objects larger than 25 MB
· Cache negative responses for 0 minutes
· [Uncheck] Always check with source before serving object
· [Check] Verify server certificate for secure connections
· [Check] Parse “cache-control” meta tag
· [Check] Parse “expires” meta tag
· [Check] Parse “pragma-no-cache” meta tag
· Acceleration Profile Tab
· Ensure ONLY the following is checked: (Normal Profile) 
· Pipeline embedded objects in client request
· Pipeline redirects for client request
· Pipeline embedded objects in prefetch request
· Pipeline redirects for prefect request
· Cache expired objects
· FTP Proxy
· [Check] Allow caching of FTP objects
· Cache objects for 10% of the time since last modified date
· Cache FTP objects without last modified date for 24 hours
· [Check] Allow use of PASV mode to clients
· Welcome Banner: “Blue Coat FTP Service”
· SOCKS Proxy
· Max connections: 0
· Connection Timeout: 120 seconds
· Bind timeout on accept: 120 seconds
· Minimum idle timeout: 7200 seconds
· Maximum idle timeout: 0
· IM Proxies
· Settings are overridden by disabled service ports (no action needed)
· Streaming Proxies
· General Tab
· No configuration needed
· Windows Media Tab
· Default settings (no changes needed)
· Real Media
· Default settings (no changes needed)
· Rmedia Bandwidth
· Default settings (no changes needed)
· Quicktime Bandwidth
· Default settings (no changes needed)
· Shell Proxies
· Settings are overridden by disabled service ports (no action needed)
· SSH Console
· SSH Host Tab
· SSH V2 key created
· SSH Client Tab
· Default settings (no action needed)
· External Services

· ICAP
· ICAP Services Tab
· No configuration needed
· ICAP Patience Page
· No configuration needed
· Websense
· No configuration needed
· Service Groups
· No configuration needed
· Health Checks

· General
· Health Checks not configured
· Forwarding
· No configuration needed
· SOCKS Gateway
· No configuration needed
· Authentication

· Console Access
· Console Account Tab
· User name:  Fill-in-here?
· Change password accordingly
· [Check] Enforce auto-logout
· Auto-logout (seconds) 86400
· Console Access Tab
· Add OOBM (out of band) subnets for management
· [Check] Enforce ACL for built-in administration
· Realms
· Lists all realms configured on the BlueCoat
· NTLM
· NTLM Realms Tab
· Configure a realm with the name “webaccess”
· NTLM Servers Tab
· Choose “webaccess” in drop down and configure servers with BCAAA loaded (typically internal DC or other server), leave default port of 16101
· [Uncheck] Enable SSL
· NTLM General
· Leave default settings:
· [Check] Allow basic credentials
· [Check] Allow NTLM credentials
· LDAP
· Not configured
· RADIUS
· RADIUS Realms Tab
· Configure a realm with the name “GISAdmin”
· RADIUS Servers
· Primary server host: x.x.x.x     Port: 1812
· Alternative server host: x.x.x.x    Port: 1812
· Click “Change Secret” and type in the password
· Timeout request after 5 seconds; retry 5 times
· Cache credentials 900 seconds
· [Check] Case sensitive
· RADIUS General
· No configuration needed
· Local, Certificate, Netegrity SiteMinder, Sequences, Transparent Proxy, Forms, Request Storage
· Not configured 
· Policy

· Policy Options
· Policy Evaluation Order: Local, VPM, Central
· Default Proxy Policy: Deny
· [Uncheck] Trace all policy execution
· Policy Files
· Policy Files Tab
· Install Local / Forward / Central From:
· Remote URL (point to URL for configuration file)
· Local File (local file on your computer)
· Text Editor (edit configuration in the browser itself)
· [Uncheck] Automatically install new Policy when central file changes
· [Uncheck] Send me email when central file changes
· View Policy: Self-Explanatory
· Visual Policy Files Tab
· Install VPM-CPL/XML from: restore VPM from Remote URL or Local file backup same as Local / Central policy files
· View Visual Policy Files: self-explanatory
· Visual Policy Manager
· Click Launch to start Java GUI Visual Policy Manager (choose force download if it does not start correctly)
· Exceptions
· Install Exceptions Definitions from: Remote URL, Local File or Text Editor
· * Replace with GIS_SEC standard Exceptions file *
· View Exceptions: self-explanatory
· Content Filtering

· General
· [Uncheck] Use local database 
· [Uncheck] Enable category review messages in Exceptions
· View Categories: shows Blue Coat database categories
· URL: Test for categorization
· Local Database
· Not Configured
· Blue Coat
· Blue Coat Web Filter Tab
· User name:   ?
· Change Password:    ?
· URL: https://list.bluecoat.com/bcwf/activity/download/bcwf.db
· First time (or problematic filter) Check “Force Full Update”
· Automatic Download Tab
· Download new filter at 3:00 AM UTC  and check all days
· InterSafe, Proventia, SmartFilter, SurfControl, Websense not used or configured
· Forwarding

· Forwarding Hosts
· Not configured
· SOCKS Gateways
· Not configured
· ICP
· Not configured
· SSL

· All SSL subsettings should be left alone as they are already preconfigured from when the BlueCoat was setup
· Access Logging

· General
· Default Logging Tab
· HTTP/HTTPS: main
· FTP: main
· All others default (none or specified, but not used)
· Global Settings Tab
· Limit total system access logging to: 2000 MB
· If max log size is reached: stop logging
· Start early upload if total logging reaches 1000 MB
· Logs
· Logs Tab
· Default should have im, main and streaming (we only use main)
· General Settings Tab
· Ensure log main is set to format main
· Max size of each remote file is 0 MB
· Start early upload 1000 MB
· Upload Client Tab
· Choose log main and ensure client type is set to FTP, click Settings:
· Primary FTP server set host to internal logging solution over port 21 with proper path, username and password. Set filename to: [devicename]_%f_%c_%l_%m_%d_%H_%M_%S.log
· [Uncheck] Use secure connections (SSL)
· [Check] Use local time
· [Check] Use PASV
· Encryption Certificate: No Encryption
· Save the log file as: gzip file
· Max bandwidth: 100 KB/sec
· Upload Schedule Tab
· Choose log main
· Upload the access log periodically
· Wait between connect attempts: 60 seconds
· Upload the log file: daily at 2:00 AM
· Click “Upload Now” to test connectivity
· Formats
· Leave as default
Maintenance Tab

· General   *INFORMATIONAL ONLY – NO ACTIONS NEEDED*
· Allows admins to push either a software or hardware AND software restart.
· System to run: This option sets which OS to load (multiple versions can be loaded to one BlueCoat – See Upgrade section)
· Tasks:
· Restore: sets config to defaults
· Purge DNS cache: use this when users on base are having issues connecting to a website that is not blocked and that other bases are able to get to
· Clear system cache: clears all cached objects; initial impact on performance because all requests must be re-cached. Use if objects on pages are out of date or do not appear correctly.
· Upgrade

· Upgrade Tab
· Download new system software from this URL:  input full URL which contains the upgraded SGOS you wish to upgrade to
· Replace:  choose oldest unlocked system or a specific slot if required
· Upgrade Actions
· Show me: links to the BlueCoat download website
· Upload: allows install from local file on your computer
· Restart: restarts to default system image
· Systems Tab
· ProxySG Appliance Systems – shows which system images are loaded to the available 5 slots. Contains options to lock images from being overwritten, mark for replacement and ONE image to set as default. Also shows details for when each OS was loaded, when it was last booted and if it was successful.

· Licensing
· View Tab

· Shows all licensed components. SGOS 3 should be valid and have “None” as expiration date.

· Install Tab

· Register/Manage button: opens BlueCoat website for registering a device (requires login)

· Retrieve license: attempts to reach out to BlueCoat to retrieve license and install (requires username password)

· License Key Manual Install: choose Local File if license file was sent from a BlueCoat tech tech and click Install – reboot after license installation!
· Event Logging

· Level Tab
· Check all options except Verbose
· Size Tab
· Limit event log to 100 megabytes of disk space
· When event log reaches maximum size: Overwrite earlier events
· Mail Tab
· Mail notifications to: username@location
· SMTP gateway IP:  <Enter base exchange server>
· Syslog Tab
· Loghost: <Enter IP of syslog server>

· Enable syslog: checked

· SNMP

· SNMP General Tab
· Check Enable SNMP
· sysLocation: type a physical location (Base, Building, Room #, Rack #) if known
· sysContact: type contact name (organization) and commercial or DSN #
· Community Strings Tab
· Allows setup of Read / Write / Trap community strings
· Traps Tab
· Send traps to: input destination IPs of SNMP servers
· Trap types: check Enable authorization traps
· Heartbeats

· Check Enable daily heartbeats
· Uncheck Enable Blue Coat systems monitoring
· Core Images

· Set to Full
· Service Information

· Send Information

· Send Service Information Tab

· If required by BlueCoat for troubleshooting, you will be supplied with a Service Request Number which needs to be input in the Service Request Number field
· Check boxes asked by BlueCoat (commonly Event Log, SYSInfo and Snapshots, then click Select snapshots button, choose all snapshots [sysinfo, sysinfo_stats] and click Add to Selected, then click OK). Click Send to send results to BlueCoat
· Auto Send Tab
· Uncheck Enable auto-send
· Snapshots
· Lists current sysinfo snapshots. Allows created, editing and deleting of snapshots.
· Default snapshots should be created (sysinfo, sysinfo_stats) with the following values:
· Sysinfo:
· Target:  /sysinfo
· Interval (minutes): 1440 (one day)
· Total Number to Take: check infinite
· Maximum Number to Store: 30
· Enabled (checked)
· Sysinfo_stats
· Target: /sysinfo-stats
· Interval (minutes): 60
· Total Number to Take: check infinite
· Maximum Number to Store: 30
· Enabled (checked)
· Packet Captures
· Make sure Stop capture is greyed out (meaning no packet captures are running) if you are not using this!
· Capture filter
· Many different variables for this, use host x.x.x.x to capture all packets matching x.x.x.x host address
Local Policy File Standard Configuration

See: standard-local-policy.txt for actual configuration. Local Policy file follows this standard setup:

1st Proxy Layer: Troubleshooting / Trace layer to run a policy trace on a single IP. TURN THIS OFF AFTER TROUBLESHOOTING IS DONE.

Cache Layer: Turns on/off specific caching for specific websites (e.g. we do NOT want to cache any .mil / .gov websites due to the need for immediate up to date information. There was a NTO to not cache e-publishing.af.mil, however .mil encompasses that already). Some of these lines only work in SGOS 4+ (disabled for SGOS 3).

2nd Proxy Layer: Allows OCSP traffic

3rd Proxy Layer: Force Deny (persistent deny that cannot be overridden) for blocking particular MIME / file extensions. Some of these lines only work in SGOS 4+ (disabled for SGOS 3).

4th Proxy Layer: Core rules which has the following flow:

· Allow the Trusted condition EXIT. This variable contains domains and IP space (mostly class B addresses) of GIS_SEC installations. The EXIT statement gives an explicit allow which is not overridden by any other layers. If you match on this condition, you are not checked on ANY other rules (even in VPM).

· Allow condition BypassAgentList and condition Ports. This condition will set an allow if you match one of the destination addresses which do not check for User Agent filtering AND an allowed Port. Once you match on this rule, you then hit the VPM for further filtering.

· Condition NOT EQUAL to (=!) UserAgentList force_exception. This rule if matched, means that the user is using a program / browser to access an internet resource that is not listed in the UserAgentList condition. It will then display a splash screen which explains that they are using an unauthorized user agent and to submit a trouble ticket with proper justification to allow the program.

· Condition NOT EQUAL to Ports force_exception. This rule if matched, means that the user is using a destination port that is not in the Ports condition (e.g. www.google.com:82). It will then display a splash screen which explains they are using an unopened port and need to submit a ticket with justification to allow this port.

· Allow condition PORTS. This is where a user going to any Domain resource using an authorized browser and port will match and be allowed to jump to the VPM for further filtering.

· FORCE_DENY will be matched if no other rule is matched.

Virtual Policy Manager Standard Configuration

The VPM will consist of a five layers:

· Admin Access Layer

· A single group will be created named “GIS_SEC” which will contain all ACS account names for personnel assigned to OOBM (out of band) Boundary Protection

· A rule will be created with GIS_SEC allowing Read/Write access

· All others (Scope Edge, I-NOSC East, etc) will be created outside of the group as a single rule for each user for visibility and disabled until they need access

· Last rule with Source ANY, Dest ANY, DENY

· Admin Authentication Layer

· Single rule created with “GISAdmin” defined as the authentication realm.

· Web Access Layer

· One rule created with source set to a combined source object which contains all internal subnets on the base infrastructure that requires internet access (named BASE-SUBNETS), service ANY, destination ANY, ALLOW

· One rule created that sets source to ANY, service ANY, destination ANY, DENY

· Web Authentication Layer

· One rule created with a source combined object (named BYPASS-AUTH-SRC) that contains all IPs that need to bypass NTLM authentication (such as servers), destination ANY, Action = Do Not Authenticate

· One rule created with a source ANY, destination combined object (named BYPASS-AUTH-DEST) that contains any destinations that do not work properly with authentication, Action = Do Not Authenticate

· One rule created with source BASE-SUBNETS, destination ANY, action = Authenticate (use webaccess realm created earlier)

· Web Filtering (Access) Layer

· First rule created that blocks file extensions, but allows admins in a specified security group with access. Source is a combined object named BLK-EXT-SRC with base subnets in the top group and the bottom group with the security group for users to bypass the restriction set to NEGATE. Destination is set to a combined object called BLK-EXT-DST with a file extension object named BLK-EXT (with all applicable blocked extensions) and then create two destination URL objects with a regular expression match of the rest of the extensions not covered in the built in file extension object (specific instructions for this rule is in the VPM Blocked Extensions folder); Action will be either a Force_Deny or the preferred choice of creating a New.. Return Exception object named BLK-EXT-SPLASH. Edit the exception and choose User-defined exception and choose from the list the one named user-defined.my_central. When a blocked extension is requested, they will now receive a splash screen that states they are being blocked due to the VPM (Blocked Extension) for the reason code. YOU MUST HAVE THE STANDARD EXCEPTIONS FILE INSTALLED FOR THIS TO WORK PROPERLY. It accompanies this guide in a separate file.

· The last rule will be source ANY, destination a category object named BLK-CATEGORY with the blocked categories check marked directed by GIS (under the Blue Coat tree). Under the System tree, also check all boxes (none, unavailable, unlicensed). There will be NO rules that will follow this one.

· If a user does NOT match on a blocked website, they will be allowed by the rule in the first Web Access Layer that allows any base IP to access any destination.

· All rules in between will solely be explicit allows for specific IPs (or better yet an Active Directory security group) to specific destinations. These rules will be created with the following standards:

· Source will be set to a combined object named ORG-ALLOW (e.g. GIS-ALLOW-SRC) with the active directory security group that the requesting members are a part of security group is not created and IPs are used, ANY person logging into that computer can go to the exception in the destination

· In a situation like this does not work, create the rule

· Destination will be a combined object named GIS-ALLOW-DEST with the URLs requested. Optionally, if approved, the destination can be a category object (named the same) with requested categories allowed.

· Action set to Allow

