
UNIX SA Patching Strategy
Policy Description

As part of successful information security it is necessary to periodically assess and maintain the integrity of software in a networked environment through a well-defined patch management program. 

UNIX Patching Strategy 

UNIX Patch Monitoring 

The IBM AIX security advisor site will be checked monthly for new security patches. Functional patches can also be viewed at this site. 

It is possible to subscribe to this service and receive security bulletins via email. 

Approvals

Local administrators will determine the suitability of UNIX security patches for UNIX servers and seek approval from local IT management for deployment.

Functional patching will be driven by SAP requirements. When SAP recommends a functional patch for UNIX servers the local administrator will seek approval from local IT management for deployment. 

Patch Deployment 

Server Deployment Order

· Level 1: Sandbox Server, deploy patches to this environment in first deployment cycle. (Patched and rebooted during day)

· Level 2: Development Server. Deploy patches to this environment in the second deployment cycle.

· Level 3: Test Server. Deploy patches to this environment in the third deployment cycle.

· Level 4: Production Server. Deploy patches to this environment in the last deployment cycle.

Deployment Schedules

In a normal deployment plan, we start patching test servers and work our way up to critical business server. The design will hopefully pinpoint any problems with the patches in the earliest stages before business critical systems are patched, in an attempt to avoid risk of down time.

Unit 

Location 

Patch Window 

Sunday (excluding month end week) 

   

Sunday is generally reserved for UNIX system maintenance but outage notification is still required. 

Approval Process 

One "infrastructure maintenance change" task is initiated (ISM) using Job Aid 5 – INFRASTRUCTURE “MAINTENANCE” CHANGE. 

· Define and Plan the Change in ISM Ticket using Job Aid 5 – INFRASTRUCTURE “MAINTENANCE” CHANGE. 

Description: IBM Patch description / Number 

What / Who is Impacted: List all Servers and SAP instances affected during outage 

Overview of Current State: IBM has recently announced some security flaws that affect our UNIX environment. Unless the servers are patched, our UNIX environment will be significantly less secure. 

Overview of Future State: All servers affected by the security bulletins will be patched. 

Reasons for Change: Description of security problem addressed. 

Date constraints: Servers will be patched by (DATE) 

Risks: Patches could cause server to behave inexpediently, because performance issues, break the operating system, or applications on a server. Any of these would require resource to resolve the issue or in worst case rebuild the server. IBM does test the patches, and we start patching our least critical servers first to identify issues, but we can’t guarantee 100% success rate. 

Approvals Required (for SOX): 

· Design and Build the Change in ISM Ticket using Job Aid 5 – INFRASTRUCTURE “MAINTENANCE” CHANGE. 

Communication Plan: Patch Deployment Communication will be sent to: 

· Other Key Infrastructure Management and Key Server Service Support staff. 
· If no objections are received the schedule will be adopted. 

Cost (Time, Expense & Capital): 4 Hours SSA Time 

Test Plan:  Servers are broken into 3 levels: 

· Level 1 Patching Server 

· Level 2 Test Servers 

· Level 3 Low – Medium Business Critical Servers 

· Level 4 High – Critical Business Critical Servers 

Each level will get patched on a different weekend according to the schedule. This reduces risks, as issues should be identified early. Patch deployment can be stopped during the process if issues arise. 

It is essential that all servers being patched are included in the monitoring program "What’s Up", and configured to notify key personnel if the server is down for 20 minutes or more. 

Back-out plan: NIL. Most patches can not be easily removed. 

New Architecture Diagram Attached: NIL. Patches will not change architecture. 

DR Plans Updated: N/A. Patching does not affect DR plans. All new server builds automatically get the latest patches. 

Links

Patch Deployment Communication - Appendix 1 

