
Server Build Document – REDHAT
Tool Requirements

Location for tools used to complete the Server Build.

Steps

Server Control Document

The Lead Builder is responsible for performing all the tasks within this document or delegation of a portion to the Assistant Builder.  After the build is complete, a Quality Assurance Inspector (role assigned to an UNIX Support Level 3 administrator) will be designated to inspect the build.

	Step
	Instructions
	Completed

	1.1 
	Save a copy of this document to “<Server Name> Server Build.doc” to 

	 FORMCHECKBOX 


	1.2 
	Fill out the Server Build Team form below.
	 FORMCHECKBOX 



	REDHAT Server Build 

	Project Name
	

	Project Manager 
	

	Claim Code
	

	Builder
	

	Quality Assurance Inspector (Steady State)
	

	Manager Approval
	N/A

	Asset Tag
	

	Product Model & Description
	

	Location:
	
	Rack:
	
	SLOT:
	

	Virtualization Global Zone (if zoned)
	

	Coverage Type
	      

	Number of CPU’s
	 

	GB’s of RAM
	 

	Total DASD 
	RAID Level

# of Partitions



	Total SAN 
	# of LUNS

Size of LUNS

     


	Volume Groups and size
	
	

	File systems and size
	

	Active I/O Adapters
	

	High Availability (Clustered) Y/N
	

	Application (Simple / Complex)
	

	Special modifications (kernel changes, crontab, etc)
	

	Serial number
	

	OS:
	
	
	
	

	Server Name:
	
	
	
	

	IP Address en0:
	
	Mask:
	255.255.255.128
	GW:
	

	IP Address en1:
	
	Mask:
	255.255.255.128
	GW:
	

	IP Address en2:
	
	Mask:
	255.255.255.128
	GW:
	

	DNS1:
	
	DNS2:
	
	
	

	NTP1:
	
	NTP2:
	
	
	


Pre installation

The information below is required for all servers. Pre installation phase can occur once the solution document is published and the project is sent to procurement.  
	Step
	Instructions
	Installer Notes
	Completed

	1.3 
	Verify change record for server build is in place if required
	     
	 FORMCHECKBOX 


	1.4 
	Review the solution document provided by  AMF or   Identify configuration specifics such as:

� Server purpose for host name determination

� Version of operating system to install

� Disk configuration

� Network placement and VLAN information

� Domains the server will join if applicable

� Determining if remote management cards are in the solution.
	     
	 FORMCHECKBOX 


	1.5 
	Add/update server in ISM. If applicable
	     
	 FORMCHECKBOX 


	1.6 
	Obtain IP addresses of server.  If the solution has a backup network, obtain an IP address for the backup network.  If the solution has bladecenter, request an IP for the bladecenter manager.
	     
	 FORMCHECKBOX 


	1.7 
	Confirm Bladecenter LAN and SAN configurations are set for the slot assigned to the server
	     
	 FORMCHECKBOX 


	1.8 
	Verify Kickstart or ignite server to use for this build. See the Tool Requirements section below.
	     
	 FORMCHECKBOX 


	1.9 
	If applicable, request SAN connectivity and lunns
	     
	 FORMCHECKBOX 



Racking Server
	Step
	Instructions
	Installer Notes
	Completed

	1.10 
	Confirm the ability to gain control of the blade/server from the local KVM, HMC, or via remote web access
	     
	 FORMCHECKBOX 


	1.11 
	Confirm that the server and all components have an asset tag.
	     
	 FORMCHECKBOX 


	1.12 
	Verify the server has a label with the server host name applied to the front panel.

Make sure that network/port documentation matches the rack spreadsheets kept in the Team Room. 
	     
	 FORMCHECKBOX 



Hardware configuration
	Step
	Instructions
	Installer Notes
	Completed

	1.13 
	Update BIOS, Firmware, and Microcode of server components, as required.  While updating, do not power off the server until updates are complete.
	     
	 FORMCHECKBOX 


	1.14 
	Verify that the server HW configuration match what is indicated in the Build requirements document. Be sure to note if the solution provides sufficient HW resources. If there are discrepancies, contact team lead.
	     
	 FORMCHECKBOX 


	1.15 
	Apply the configuration and restart the server.
	     
	 FORMCHECKBOX 



Baseline Installation of REDHAT
	Step
	Instructions
	Installer Notes
	Completed

	1.16 
	Configure system to boot Network (Kickstart) depending on your install process
	     
	 FORMCHECKBOX 


	1.17 
	Verify the correct version of REDHAT from customer install notes. REDHAT CD or Install Image
	     
	 FORMCHECKBOX 


	1.18 
	Turn of selinux unless otherwise instructed
	     
	 FORMCHECKBOX 


	1.19 
	Turn off firewall
	     
	 FORMCHECKBOX 


	1.20 
	Accept the defaults for a fresh installation unless instructed differently by application team
	     
	 FORMCHECKBOX 


	1.21 
	Install required packages as per customer documentation
	     
	 FORMCHECKBOX 


	1.22 
	Server will reboot.  Continue configuration of OS installation per customer requirements 
	     
	 FORMCHECKBOX 



Post base OS Installation and Configuration
	Step
	Instructions
	Installer Notes
	Completed

	1.23 
	Set up Initial ids 
	     
	 FORMCHECKBOX 


	1.24 
	Configure the network nic’s as requested.
	     
	 FORMCHECKBOX 


	1.25 
	Test Network connectivity.
	     
	 FORMCHECKBOX 


	1.26 
	Set up all application specific  requirements (file system, kernel changes, etc)
	     
	 FORMCHECKBOX 


	1.27 
	Ensure sudo is at correct level and sudoers is compliant
	     
	 FORMCHECKBOX 


	1.28 
	Verify speed and duplex are correct for all lan adapters
	     
	 FORMCHECKBOX 


	1.29 
	Work with team lead to arrange time to have local person remove LAN cables to verify network availability
	     
	 FORMCHECKBOX 


	1.30 
	Work with team lead to arrange time to have local person remove SAN cables to verify network availability
	     
	 FORMCHECKBOX 


	1.31 
	Set up Ignites to be run weekly
	     
	 FORMCHECKBOX 



Systems Management Configuration
	Step
	Instructions
	Installer Notes
	Completed

	1.32 
	Download and install the recommended patches for REDHAT:

Pull down the recommended updates 
	     
	 FORMCHECKBOX 


	1.33 
	Install tools (see tools install instructions in SharePoint
Install means that tools is registered and functioning end to end
	
	

	1.34 
	Install Backup Client (TSM, Netbackup) 
	     
	 FORMCHECKBOX 


	1.35 
	Install Tivoli Asset Discovery for Distributed.  
	     
	 FORMCHECKBOX 


	1.36 
	Install ITM 
	     
	 FORMCHECKBOX 



Systems Burn In

The server will need to burn in for a period of 72 hours prior to being ready for application loading.  During this time, the SA can test backups, restores, and health checks the server.  The lead can also quality assure the system during this period.
	Step
	Instructions
	Installer Notes
	Completed

	1.37 
	Confirm there is a  Qualys  security sign off stored in SharePoint
	     
	 FORMCHECKBOX 


	1.38 
	Confirm there is a automated or manual patch report  stored in SharePoint
	     
	 FORMCHECKBOX 


	1.39 
	Validate that ID process has been followed and permissions obtained. Stored in SharePoint
	
	

	1.40 
	Confirm all tools are reporting 
	     
	 FORMCHECKBOX 



Quality Assurance
	Step
	Instructions
	QA Notes
	Completed

	1.41 
	Confirm all previous steps were completed.
	     
	 FORMCHECKBOX 


	1.42 
	Verify that the following artifacts are stored:

1) Health Check

2) ID process

3) Patch report 
	     
	 FORMCHECKBOX 


	1.43 
	Confirm that successful system FLAR backups are done 
	     
	 FORMCHECKBOX 


	1.44 
	Verify DNS is work
	     
	 FORMCHECKBOX 


	1.45 
	Verify NTP is working and time is correct
	     
	 FORMCHECKBOX 


	1.46 
	Ensure sudo is at correct level and sudoers is compliant
	     
	 FORMCHECKBOX 


	1.47 
	Ensure no default passwords are left for any ID (OS, HMC, etc.)
	     
	 FORMCHECKBOX 


	1.48 
	Confirm a server build document has been created for the server.
	     
	 FORMCHECKBOX 



Application Load

During the application or database install phase, document the following:

� Any services installed or configured.

� Any accounts or groups added or permissions changed.
	Date
	Changes Made
	SA
	Completed

	     
	     
	     
	 FORMCHECKBOX 


	     
	     
	     
	 FORMCHECKBOX 


	     
	     
	     
	 FORMCHECKBOX 


	     
	     
	     
	 FORMCHECKBOX 


	     
	     
	     
	 FORMCHECKBOX 


	     
	     
	     
	 FORMCHECKBOX 


	     
	     
	     
	 FORMCHECKBOX 




