
This document is provided without warranty, always vet out what works best for you and your organization.

Scope

This standard applies to all corporate equipment and systems that uses Corporate System Protection for security monitoring, whether located at a corporate facility or a third party facility, and whether handled by corporate employees, or corporate contractors, vendors, third party service providers, or their staff or agents.  This standard also applies to all wholly owned and partially owned subsidiaries.

The guidance in this standard shall be considered the minimum acceptable requirements for the use of Corporate System Protection.  This standard sets forth expectations across the entire organization.  Additional guidance and control measures may apply to certain areas of Corporate.  This standard shall not be construed to limit application of more stringent requirements where justified by business needs or assessed risks. 

System Protection Monitoring Standard
Corporate’s business functions rely upon the integrity, confidentiality, and availability of its computer systems and the information assets stored within them.   Responsibilities and procedures for the management, operation and security of all information processing facilities must be established.  This standard supports the stated objectives.

Roles & Responsibilities

The End User (including systems owners and administrators) is responsible for providing justifications to their activities detected through Corporate System Protection monitoring. 

The IT Custodian is responsible for defining and implementing security measures and controls to ensure the Corporate System Protection monitoring is managed and operated in a secure and effective manner.

The Chief Information Security Officer has overall responsibility for this standard, and in conjunction with the Information Security Department will be responsible for defining, implementing, managing, monitoring and reviewing compliance with this standard.

The Information Security Department will assist End Users and IT Custodians in assessing, defining, implementing, managing and monitoring appropriate controls and security measures. 

The Information Security Department will audit and review the adequacy of controls and security measures in place to measure and enforce conformance to this standard.

Requirements and Implementations

Requirements:
· Monitoring requirements for Corporate System Protection

· Performing file integrity check for log files

· Ensuring operating system hardening standards are in place

· Monitoring access to cardholder data at system level

· Monitoring access to PII data at system level

· Monitoring access to PHI data at system level

· Monitoring access to HIPAA data at system level

· Monitoring access to SOX data at system level

· Ensuring updated patching

· Logging of all activities performed by privileged accounts

· Logging of invalid logical access attempts

· Synchronization of critical system clocks

· Use of the prevention mode of Critical System Protection is not mandatory and therefore not covered in this standard.

Monitoring requirements for applications (eg. IIS6/7, Oracle10x, Apache, customized programs) are not covered in this standard as they are different for each application and needs to be determined on a case-by-case basis.

Implementations (based on Industry best practices such as SANS)
Minimum set of Secure Content detection policies and policy options to be enabled on UNIX systems:
UNIX_Host_IDS_File_Tampering

File Monitor Groups

Enable Monitor System-Critical Files

Set File Polling Interval

 60 (1 minute)

Enable Monitor File Checksums 

Enable System-Critical file Deleted 

Enable System-Critical file Modified

Define List of Core System Files

/bin/*

 /lib/*

/sbin/*

/stand/vmunix

/unix

/usr/bin/*

/usr/lib/*

/usr/sbin/*

/usr/spool/cron/*

/var/adm/cron/*

/var/lib/objrepos/*

/var/spool/cron/*

Define List of Core System Configuration Files

/etc/*

Enable Monitor High Protection Files

Set File Polling Interval 

60 (1 minute)

Enable Monitor File Checksums 

Enable High Protection File Deleted 

Enable High Protection File Modified

Define List of Files

/etc/*.log

/etc/init.d/syslog

/etc/log

/etc/security/*log

/etc/shutdownlog

/usr/lib/cron/log

/var/adm/cron/log

/var/log

/var/log/authlog

/var/log/syslog

/var/adm/messages

/var/adm/sulog

/var/adm/vold.log

/var/adm/utmp

/var/adm/utmpx

/var/adm/wtmpx

/var/adm/loginlog

/var/cron/log

Ignore Files

Enable Ignore All Changes to these Files

Define File List

/etc/*.old

/etc/*.pid

/etc/btmp

/etc/btmps

/etc/cron.d/FIFO

/etc/init.d/utmpd

/etc/logindevperm

/etc/lp/logs

/etc/objrepos

/etc/sisips

/etc/sisips/*

/etc/sulogin

/etc/symantec/*

/etc/utmp

/etc/utmppipe

/etc/utmps

/etc/utmpx

/etc/wtmps

/etc/wtmpx

/usr/lib/objrepos

/usr/spool

/usr/spool/cron/tmp

/var/adm/cron/FIFO

/var/lib/objrepos

/var/spool

UNIX_Stack_Execution_Denied

Rule Options

Enable Stack Execution Denied

Enable Stack Execution Failed

UNIX_System_Logon_Failure

Rule Options

Enable FTP logon failure

Enable Repeated FTP logon failures

Set Number of Logon Failures in Time Interval

3

Set Time interval

1 minutes

Enable FTP server reports to Syslog or WTMP

Enable Root logon failure

Enable Non-root logon failure

Enable Telnet and Rlogin logon failure

Enable Repeated Telnet or Rlogin logon failures

Set Number of Logon Failures in Time Interval 

3

Set Time interval

1 minutes

Enable Root logon failure 

Enable Non-root logon failure 

Enable SSH logon failure

Enable Repeated SSH logon failures

Set Number of Logon Failures in Time Interval

3

Set Time interval

1 minutes

Enable Root logon failure 

Enable Non-root logon failure 

Enable Local logon failure

Enable Repeated Local logon failures

Set Number of Logon Failures in Time Interval

3

Set Time interval

1 minutes

Enable Root logon failure 

Enable Non-root logon failure 

Enable SU failure

Enable Repeated SU failures

Set Number of Logon Failures in Time Interval

3

Set Time interval

1 minutes

Enable SU to root failure 

Enable SU to non-root failure 

UNIX_System_Logon_Success


Rule Options

Enable FTP logon 

Enable FTP server reports to Syslog 

Enable Root logon 

Enable Non-root logon

Enable Telnet and Rlogin logon 

Enable Root logon 

Enable Non-root logon 

Enable SSH logon

Enable Root logon 

Enable Non-root logon 

Enable Local logon

Enable Root logon 

Enable Non-root logon 

Enable SU

Enable SU to root 

Enable SU to non-root 

UNIX_System_Time_Change

Rule Options

Enable System Time Change

Enable Time Changed By User

UNIX_System_User_Configuration

Rule Options

Enable System User Configuration

Enable Monitor User Configuration

Enable Monitor file checksum 

Enable User Created

Enable User Deleted

Enable User’s Primary Group Created

Define Groups

*

Enable Group Created

Enable Group Deleted

Enable Group Membership Changed

Define Groups

*

Linux_SANS

Rule Options

Enable SANS

Enable Sendmail Debug Attempt

Enable Sendmail ETRN Attack

Enable Sendmail Possible Attack

Enable SSL Malformed Key Overflow

Solaris_SANS
-

Rule Options

Enable SANS

Enable Sendmail Debug Attempt

Enable Sendmail ETRN Attack

Enable Sendmail Possible Attack

Enable SSL Malformed Key Overflow

Minimum set of Secure Content detection policies and policy settings for Windows operating systems.

Host_IDS_File_Tampering

Rule Options

Enable Host IDS File Tampering

Set Polling Interval

1 minutes

Enable Monitor file checksums 

Enable System-critical file deleted 

Enable System-critical file modified 

File Monitor Groups

Enable Monitor System-Critical Files

Enable Core System Files

Define List of Core System Files:

%ProgramFiles%\windows nt\*.dll

%ProgramFiles%\windows nt\*.exe

%ProgramFiles%\windows nt\accessories\*.exe

%SystemRoot%\*.dll

%SystemRoot%\*.exe

%SystemRoot%\System32\*.acm

%SystemRoot%\System32\*.ax

%SystemRoot%\System32\*.com

%SystemRoot%\System32\*.cpl

%SystemRoot%\System32\*.dll

%SystemRoot%\System32\*.drv

%SystemRoot%\System32\*.exe

%SystemRoot%\System32\*.ocx

%SystemRoot%\System32\*.scr

%SystemRoot%\System32\*.sys

%SystemRoot%\System32\drivers\*.dll

%SystemRoot%\System32\drivers\*.sys

%SystemRoot%\System32\dsound.vxd

%SystemRoot%\system\*.dll

%SystemRoot%\system\*.drv

Enable Core System Configration Files

Define List of Core System Configuration Files

%SystemRoot%\desktop.ini

%SystemRoot%\system.ini

%SystemRoot%\win.ini

%SystemRoot%\System32\AUTOEXEC.NT

%SystemRoot%\System32\CONFIG.NT

%SystemRoot%\System32\desktop.ini

Enable Group Policy Files

Define List of Group Policy Files

%SystemRoot%\System32\GroupPolicy\gpt.ini

%SystemRoot%\System32\GroupPolicy\Machine\Scripts\*

%SystemRoot%\System32\GroupPolicy\Machine\Registry.pol

%SystemRoot%\System32\GroupPolicy\User\Scripts\*

SANS

Rule Options 

Enable SANS

Enable LMHash Storing Enabled

Enable Remote Registry Access Change

Corporate _Anti Virus_ Client_ Communication

Rule Options

Enable Symanec AntiVirus Client Communication

Enable Virus Detected

Enable Service Stopped

Enable Virus Definitions are Current

Enable Realtime Protection Disabled

System_Audit_Tampering

Rule Options

Enable System Audit Tampering

Enable Audit Policy Changed

Enable Auditing Turned Off

Enable Data Retention Changed

Enable Security Log Events Deleted

Enable Log File Location Changed

Enable Audit Changed thru HiddenKey

System_Failed_Access_Status

Rule Options

Enable System Failed Access Status

Enable N Tries

Set N

3

Set Interval 

1 minutes

Enable Account Disabled

Enable by Admin to Desktop

Enable by Admin via Remote Connection

Enable by Guest to Desktop

Enable by Guest via Remote Connection

Enable by User to Desktop

Enable by User via Remote Connection

Enable Logon Failure

Enable Password Expired

Enable Unauthorized Access

Enable Unauthorized Location

System_ Hardening

Rule Options

Enable System Hardening

Enable EnableICMPRedirect Changed

Enable KeepAliveTime Changed

Enable PerformRouterDiscovery Changed

Enable SynAttackProtect Changed

Enable TcpMaxHalfOpen Changed

Enable TcpMaxHalfOpenRetried Changed

System_Logon_Success

Rule Options

Enable System Logon Success

Enable Account Used for Logon

Enable by Admin to Desktop

Enable by Admin via Remote Connection

Enable by Anonymous to IIS or FTP

Enable by Guest to Desktop

Enable by Guest via Remote Connection

System_Security_Configuration

Rule Options

Enable System Security Configuration

Enable AllocateCdroms Changed

Enable AllocateFloppiesChanged

Enable DontDisplayLastUserName Changed

Enable LegalNoticeCaption Changed

Enable LegalNoticeText Changed

Enable PasswordExpiryWarning Changed

Enable AddPrintDrivers Changed

Enable Driver Signing Changed

Enable Non Driver Signing Changed

Enable Local Auto Logoff Changed

Enable FullPrivilegeAuditing Changed

Enable Recovery Console Changed

Enable NTFS Media Eject Changed

Enable CTRL ALT DEL for Logon Changed

Enable Protection Mode Changed

Enable Plaintext Password Changed

Enable Secure Ch Sign RegKey Changed

Enable Secure Ch Always RegKey Changed

Enable Secure Ch Strong RegKey Changed

Enable SecureCh Encrypt RegKey Changed

System_StartStop_Options

Rule Options

Enable System StartStop Options

Enable CachedLogonsCount Changed

Enable ClearPageFileAtShutdown Changed

Enable ShutdownWithoutLogon Changed

System_User_Configuration

Rule Options

Enable System User Configuration

Enable Account Changed

Enable Account Created

Enable Account Deleted

Enable Account Disabled

Enable Account Enabled

Enable Local Account Locked Out

Enable Admin Passwd Change Failed

Enable User Added to Global Group

Enable User Removed from Global Group

Enable Guest Password Change Failed

Enable User Added to Local Group

Enable User Removed from Local Group

Enable Right Assigned

Enable Right Removed

Enable User Password Change Failed

Enable User Added to Universal Group

Enable User Removed from Universal Grp

Enable User Added to Local Distribution Group

Enable User Added to Global Distribution Group

Enable User Added to Universal Distribution Group

Enable Administrator changed Administrator password

Enable Guest changed Administrator password

Enable User changed Administrator password

Enable Administrator changed Guest password

Enable Guest changed Guest password

Enable User changed Guest password

Enable Administrator changed user password

Enable Guest changed user password

Enable User changed user password

Exceptions under this policy must be detailed in a Risk Acceptance form approved by the System/Application Business Owner, a Executive Lines of Business representative and the IT Custodian and the Information Security Compliance Department.


