



Security and Reduces Administrative Costs

Summary

Now businesses have shifted so much of their operations to online, web-based systems, they are faced with the challenge of providing ready access to those online resources for possibly millions of users, all the while maintaining a secure environment. 

Requirements

Enable IT organizations to securely let business in and keep risk out: 

· Administration – Identity management should enable organizations manage all of their users (customers, employees, partners, suppliers) in how they interact with the company’s multitude of resources (web sites, applications, services) using a single identity.

· Enforcement – Once users have successfully been authenticated, access management systems control what they can see, what they can do, and what they can request, to ensure they cannot reach any corporate resources for which they don’t have rights. 

Group-Based System

Groups organize a set of users with similar access requirements into a single unit. Administrators can then manage all the users within the group as a single entity, instead of managing users individually. For example, the following figure shows how various users throughout a company are grouped, depending on their job responsibilities: 
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Graphic 1 – Using groups in a directory

When working with groups, administrators are relieved of some repetitive tasks associated with managing users and their access rights. Administrators modify user profiles much less frequently than when working only with attributes because they can modify the group as a whole. When an individual user’s requirements change, the administrator can also work with the groups instead of the individual user profile because they can remove the user from a group or add the user to new or different groups. 

Because groups do not require modification of individual user profiles, managing groups can be delegated, providing another level of efficiency to administrators. Often for general interest type groups, users themselves can manage their own membership. 
For special-interest groups, such as a project group, an administrator for the project could manage the group. With other people taking on group management tasks, the central administrator’s workload is significantly reduced. 

Groups are best used in enterprises where there are a fixed number of users in groups that change infrequently. When there are large-scale changes in user populations or resources, groups can lose some of their efficiency. 
For example, when a new partner relationship is secured, all the new partner users have to be manually added to all the appropriate groups. When a new resource comes online, all groups that need access to it must be modified. 

Another disadvantage of large populations relying on groups for security is group proliferation, resulting in too many groups with too many administration requirements. When there are too many groups, the following types of security holes become more likely:

· Groups get created for short-term projects, and then are forgotten, and never deleted. 

· Special entitlements are provided to a group but only subsets of users really need them. 

· Users who change positions within the company aren’t promptly removed from old groups in which they were members. 

Options to consider

Roles which define business-level responsibilities, that is, a set of tasks that make up a certain job. Roles are assigned to users who perform a job with those responsibilities. Only after receiving a role can the user perform the tasks defined in the role. 

Roles are particularly suited for enterprises with very large user populations because roles allow administrators to work more easily with broad segments of users. Instead of working directly with groups and attributes, administrators can take advantage of roles to work abstractly with groups and attributes, to enable both gross-grain control for large numbers of users or fine-grained control for subsets of users. Typically, administrators can use roles with the enterprise’s in-place organizations to make across-the-board changes easily and rapidly. 

By abstracting roles from the underlying scheme that implements them, roles become a highly efficient mechanism available to ensure rapid response to changes in user populations, user requirements, and in entitlement policies. The roles based approach is designed to improve service, make business operations more efficient and reduce IT costs, especially for enterprises with large user populations.

Standard Security Systems

Most security systems today are attribute- or group-based systems. Both of these systems rely on direct administrator interaction with the user directories where the attribute or group information is stored. Both methodologies provide comprehensive security management schemes that can be the foundations for complicated and effective security policies. 

Attribute-Based System

Each user in a directory has a profile that includes a set of attributes that define the user. These attributes are used to check whether the user can perform various operations. For example, an employee’s user profile might look like this:

User Profile

Username=John Doe

Address=1234 Nowhere Lne

Email=jdoe@nowhere.com
Organization=Employees

Section=NorthWest US Sales

Password=******

Social security number=000-99-0000

Title=Sales Representative

Status=Full Time

DOH=April 7, 2010

SecurityLevel=3

Example of a user profile in a directory

In an attribute-based security system, administrators work directly with user profiles and specific attributes. Administrators set up access to company resources based on settings in one or more attributes. For example, access to certain resources might be granted after verifying that the user is a full time employee (Status=Full Time) or if the user is part of a sales department (Section=*Sales). Using attributes provides administrators with very fine-grained control over the granting of entitlements.

Administrators use attributes when they must have unshared access and use of attribute information. When administrators own the information in the user profiles, they can depend on that information remaining stable and can use it solely to enable access to resources. It’s straight-forward and effective: all the information is in the user object and it’s under the control of the administrator. Because the information is in one place, attribute look-up at runtime is extremely fast.

To use attributes, administrators must be familiar with the exact contents of user profiles in the directory and the resources they are managing, to set up the link between the two. For each change in users’ requirements or change in resources, administrators must modify all user profiles that are affected or all resources that are affected.

As a result, administrators cannot readily delegate tasks for managing users or their access privileges. Furthermore, allowing several people direct access to user profiles and resources could be risky because working directly with user profiles requires technical expertise, very close attention to detail, and no room for error. Also, only very trusted administrators should be allowed to work directly with user information, to minimize security breaches. 
Role-Based Security System

Roles offer a fundamentally different way to manage users and their access to online resources than do attribute- or group-based systems. Both attributes and groups are very specific to the underlying systems that they work with, whereas roles are an abstraction above the underlying systems. 
Because roles are an abstraction above the systems that support them, administrators can use roles differently than if using attributes and groups alone. Administrators can use roles to focus on users and their requirements to define each user’s entire relationship with the corporation. 

The following figure shows how roles work with attributes and groups. The roles are high-level descriptions of users’ jobs and tasks and they can be associated with users in any way required. 
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The different ways roles can be used

By describing job and task descriptions in roles that are an abstraction above the user store, roles become very powerful and many administration tasks become possible that weren’t possible before:

· Large numbers of users can be managed more easily within a single system.

· Changes to user privileges can be implemented on a multitude of levels, from individual settings up to entire divisions or the entire corporation.

· Administrative tasks can be more securely delegated throughout the corporation.

· Administrative tasks can be accomplished by people with minimal technical expertise; for example, role member management can be delegated to business users.

· Automation and integration of tasks becomes more efficient.

In enterprises with large user populations, these additional administrative capabilities that roles provide become very important. Because roles are easy to use and assign, the administrative work required to manage them scales more efficiently than administrative work for attributes and groups. Further, roles can be used to describe more complicated entitlements that are more likely to be required in a large enterprise. 
For example, when access management to several applications depends on values in multiple attributes, a single role can effectively consolidate the requirements. It’s much easier to manage one role in such a situation, instead of multiple attributes with varying values for different resources.


