



Security Configuration Standards Checklist for Open VMS Systems

	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	Identification



	1.
Is the Corporate standard UserID format being used to identify all users?
	
	
	
	

	2.
Does the system require users to identify themselves with their assigned UserID before performing any actions?
	
	
	
	

	3.
Does the system internally maintain the identity of all currently active users?
	
	
	
	

	3a.
Does the system identify every process running on the system with the identity of the user under whose authorization the process is running?

Example:
The invoking user or the UserID associated with the invoking process.
	
	
	
	

	4.
Does the system disable UserIDs after a period of time during which the UserID has not been used?
	 
	
	
	

	4a.
Is the complementary mechanism for the reinstatement or deletion of disabled UserIDs enabled?
	
	
	
	

	4b.
Is the mechanism enabled that deletes the above disabled UserID after 120 days?
	
	
	
	

	5.
Is the mechanism to temporarily disable UserIDs enabled?
	
	
	
	

	5a.
Is the mechanism to reactivate disabled UserIDs enabled?
	 
	
	
	

	6.
Is the mechanism to provide the status (active, inactive, revoked) of any valid UserID enabled?
	
	
	
	

	7.
Is the mechanism enabled which limits the number of multiple login sessions for the same UserID to one?
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	8.
Does the system permit the Security Administrator to associate customer-defined identifying information such as user name and affiliation with each UserID?
	
	
	
	

	9.
Is the mechanism enabled which allows UserIDs to be grouped together into named groups?
	
	
	
	

	9a.
Are UserIDs able to be associated with more than one group?
	
	
	
	

	9b.
Does the system permit the Security Administrator to modify the group membership of a UserID?
	
	
	
	

	9c.
Is the mechanism to list the names of all groups enabled?
	
	
	
	

	9d.
Is the mechanism to list the membership of any group enabled?
	
	
	
	

	Authentication



	1.
Is the mechanism to authenticate the claimed identify of a user enabled?
	
	
	
	

	2.
Does the system incorporate and use alternate authentication mechanisms (smart card, biometrics, or trusted third-party techniques) during authentication?  Can the system securely branch to non-vendor-supplied software/hardware during authentication?
	
	
	
	

	2a.
If 2 above is Yes, does the system permit the Security Administrator to specify the authentication mechanism to be used for specific users and groups?
	
	
	
	

	3.
Does the system protect all internal storage of authentication data so that access is blocked to any unauthorized user?
	
	
	
	

	4.
Does the system support the Application Program Interface (API) to an authentication mechanism that uses dynamic (one-time only) passwords?
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	Password Requirements



	1.
Is the mechanism invoked whereby a single stored password entry is not shared by multiple UserIDs?
	
	
	
	

	1a.
Does the system disallow the sharing of passwords by multiple users?
	
	
	
	

	2.
Does the system allow a user to choose a password that is already associated with another UserID?
	
	
	
	

	2a.
Does the system mask a password already associated with another UserID?
	
	
	
	

	3.
Does the system store passwords in a one-way encrypted form?
	
	
	
	

	4.
Does the system automatically suppress or mask the clear-text representation of the password on the data entry device?
	
	
	
	

	5.
Are null passwords disallowed?
	
	
	
	

	6.
Does the system permit users to change their own password?
	
	
	
	

	6a.
Does the system permit the Security Administrator to reset passwords for users?
	
	
	
	

	7.
Does the system enforce password aging on a per-user or per-group basis?

Note:
A user’s password must be changed after an administrator-specifiable minimum time.  The system-supplied default for all users must be 30 days.
	
	
	
	

	7a.
Does the system invalidate passwords when the password-aging threshold has been reached?
	
	
	
	

	7b.
Does the system require administrator action to reset a password for which the aging threshold has expired?
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	8.
Does the system notify the user before requiring them to change their passwords?
	
	
	
	

	8a.
Is the mechanism active that notifies users a customer-specifiable period of time before their password expires?

Note:
The system-supplied default must be no less than seven (7) days
	
	
	
	

	8b.
Does the system notify the user upon password expiration?  Does the system allow a customer-specifiable subsequent number of additional uses before requiring a new password?
	
	
	
	

	9.
Does the system disallow the reuse of passwords by the same user for a customer-specifiable period of time?
	
	
	
	

	10.
The system must provide a method of ensuring the structure of user-entered passwords:



	10a.
Does the system restrict password length to the customer-specifiable minimum eight (8) characters?
	
	
	
	

	10b.
Does the system verify password complexity?
	
	
	
	

	11.
When system-supplied password generation algorithms are present in the system, they must meet the following requirements:



	11a.
Does the password-generation algorithm generate passwords that are easy to remember such as pronounceable or pass-phrases?
	
	
	
	

	11b.
Does the system provide the user at least three (3) alternative passwords from which to choose?
	
	
	
	

	11c.
Is the system reasonably resistant to brute-force password guessing attacks?

Note:
The total number of system-generated passwords must be on the same order of magnitude as what a user could generate using the rules specified in Requirement 10 above.
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	12.
Does the system require the user to change the initial password when first used?
	
	
	
	

	13.
Does the system allow the change and/or deletion of default vendor UserIDs and passwords?
	
	
	
	

	14.
Is a one-time-only password mechanism or a trusted third-party technique available?
	
	
	
	

	Access Control



	System Access Control



	1.
Does the system identify all users before providing access?
	
	
	
	

	1a.
Does the system authenticate remote machines before establishing an inter-system connection?
	
	
	
	

	2.
Does the system require definition of users and remote machines?
	
	
	
	

	2a.
Does the system only allow access to authorized users and authorized remote machines?
	
	
	
	

	2b.
Does the system record a list of all users and remote machines that are authorized to access the system?
	
	
	
	

	2c.
Does the system disallow by default access based only on Node ID or Network/Terminal Address?
	
	
	
	

	3.
Does the system disallow default UserID(s) that permit unauthenticated system access?
	
	
	
	

	4.
Is a trusted communication path available between user and system during the login process?
	
	
	
	

	5.
Does the system disconnect or re-authenticate users after a customer-specifiable period of in-activity?

Note:
The system-supplied default must be 15 minutes.
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	6.
Is the mechanism enabled for user-initiated keyboard locking?
	
	
	
	

	6a.
Does the keyboard unlocking procedure require user re-authentication?
	
	
	
	

	7.
Does the system login procedure require exiting and ending the session if the user authentication procedure is incorrectly performed a customer-specifiable number of times within a login session.

Note:
The system-supplied default must be three (3) attempts.
	
	
	
	

	7a.
Does the system immediately notify the Security Administrator when the threshold is exceeded?
	
	
	
	

	7b.
Does the system-provided mechanism expire before the login process can be restarted on that I/O port?
	
	
	
	

	7bi.
Is a capability to increment the time interval on successive violations available?
	
	
	
	

	7c.
Does the system disallow the suspension of the UserID upon exceeding the above threshold?
	
	
	
	

	7d.
Does the system disallow access without a UserID?
	
	
	
	

	7e.
Are guest UserIDs initially configured non-privileged?
	
	
	
	

	8.
Does the system perform the entire user authentication procedure even if the UserID entered is not valid?
	
	
	
	

	9.
Does the system provided mechanism exclude or include users based on:



	9a.
Time-of-day active?
	
	
	
	

	9b.
Day-of-week active?
	
	
	
	

	9c.
Calendar date active?
	
	
	
	

	10.
Does the system exclude or include users based on method or location of entry?
	
	
	
	

	10a.
Does the system limit the access users are authorized when accessing the system via dial-up facilities?
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	11.
Does the system limit access for privileged users based on method or location of entry?
	
	
	
	

	12.
Does the system restrict specified users or groups of users to read-only access?
	
	
	
	

	12a.
Is the mechanism above limited to the Security Administrator use?
	
	
	
	

	13.
Does the system permit the Security Administrator to enable a more effective authentication method when access is via dial-in, or remote access software?

Example:
The authentication method can be a private or public key encryption-based methodology, dynamic (one-time only) password or smart card, to validate the user or remote machine.
	
	
	
	

	13a.
Is the networking software configurable?
	
	
	
	

	13b.
During network access does the system ensure secure log-out practices?
	
	
	
	

	14.
Does the system display a warning message upon system entry regarding unauthorized use and the possible consequences of failure to meet those requirements?
	
	
	
	

	14a.
Is the message customer-specifiable to meet your own requirements and any state or federal laws?
	
	
	
	

	14b.
Is the message length at least twenty lines?

Note:
This message must be displayed at the first point of entry.
	
	
	
	

	15.
Upon successful access to the system:



	15a.
Does the system display the date, time and location of the user’s last successful access?
	
	
	
	

	15b.
Does the system display the number of unsuccessful attempts by a UserID to access the system since the last successful system access by that UserID?
	
	
	
	

	15c.
Does the system display the number of days until the password expires?
	
	
	
	

	16.
Does the system supply the procedure for the initial entry or modification of authorized users and authentication information?
	
	
	
	

	17.
Does the system allow specific (Security Administrator) or other authorized users (application, group or System Administrators) to authorize or revoke users?
	
	
	
	

	17a.
Does the Security Administrator’s security documentation describe procedures for adding and deleting users?
	
	
	
	

	17b.
Can only the Security Administrator or other well-defined privileged users (application, system and/or group administrators) modify user security profiles or change any other user security information?
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	Resource Access Control



	1.
Does the system control access to all resources the system recognizes?
	
	
	
	

	2.
Is the control of access to resources based on authenticated user identification?
	
	
	
	

	3.
For each resource controlled by the system, is the system mechanism enabled which specifies a list of individual users or named groups of individual users with their specific access rights to that resource?
	
	
	
	

	3a.
Do the minimum specified access rights include read, write, and execute?
	
	
	
	

	3ai.
Are the separate ‘create’ and ‘delete’ access rights for modification of directories or catalogs enabled?
	
	
	
	

	3aii.
Does the system allow explicit denial of all access rights to an individual user or named group?
	
	
	
	

	3aiii.
Is there a distinct access right for a user to enable to modify contents of the access control list of a resource?
	
	
	
	

	3b.
Do the access rights associated with an individual user take precedence over the access rights associated with any groups of which that user is a member?
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	3c.
Does the system allow access to a user where the user can be a member of multiple groups simultaneously if any named group entry allows an access right for that user?

Note:
Subject to “b” above.
	
	
	
	

	3d.
Does the system by default specify access rights for users not otherwise specified either explicitly by UserID or implicitly by group membership?
	
	
	
	

	4.
Does authorization of access to a resource occur at least upon the ‘opening’ of the resource?
	
	
	
	

	5.
Does the system allow a user who creates a resource to control the access rights given to that resource?
	
	
	
	

	5a.
If no specific access rights are specified at resource creation, does the default specify that only the creator has access?
	
	
	
	

	6.
Is explicit user action by the owner of the resource or by the appropriate privileged users (the System Administrators, application, system and or group administrators) required to provide additional access rights to a resource?
	
	
	
	

	7.
Access to resources should be able to be controlled by any combination of the following:



	7a.
Method or location of accessing user?
	
	
	
	

	7b.
Time of day?
	
	
	
	

	7c.
Day of week?
	
	
	
	

	7d.
Calendar date?
	
	
	
	

	7e.
Specific program used to access the resource?
	
	
	
	

	8.
Are the security attributes of a resource preserved when a copy of that resource is made?
	
	
	
	

	9.
Is the systems, for each authorized user of the system, identifying all resources in the system that are either owned by that user or to which that user is granted explicit access rights?
	
	
	
	

	9a.
Are the associated access rights granted to that user displayable?
	
	
	
	

	9b.
If 9a is Yes is this limited to the Security Administrator?
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	10.
Is the mechanism to remove access rights to all resources for a user or a group of users enabled?
	
	
	
	

	10a.
If 10 above is Yes, is this function limited to the Security Administrator?
	
	
	
	

	11.
Is access to any system-supplied resource, by default, as limited as possible to permit the effective usage of the system and or resource?
	
	
	
	

	12.
Are the access control mechanism’s data files and tables protected from unauthorized access?
	
	
	
	

	Privileges



	1.
The system must support a privilege mechanism that meets the following requirements.

	1a.
Are separate privileges associated with groups of related security relevant operations or commands?
	
	
	
	

	1ai.
Are privileges that permit overriding or bypassing the access control mechanisms distinct and separate from any and all other privileges?
	
	
	
	

	1aii.
Are separate and distinct privileges associated with distinct security relevant operations?
	
	
	
	

	1b.
Are users assigned a privilege to invoke the corresponding operation?
	
	
	
	

	1bi.
Does the system allow only the security or System Administrator to assign temporary additional privileges so that users can execute programs that require access over and above what they would normally have?
	
	
	
	

	1bii.
Is there an interface to allow dynamic assignment of privileges to processes?
	
	
	
	

	2.
Does the system allow the Security Administrator to associate privileges with named users?
	
	
	
	

	3.
Is the minimum set of privileges required for a Security (or other) Administrator defined and documented by the vendor?
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	4.
Are the security functions configurable by the Security Administrator identified and documented?
	
	
	
	

	4a.
Are the Security Administrator and System Administrator security and non-security functions separate?
	
	
	
	

	Accountability and Audit



	Accountability



	1.
Does the system generated security audit trail contain sufficient information for after-the-fact investigation of loss or impropriety and for appropriate management response, including personnel actions and pursuit of legal remedies?
	
	
	
	

	2.
Does the system provide end-to-end user accountability for all security relevant events?
	
	
	
	

	2a.
Is the user identification information associated with any system request or activity maintained and passed on to any other connected systems so that the initiating user can be traceable for the lifetime of the request or activity?
	
	
	
	

	3.
Is the audit trail information protected from unauthorized access?
	
	
	
	

	3a.
Are only the Security or System Administrator able to modify or delete the audit trail information?
	
	
	
	

	3b.
Is the audit trail data stored in an encrypted format?
	
	
	
	

	4.
Is the Security Administrator dynamically controlling normal system operation types of events recorded.

Note:
This control must include selective disabling of the recording of default audit events and the enabling and disabling of other optional events?
	
	
	
	

	5.
Are the audit control mechanisms protected from unauthorized access?
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	6.
Do the systems, by default, cause a record to be written to the security audit trail for at least each of the following events:

	6a.
Invalid user authentication attempts?
	
	
	
	

	6b.
Logins and activities of privileged users, e.g. Security Administrators?
	
	
	
	

	6c.
Unsuccessful data or transaction access attempts?
	
	
	
	

	6d.
Successful accesses of security-critical system resources?
	
	
	
	

	6e.
Changes to users’ security profiles, privileges, or attributes?
	
	
	
	

	6f.
Changes to access rights of resources?
	
	
	
	

	6g.
Changes to the system security configuration?
	
	
	
	

	6h.
Modification of system-supplied software?
	
	
	
	

	7.
Does the Security Administrator have the ability to enable or disable the recording of other events into the audit trail which include at a minimum:

	7a.
Invalid user authentication attempts?
	
	
	
	

	7b.
Creation and deletion of resources?
	
	
	
	

	7c.
Disk file access?
	
	
	
	

	7d.
Program Execution?
	
	
	
	

	7e.
Tape volume or tape file access?
	
	
	
	

	7f.
On-line command execution?
	
	
	
	

	7g.
Customer-defined events?
	
	
	
	

	8.
For each recorded event, does the audit trail identify, at a minimum:

	8a.
Date and Time of the event?
	
	
	
	

	8b.
User identification and associated point of physical access such as:

· terminal

· port

· network terminal address

· node ID

· communication device
	
	
	
	

	8c.
Type of event?
	
	
	
	

	8d.
Name of resource accessed?
	
	
	
	

	8e.
Success or failure of the event?
	
	
	
	

	9.
Is the system restricting the disabling of the auditing of an administrator’s actions?
	
	
	
	

	9a.
Is the system auditing any modification to the set of auditable events?
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	10.
Are actual or attempted passwords masked or not recorded in audit trails?
	
	
	
	

	11.
Do audit control data, e.g., audit event masks, survive system restarts?
	
	
	
	

	12.
Is the system-provided mechanism for automatic copying of audit trail to an alternate storage medium after a customer-specific period of time enabled?
	
	
	
	

	12a.
Does the system allow automatic deletion of audit trail files after a customer-specific period of time?

Note:
The system-supplied default must be 90 days.
	
	
	
	

	12b.
Can audit trail files be stored off-line automatically?
	
	
	
	

	13.
Does the system allow site control of the procedure to be invoked when audit records are unable to be recorded?
	
	
	
	

	13a.
Does the system generate an alarm to the Security Administrator when audit records are unable to be recorded?
	
	
	
	

	14.
Are the system-provided tools for the Security Administrator to monitor the activities of specific terminals or network addresses in real time enabled?
	
	
	
	

	15.
Does the system provide the date and time of the last modification to any named or user-accessible system resource?
	
	
	
	

	15a.
Does the system provide the UserID of the user that made the last modification to any named or user-accessible system resource?
	
	
	
	

	Audit



	1.
Does the system provide post-collection audit analysis tools that can produce exception reports, summary reports, and detailed reports on specific data items, users, or communications facilities?
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	2.
Is the Security Administrator permitted to independently and selectively review any one user or more users, including privileged users, based on individual user identity, actions?
	
	
	
	

	3.
Does the system report all modifications to any named or user-accessible system resource?
	
	
	
	

	4.
Is a mechanism to automatically monitor security relevant events and take action if such events may cause system degradation and notify the Security Administrator available?
	
	
	
	

	Object Reuse



	1.
Does the system restrict non-privileged users from being able to reference the prior contents of a resource that has been allocated to that user by the system?
	
	
	
	

	Integrity



	1.
Are a given user’s programs and data separated and protected from other user’s programs and data?
	
	
	
	

	1a.
Are the systems programs and data separated and protected from any user’s programs and data?
	
	
	
	

	2.
Are the procedures such as the use of modification dates, permissions and checksums that exist to verify that the currently installed software has remained consistent with the delivered software enabled?
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	3.
Do the systems, where applicable, restrict usage of:

	3a.
Privileged instructions?
	
	
	
	

	3b.
Supervisory state instructions?
	
	
	
	

	3c.
I/O instructions?
	
	
	
	

	4.
Does the system monitor and record activities from the system operator’s console?
	
	
	
	

	5.
Is access to execute system-supplied utilities, by default, as limited as possible to permit the effective usage of the system?
	
	
	
	

	5a.
Can only the system and or Security Administrator modify or replace system-supplied utilities?
	
	
	
	

	6.
Does the system restrict the modification or replacement of the operating system software including firmware?
	
	
	
	

	7.
Do users control the order of directory path search for system commands resolution?
	
	
	
	

	7a.
Is the Security Administrator permitted to disable user-control of this mechanism on a per-user basis?
	
	
	
	

	8.
Is the checksum mechanism available to application programs and users?
	
	
	
	

	9.
Does the system periodically validate the correct operation of the system?
	  
	
	
	

	These mechanisms or procedures must address:

	9a.
Monitoring of system resources?
	
	
	
	

	9b.
Verify correct operation of on-site hardware and firmware elements?
	
	
	
	

	9c.
Detect error conditions that might propagate throughout the system?
	
	
	
	

	9d.
Detect communication errors above a customer-specified threshold?
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	10.
Is the system-provided utility for checking file, system, and disk integrity enabled?
	
	
	
	

	10a.
Does the above utility run automatically via vendor-supplied software?
	
	
	
	

	11.
Does the mechanism for the Security Administrator to generate a status report detail the values of all configurable security parameters enabled?
	
	
	
	

	12.
Does the system provide the date and time of the last modification to any named or user accessible system resource?
	
	
	
	

	Availability and Reliability of Service



	Availability



	1.
Are system pre-cautions such that non-privileged user-level actions (deliberate or accidental) do not cause the system to be unavailable to other users enabled?
	
	
	
	

	2.
Is a mechanism for the automatic monitoring of degradable conditions available and configurable by the Security Administrator? 
	
	
	
	

	3.
Is the system-provided mechanism for controlling consumption of disk space and CPU usage on a per-user and per-group basis enabled?
	
	
	
	

	4.
Are the data encryption facilities that allow data to be stored in an encrypted format available to application programs and users?
	
	
	
	


	Minimum Security Baseline Standards
	Y
	N
	NA
	COMMENTS:

	Reliability

	1.
Is the function that allows recovery after a system failure or other discontinuity without a security compromise enabled?
	
	
	
	

	2.
Does the system provide the capability of running in an administrative maintenance mode with all security features disabled?
	
	
	
	

	2a.
Does the system only allow system access by the system and or Security Administrators during administrative maintenance mode?
	
	
	
	

	3.
Is the mechanism for software and data backup and restoration enabled?
	
	
	
	

	3a.
Is data and software essential to the continued operation of critical functions backed up periodically?  The backup time period must be customer-specifiable with a default of daily.
	
	
	
	

	4.
Are synchronization points, e.g., checkpoint restarts, enabled to facilitate recovery?
	
	
	
	

	Data Exchange

	1.
Does the system identify and authenticate the originator of any information received across communications channels?
	
	
	
	

	2.
Do the data encryption facilities allow data to be sent across communication channels in an encrypted format functioning?
	
	
	
	

	3.
Is all authentication data communicated directly from the point-of-entry to the authenticating system?
	
	
	
	

	3a.
Is authorization data sent over public or shared data networks encrypted?
	
	
	
	



