This document is provided without warranty, always vet out what works best for you and your organization.

Scope

This standard applies to all corporate data, including corporate customer data, whether located at a corporate facility or a third party facility, and whether handled by corporate employees, or corporate contractors, vendors, third party service providers, or their staff or agents.  This standard also applies to all wholly owned and partially owned subsidiaries.

The guidance in this standard shall be considered the minimum acceptable requirements for the use of the Solaris operating system. This standard sets forth expectations across the entire organization.  Additional guidance and control measures may apply to certain areas of corporate.  This standard shall not be construed to limit application of more stringent requirements where justified by business needs or assessed risks. 

Solaris Standard

Corporate’s business functions rely upon the integrity, confidentiality, and availability of its computer systems and the information assets stored within them.   Responsibilities and procedures for the management, operation and security of all information processing facilities must be established.  This Policy supports the stated objectives.

It is the policy of corporate to provide safe, secure electronic messaging systems to its employees, contingent workforce, and other properly authorized persons, for the purpose of enabling and supporting the conduct of business.  Use of Unix based Solaris systems shall be in conformance with relevant corporate policies, and shall not, whether by intent or mistake, increase the risks to corporate information assets or business functions.

Roles & Responsibilities

The System Owner is responsible for the creation of electronic messages, usage of the related messaging services in a manner consistent with this Policy, and when such activity is within their span of control, the retention and disposal of electronic messages sent and received.

The IT Custodian is responsible for defining and implementing security measures and controls to ensure the system(s)/application(s) are managed and operated in a secure and effective manner.

The Chief Information Security Officer has overall responsibility for security policy, and in conjunction with the Information Security Department will be responsible for defining, implementing, managing, monitoring and reviewing compliance with the Solaris System policy.

The Information Security Department will assist End Users and IT Custodians in assessing, defining, implementing, managing and monitoring appropriate controls and security measures. 

The Information Security Department will audit and review the adequacy of controls and security measures in place to measure and enforce conformance to this policy.

Requirements and Implementations

Administrators are advised to use gold hardening scripts carefully before implementing as your application may need services not recommended in this Standard.

Services

Only the following services should be active by default

SSH

TCP Wrapper

Explicitly disallowed services all systems – No business exceptions allowed for the following services

FTP (Use SFTP or SCP instead)

Remote X-Windows sessions (does not include X-Windows wrapped in SSH or Remote VNC)

Telnet (Use SSH instead)

Echo

IP Tables

Systat

Syslog Server

Auditd

Crond

Chargen

Finger

Rexec, Rlogin, Rsh (Use SSH instead)

Auth / Identd (When NOT used with TCP Wrapper)

SMTP Server

Samba Server (Windows Network Server for Unix)

Rstatd

Talk / Ntalk

DHCP Server

DNS Server

NTP Server

HTTP Server

Firewall / Router Server Services (NAT / PAT / IP Forwarding / IP Routing Services)

Explicitly disallowed service exceptions – The following services may be enabled only when they are the primary purpose of server

DHCP Server

DNS Server

NTP Server

SMTP

HTTP Server

Kernel Tuning

Install and enable DTrace by default

Disable Core dump: set sys:coredumpsize = 0

Enable stack protection: set noexec_user_stack = 1 & set noexec_user_stack_log = 1

Network Parameter modifications: (e.g. for Solaris 8 and later)

ndd -set /dev/ip ip_forward_src_routed 0

ndd -set /dev/ip ip6_forward_src_routed 0

ndd -set /dev/tcp tcp_rev_src_routes 0

ndd -set /dev/ip ip_forward_directed_broadcasts 0

ndd -set /dev/tcp tcp_conn_req_max_q0 4096

ndd -set /dev/tcp tcp_ip_abort_cinterval 60000

ndd -set /dev/ip ip_respond_to_timestamp 0

ndd -set /dev/ip ip_respond_to_timestamp_broadcast 0

ndd -set /dev/ip ip_respond_to_address_mask_broadcast 0

ndd -set /dev/arp arp_cleanup_interval 60000

ndd -set /dev/ip ip_ire_arp_interval 60000

ndd -set /dev/ip ip_ignore_redirect 1

ndd -set /dev/ip ip6_ignore_redirect 1

Additional parameter modifications for non-firewall machines: (e.g. for Solaris 8 and later)

ndd -set /dev/ip ip_forwarding 0

ndd -set /dev/ip ip6_forwarding 0

ndd -set /dev/ip ip_strict_dst_multihoming 1

ndd -set /dev/ip ip6_strict_dst_multihoming 1

ndd -set /dev/ip ip_send_redirects 0

ndd -set /dev/ip ip6_send_redirects 0

Use better TCP sequence number: TCP_STRONG_ISS=2

System Access, Authentication and Authorization

Remove all trust relationships.  There should be NO trust relationships of any sort.

Edit the /etc/shells to ensure only the following valid shells are available by default

Note:  Other shells can be turned on with exceptions from Information Security Group

/bin/sh

/bin/bash

/bin/ksh

/usr/bin/sh

/usr/bin/bash

/usr/bin/ksh

/usr/local/bin/bash

/usr/bin/false (included as a valid initial shell for SSH Privilege User ID access support)

Enter the following into “/etc/dt/config/Xaccess” to prevent remote XDMCP access. 

“!*

!* CHOOSER BROADCAST

EOXaccess”

Edit “/etc/cron.d/cron.allow” to include only “root”.

Edit “/etc/cron.d/at.allow” to include only “root”

Restrict “cron.allow” and “at.allow” to only appropriate users.

chmod 400 cron.allow at.allow

chown root:root cron.allow at.allow

Remove empty crontab files and restrict file permissions.

All local and SSH login prompts should include a MOTD with following text:

“Notice”

-----------------

Some message your organization determines to be appropriate for your environment
Restrict direct root logins to system console.


Limit number of failed login attempts to 5.


Optional: Set EEPROM security-mode = command and log failed access

User Accounts and Environment


Verify that there are no accounts with empty password fields.


Set account expiration parameters on active accounts.

MAXWEEKS=13

MINWEEKS=1

WARNWEEKS=2 

PASSLENGTH=8


Verify no legacy '+' entries exist in passwd, shadow, and group files.


Verify that no UID 0 accounts exist other than root.

No '.' or group/world-writable directory in root $PATH.


User home directories should be mode 750 or more restrictive

No user dot-files should be group/world writable.

No .rhosts in the home directory.

No .netrc in the home directory.


No uid less than 1000 for non-system accounts.


User umask should be 077


Set "mesg n" as default for all users.

Default accounts need to be disabled, wherever possible.  These accounts include, but are not limited to uucp, nuucp, smtp, listen, nobody4, noaccess, adm, bin, lp, smmsp and nobody.

File/Directory Permissions/Access


File systems are mounted either ‘ro’ or ‘nosuid’.


Add ‘logging” option to root file system.


Add ‘nosuid’ option to root /etc/rmmount.conf


Use full path names in /etc/dfs/dfstab file.


World-writable directories should have their sticky bit set.

Find and correct unauthorized World-writable files and SUID/SGID system executables.

The following files are considered sensitive and should be set with the following permissions:


/etc/passwd, /etc/shadow and /etc/group

cd /etc

chown root:sys passwd shadow group

chmod 644 passwd group

chmod 400 shadow
Remove all Binary compiler applications from production systems (E.g. gcc, Sun Studio C, etc)

Remove non-standard scripting language interpreters (E.g. Ruby, Python, etc)

Note:  Do not remove Perl interpreter, system scripts rely on this utility!


/etc/inetd.conf

cd /etc/inet

chown root:sys inetd.conf

chmod 444 inetd.conf
Logging

Capture messages sent to syslog AUTH facility.

Create /var/adm/loginlog. 
Set SYSLOG_FAILED_LOGINS = 0

Turn on cron logging.

cd /etc/default

awk '/CRONLOG/ { $1 = "CRONLOG=YES" }; \

{ print }' cron > cron.new

mv cron.new cron

chown root:sys cron

chmod 444 cron

Enable system accounting.

Confirm permissions on system log files.

chown root:sys /var/log/syslog /var/log/authlog /var/adm/loginlog

chown root:root /var/cron/log /var/adm/messages

chmod go-wx /var/log/syslog /var/adm/messages

chmod go-rwx /var/log/authlog /var/adm/loginlog /var/cron/log

cd /var/adm

chown root:bin utmpx

chown adm:adm wtmpx

chmod 644 utmpx wtmpx

chown sys:sys /var/adm/sa/*

chmod go-wx /var/adm/sa/*

Exceptions 

Exceptions under this policy must be detailed in a Risk Acceptance form approved by the System/Application Business Owner, a Executive Lines of Business representative and the IT Custodian and the Information Security Compliance
Department.

