Sample of Type of Questions collected during a Security Assessment
Note: these questions should be asked in an informal setting where employees feel that they can speak freely.

Security Policy

1) Do you understand your organizations security policy, its purpose and implications? 

2) Is a published policy document, approved by management, available to all users responsible for information? 

3) Is the security policy approved and support by management? 

4) Is the security policy implemented? 

5) Are there more detailed documents available to you that support the security policy?

6) Were you asked to sign a copy of the security policy stating that you have read and understand it? 

7) Do you know what your responsibilities and obligations are regarding the security policy of your organization?

8) Do you feel that additional training is needed in this area?  

Electronic Information Security

1) Are you aware of the information security requirements for your company? 

2) Do you know what types of information is restricted for use or transmission? 

3) Do you have access to “restricted” information? Do you need that access? 

4) What types of information do you use on a daily basis? 

5) Do you ever see or have you ever seen information that you have no real need for? 

(Outside of the scope of your job?

6) Do you have access to all of the information that you need to do your job? 

7) Do you ever log in to work systems from a remote location? (Home, Starbucks, airport…) 

8) Are you aware of any data retention policies regarding the information that you have access to? 

9) Do you ever fill in for or assist someone who has access to information that you normally do not? 

10) Do you regularly transfer large amounts of data within your organization’s network?

(intra-company).

11) Do you regularly transfer large amounts of data from outside of or to the outside of your organization’s network over the Internet? 

12) Are you aware if your organization logs all traffic network activity for tracking purposes? 

Incident Response Procedures

1) Do you ever get SPAM email?  If yes, how often? What actions do you take? 

2) Do you ever get email that you feel is suspicious? If yes, what actions do you take? 

3) Do you know what your organization’s procedures are in the case of suspicious activities such as a phone call from someone who appears to have malicious intent?

4) Do you feel that you have been adequately trained to understand the threats to your organizations information and how to react to a breech? 

5) What types of things might you view as ‘suspicious’ that would cause you to raise awareness? 

6) Do you feel that your efforts to raise an alarm would be well received?

7) Does your organization have a standing Incident Response Team? 

8) Do you have ready access to contact information for an Incident Response Team? 

9) Do you have 24 X 7 access to report suspicious activities? 

10) Do you feel that your concerns are addressed in a timely manner? 

Authorization and Authentication

1) Are you forced to regularly reset your login password(s)? 

2) Do you find that you often forget your password(s) and have to write the down? 

3) How many passwords do you have at any one time for different resources that you access?

4) As far as you know, what are the requirements around what your password should look like? 

5) If you forget your password, does the helpdesk have a process to identify who you are before they reset it for you? 

6) Do you look for visible identification on anyone who is unescorted and unfamiliar to you? Are you aware of an official policy on expected actions in this case?

7) Do you think that someone could gain unauthorized access to your facility if they wanted to? 

8) In your experience, do people maintain complete control over their passwords or card keys? (Do people share these things because they need to in order to get the job done and it’s the quickest way?)

General Questions

1) Who is responsible for security in your organization? 

2) Do you feel that your organization takes security seriously?

3) Do you regularly discuss security, threats, regulations etc. in team or staff meetings? (Have you ever?)

4) What training, if any, do you feel that you need to have to feel better about helping to safeguard restricted information in your organization? 

5) Have you ever thought to yourself “it would be so easy for someone to …….” based on something you’ve observed with regards to information security? 

6) What are your personal responsibilities around security organizational information? 

7) Is it clear to you what information should be safeguarded? Based on what? 

Sample Questions for Execs/IT Personnel/Managers

(This is a random sampling)

1) Are sensitive or critical applications identified and retained in-house? 

2) Are different log-on procedures being used for operational and test systems to reduce the risk of error? 

3) Are duties and areas of responsibilities segregated in order to reduce the opportunities for unauthorized modifications or misuse of information or resources? 

4) Are duties separated when necessary? 

5) Is emergency action reported to management and reviewed in an orderly and timely manner? 

6) Is there a disaster recovery plan in place? Has it been shared with all employees? 

7) Can an end user disable the anti-virus protection on their systems? 

8) Are all employees familiar with the security policy for the organization? 

9) Is a copy of the security policy readily available to all employees? 

10) Are all distribution lists reviewed on a regular basis?

11) Is there a detailed employee termination procedure in place?

12) What types of information do you have access to on a regular basis?  

