Sample MSP Contractor Requirements

1. The contractor (vendor) must meet the following minimum requirements:

· have at least 2 years of risk assessment experience, and one year of qualitative systems oriented risk assessment experience, 

· receive a minimum background investigation or provide proof that a current individual citizen ship and proper identification

Minimum Requirements
2. Assessment Schedule. A risk assessment must be performed:

· Prior to the approval of design specifications for new systems,

· Whenever a significant change occurs to the system (i.e., adding a local area network, changing from batch to on‑line processing, adding dial‑up or digital signature capabilities),

· To determine the need and type of approved protection technique for the systems, and

· At periodic intervals established by the corporate commensurate with the sensitivity of the data 

· Processed, but not to exceed every three years if no risk assessment has been performed during that period.

3. Determination of Scope for the Risk Assessment. The scope of the risk assessment shall be based on:

· Past risk assessments,

· Previously documented security weaknesses,

· Available resources to perform the assessment,

· Perceived or documented importance of our corporate mission, and

· Certification of the information system or network

