This document is provided without warranty, always vet out what works best for you and your organization.

Scope

This standard applies to all corporate equipment and data, including corporate customer data, whether located at a corporate facility or a third party facility, and whether handled by corporate employees, or corporate contractors, vendors, third party service providers, or their staff or agents.  This standard also applies to all wholly owned and partially owned subsidiaries.

The guidance in this standard shall be considered the minimum acceptable requirements for the use of Remote Desktop Protocol.  This standard sets forth expectations across the entire organization.  Additional guidance and control measures may apply to certain areas of corporate.  This standard shall not be construed to limit application of more stringent requirements where justified by business needs or assessed risks. 

Remote Desktop Protocol Standard

Corporate’s business functions rely upon the integrity, confidentiality, and availability of its computer systems and the information assets stored within them. Responsibilities and procedures for the management, operation and security of all information processing facilities must be established.  This standard supports the stated objectives.

Roles & Responsibilities

The End User (including systems owners and administrators) is responsible for providing justifications to their activities detected through any monitoring. The IT Custodian is responsible for defining and implementing security measures and controls to ensure the system(s) / application(s) are managed and operated in a secure and effective manner.

The Chief Information Security Officer has overall responsibility for security standard, and in conjunction with the Information Security Department will be responsible for defining, implementing, managing, monitoring and reviewing compliance with the Electronic Messaging Standard.

The Information Security Department will assist End Users and IT Custodians in assessing, defining, implementing, managing and monitoring appropriate controls and security measures. 

The Information Security Department will audit and review the adequacy of controls and security measures in place to measure and enforce conformance to this standard.

Requirements and Implementations

General

RDP server must have the latest security patches installed.

RDP servers must be running on corporate IT approved OS images.

Use latest RDP client software.

Remote Desktop client should always prompt for a password.

RDP Port Settings

Remote Desktop normally runs on port 3389.  This should not be changed.

Encryption Requirements

For Windows Server

Remote Desktop connection must be tunneled through a secure encrypted protocol such as Secure Socket Layer (SSL) or Secure Shell (SSH).

Client connection must use 128 bit or higher encryption.

For Windows Vista RDP Hosts

Vista has higher security features than Windows Server 2003 and higher. The below configurable features are available on Vista Ultimate and Business editions.

Set client connection encryption level to High.

Use FIPS compliant encryption algorithm. 

Enable secure RPC communication.

Access control

All unused user accounts should be removed/disabled.

Give connect permissions only to authorize users and remove default administrator user from connect permissions.

Servers which are part of Active Directory must use AD group policy for managing user permissions for remote desktop connections.

A single RDP group must be created on AD and users/groups will be added to this group as per standard change control process for account management.

Information Security password policy must be enforced on the remotely-accessible systems.

Logging and Monitoring

All RDP connections must be logged and auditing must be enabled to record details of any changes.

Logs should be accessible only to authorized person. Normal server user should not have access to logs.

Information security “Application Logging Standard” must be referred.

Exceptions under this policy must be detailed in a Risk Acceptance form approved by the System/Application Business Owner, a Executive Lines of Business representative and the IT Custodian and the Information Security Compliance Department.
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