RedHat Enterprise Server Standard

Scope

This standard applies to all Corporate equipment and data, including Corporate customer data, whether located at a Corporate facility or a third party facility, and whether handled by Corporate employees, or Corporate contractors, vendors, third party service providers, or their staff or agents.  This standard also applies to all wholly owned and partially owned subsidiaries.

The guidance in this standard shall be considered the minimum acceptable requirements for the use of the RedHat Enterprise Linux server.  This standard sets forth expectations across the entire organization.  Additional guidance and control measures may apply to certain areas of Corporate.  This standard shall not be construed to limit application of more stringent requirements where justified by business needs or assessed risks. 

RedHat Enterprise Linux Server Standard

Corporate’s business functions rely upon the integrity, confidentiality, and availability of its computer systems and the information assets stored within them.   Responsibilities and procedures for the management, operation and security of all information processing facilities must be established.  This standard supports the stated objectives.

Roles & Responsibilities

Every person who manages a RedHat Enterprise Linux Server, or is involved with the server configuration process on Corporate’s networks and/or external servers containing Corporate information using the RedHat Enterprise Linux Server operating system must comply with this standard before placing it on a Corporate production network.

The IT Custodian is responsible for defining and implementing security measures and controls to ensure the system(s)/application(s) are managed and operated in a secure and effective manner.

The Chief Information Security Officer has overall responsibility for security standard, and in conjunction with the Information Security Department will be responsible for defining, implementing, managing, monitoring and reviewing compliance with the Operating Systems policy.

The Information Security Department will assist End Users and IT Custodians in assessing, defining, implementing, managing and monitoring appropriate controls and security measures. 

The Information Security Department will audit and review the adequacy of controls and security measures in place to measure and enforce conformance to this standard.

Requirements and Implementations

System Configuration

SE Linux in enforcing mode

Nodev option applied to all filesystems except for /

Verify passwd, shadow and group permissions
0644 on /etc/group and /etc/passwd
0400 on /etc/shadow

Set stickybit on world-wrieable directories

Find unauthorized sticky bit applications and remove or get an exception

Find unowned files and assign ownership for files local to the system.

Only have root in cron.allow and at.allow

Set file permissions to 0400

Set ownerships to root:root

Set the grub password

After this line in the  inittab id:3:initdefault:
this line should exist ~~:S:wait:/sbin/sulogin
Verify that  “.”  Is not in the root PATH.

Set root home dir permissions to 0700

Restrict permissions to 0644 on /usr/share/doc  and /usr/share/man

Service Packs and Hotfixes 

Apply current OS Patches.

Connecting to the system

Use Openssh as the standard

Configuration requirements
Port 22
Verision 2 only
Log Level Verbose
PermitRootLogin No
RhostsRSAAuthentication No
IgnoreRhosts No
PermitEmptyPasswords  No
Banner /etc/issue.net

Allow only root logins via sudo, su and the console

In /etc/X11/gdm/gdm.conf make the following settings
AllowRoot=false
AllowRemoteRoot=false

Remove rhosts_auth from all pam files in /etc/pam.d

Limit su access to root to the wheel group
uncomment the following line in /etc/pam.d/su:
auth required /lib/security/$ISA/pam_wheel.so use_uid
Logging and Account Policies

Account Policies Requirements

Minimum Password Age: 1 day 
All passwords are at least 8 characters long (minimum). 

All passwords are no more than 105 days old (maximum). 

Verify no accounts have an empty password.

Verify that all user level accounts have expiration turned on

Verify no duplicate user ID’s exist.

Verify all application accounts can only be accessed via sudo

Verify no “+” entries in the password, shadow or group files.

Verify User home directories have at least 0750 permisions.  More restrictive permissions are ok.

No users  dot-files (configuration for users) should be world writeable.

Remove users .netrc files.

Set default umask for users to 077

System admins should be part of the wheel group

Logging Requirements

Log security related information:

In syslog.conf have this entry:  authpriv.*
/var/log/secure

 In syslog.conf have this entry:  auth.*

/var/log/messages

Check for file existence and permissions.

Touch /var/log/secure

Chmod 0600 /var/log/secure

Log system logs remotely on a syslog server

Do not accept remote logs unless it is an approved syslog server.

Enable system accounting

Network Services

Disable standard services

 Disable all xinetd services except those for netbackup

bpjava-msvc

vnetd

vopied
TCP Wrappers
  Allow only connections from authorized subnets 
  This entry should be in hosts.deny
ALL:
ALL

   This entry should be in hosts.allow at a minimum
ALL:
localhost

Disable telnet

Disable ftp (exept on approved ftp servers)

Disable tftp (except on aprroved jumpstart and kickstart servers and equivelant)

Disable imapd (except on approved mail servers.  SSL based imapd must be used)

Disable cups (except on approved print servers) 

Disable sendmail (except on approved mail servers)

Only the following default services should be running unless otherwise approved by security.  This does not include third party applications that are installed for operational purposes such as oracle (on db servers), named(on dns servers)or apache (on web servers).  

Auditd

Cpuspeed

Crond

Iptables

Irqbalance

Messagebus

NetworkManagerDispatcher

Restorecond

Sshd

Syslog

Sysstat

System settings

Set umask

Umask should be 077

Warning banners

/etc/issue must contain this:

NOTICE TO USERS

-----------------

This computer system is the private property of Corporate Corp, whether individual, corporate or government. It is for authorized use only. Users (authorized & unauthorized) have no explicit/implicit expectation of privacy Any or all uses of this system and all files on this system may be intercepted, monitored, recorded, copied, audited, inspected, and disclosed to your employer, to authorized site, government, and/or law enforcement personnel, as well as authorized officials of government agencies, both domestic and foreign.

By using this system, the user expressly consents to such interception, monitoring, recording, copying, auditing, inspection, and disclosure at the discretion of such officials. Unauthorized or improper use of this system may result in civil and criminal penalties and administrative or disciplinary action, as appropriate. By continuing to use this system you indicate your awareness of and consent to these terms and conditions of use. LOG OFF IMMEDIATELY if you do not agree to the conditions stated in this warning.

Network Parameters

net.ipv4.tcp_max_syn_backlog = 4096
tcp_max_syn_backlog specifies the maximum number of incomplete tcp connection requests that will be remembered. When this system is under a syn flood, a larger number will increase its chance of being able to handle legitimate requests.

net.ipv4.tcp_syncookies = 1

With syncookies enabled, if we reach a point where there are more than 4096 incomplete connections (highly unlikely under normal loads), this system will change how it responds to new connection requests. Instead of remembering all new connections, it sends out a coded response (the "syncookie") and completely forgets that the connection request came in at all. If the client actually completes the connection request with the third ACK packet, the server can see the cookie coming back and can then rebuild the connection in memory. The remaining connection requests (the syn flood packets) will never send this third ACK packet, so the server now has a way to hold legitimate conversations without tying up huge amounts of memory and processor time handling the flood. When syncookies are turned on and we overflow the above backlog, the excess connections are completed, but we lose the ability to use TCP extensions for those connections. This may result in some performance hit for those connections, but the damage here is far less than the damage from the syn flood itself.

net.ipv4.conf.all.rp_filter = 1

Arriving packets get a simple check; is the packet arriving on the correct interface for its source address? In other words, would a response to this packet go back out the same interface? This simple routing table check can quickly handle some attempts at spoofing source addresses. The only reason why this might need to be left off is if your network using asymmetric routing. One example might be a satellite link where incoming packets arrive on an ethernet interface, but outgoing packets go out through a modem.

net.ipv4.conf.all.accept_source_route = 0
This IP option specifies how incoming and outgoing packets get routed. While originally intended as a troubleshooting technique, it is used almost exclusively to exploit IP trust relationships with spoofed source packets, and should be disabled.

net.ipv4.conf.all.accept_redirects = 0

When disabled, this system will no longer accept ICMP Redirect messages. While these can be occasionally be legitimately used to temporarily patch an incorrect routing table on a host machine, malicious hosts can use these to force packets through a sniffer or invalid gateway. For hosts with correct routing tables, this type of packet only has malicious uses. For hosts with incorrect routing tables, ignoring these packets will only slightly impact network performance.

net.ipv4.conf.all.secure_redirects = 0

When enabled, this would allow redirects from local routers. It's disabled for the same reasons as the above; malicious hosts could lie about the source address for the redirect.

net.ipv4.conf.default.rp_filter = 1

net.ipv4.conf.default.accept_source_route = 0

net.ipv4.conf.default.accept_redirects = 0

net.ipv4.conf.default.secure_redirects = 0

The previous settings (the "net.ipv4.conf.all.*" settings) affect all interfaces that exist when the change is implemented at boot time. These "net.ipv4.conf.default.*" make the same changes for any additional interfaces that are created later, such as hotplug USB or PCMCIA network cards.

net.ipv4.icmp_echo_ignore_broadcasts = 1

When set to ignore, this system will not respond to broadcast pings such as those used in Smurf attacks. The system will continue to respond to normal ping packets, just not participate in creating floods of echo replies.

Exceptions

Exceptions under this policy must be detailed in a Risk Acceptance form approved by the System/Application Business Owner, an Executive Lines of Business representative and the IT Custodian and the Information Security Compliance Department.

