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The Company XYZ
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Introduction

Organization

The Company XYZ is a worldwide organization headquartered in Salt Lake City, Utah. There are over ten million Company members in 160 countries and 20 territories around the world. Slightly more than half of the Company membership is outside of the United States and Canada. There are over 20,000 local congregations of the Company throughout the world, as well as over 330 missions and associated offices. Also, there are many other ecclesiastical and business locations that are part of the overall Company organization.

Administrative support for membership, financial, purchasing and other processing services are provided by Service Centers strategically located around the world. Service Centers receive information and data processing services from three Processing Centers located in England (Solihull), Australia (Sydney), and the United States (Salt Lake City).  Ecclesiastical units and administrative offices have a requirement to share data with each other and with Company headquarters.

Challenge

The Company is growing at a rapid pace. To accommodate this growth, as well as support existing Company activities, secure, reliable, cost effective data communications is required.

Virtual Private Network (Internet) Project

Virtual Private Networks

Virtual Private Networks may provide a secure way to use the Internet for enterprise data transfer.  Use of VPN’s could provide a cost effective method for data transfer for Company locations.  Over time, VPN’s could replace existing WAN infrastructure for data communications.

VPN Project

A Company project has been initiated to review Company business and ecclesiastical requirements for data communications and evaluate the global availability and feasibility of VPN service to meet those needs.  Activities are currently underway to verify the Company business requirements for data communications.  Additional project deliverables yet to be completed are to:

1. Create a list of vendors who could best provide VPN services to the Company.

2. Identify the “type” of VPN service that would best meet Company requirements.

3. Make a recommendation for a Company VPN service provider.

4. Pilot test with the selected provider VPN services with one or more Company applications.

5. Document the test results so that they can be shared with department leadership.

6. Create version 1.0 of a VPN architecture.

7. Make recommendations, as appropriate, for policies governing VPN use, preferred vendor and services and proposed schedule for use of VPN services.

Request for Presentation

The VPN project team plans to meet with various vendors to discuss their VPN offerings and how the vendors could best meet Company requirements.  Specific subjects to be discussed are:

1. The global nature of your VPN services.

2. The VPN services provided by your company.

3. The security features of your VPN services.

4. Relative costs of your VPN services.

3. Recommended services that might meet Company requirements.


6.
Suggestions on implementing a VPN pilot.

Your company presentation would take place at Company headquarters, 50 East North Temple Street, Salt Lake City, Utah 84150.  It is anticipated the presentation would not exceed two hours.  

Based on the presentations made by the selected vendors and other information available to the project team, a vendor will be selected to participate in the VPN pilot.  The success of the pilot as well as the working relationship with the vendor(s) will influence the final recommendation for a VPN partner.

Overview:  This two-day course is designed to provide Engineers with the basics of cryptography including encryption algorithms, digital signatures, and key management as well as PGP functions and features.  The PGP suite is composed of 3 components: 

1) Policy Manager

2) Client applications

3) Certificate Server

All topics are supported by hands-on exercises specifically designed to increase knowledge retention.  In the lab, students are provided the opportunity to install and configure these products within a Windows environment 

Course Outline

Encryption basics and using PGP

· Value of cryptography


· What is encryption

· Using public keys

· What is PGP and how its used

· What PGPdisk is and how its used

The Importance of Cryptography 

· Why cryptography is used

· How cryptography works

· Common usages for cryptography

What encryption is

· How encryption works


· Different types of encryption (Asymmetric vs. Symmetric)

Using public key cryptography

· What is a key

· Importance of key size

· Types of keys used in PGP

· How public key encryption works

· What public/private keys are used for

What is PGP, how it’s used

· History of PGP

· Installing and implementing PGP

· Generating and distributing public keys

· Encrypting and decrypting email and files

· Using PGP tools

· What a digital signature is

· Signing and verifying files and emails

· Importance and use of PGP web of trust


· Key Management

· Creating groups

· Share splitting

· Photo IDs

· Updating

· Revoking, designated revokers

· Additional decryption keys

· Using PGP wipe

· Customizing PGP

· Certificate server basics

· Export control laws concerning PGP

Advanced PGP Information


· Determine policies needed



· Managing keys




· Advanced PGP topics

        

· Configuring the client install



· The policy management agent server

(    Certificate server and replication engine

Policies that can be enforced



· What are corporate signing keys 


· Advantages of using CSKs

 

· Setting up additional decryption keys

· Using designated revoker keys

Managing Keys




· Importance and effects of using share splitting
 

(    Algorithm basics




(    Hash functions

Advanced PGP Topics

· How PGP protects your passphrase

· Changes made in each version of PGP

· PGP version compatibility

(    How the software developers kit can be used

Configuring the client install

· Using the admin wizard to create a client install 

Policy Management Agent Server

(    Uses of the policy management agent server

· Advantages of using the PMA server

Certificate server

· Why use the certificate server

· Installation and configuration

(    Implementing use of the certificate server within an organization

· What is a replication engine

· Advantages of using a replication engine

