Sample Penetration Test Consulting Overview
Introduction:

All assessment engagements are highly confidential.

Examples:

Work examples are included:

· External Vulnerability Assessment Worksheets – please note a) the prioritization of vulnerabilities, b) the impact of the vulnerability and c) the specific links/advice on remediation.

· Risk Management Assessment Worksheets – our Risk Management process follows all regulatory guidelines (HIPAA, GLBA, etc.) and industry best practices for security.

· Roadmap to Risk Mitigation – A summary of prioritized risk mitigation.  Similar to above, but at an executive level.

Methodology:

A general methodology is provided as an introduction to our services.  Detailed testing methodologies and tools are identified in each task proposed in this response.  Service Provider’s risk-based methodology is based on best practices adopted by ISO, CERT and the recommendations on Cyber Protection from the Federal Government, which is in the process of being adopted by the Agency for Homeland Security.

Project Timeline:

30 days of work over a 6-week period to complete the entire audit and present the final report.

· Knowledge of Regulations and Privacy Laws

Proven Methodology

Each security solution is tailored to the specific requirements and operating environments of our clients.  However, ‘Consultant’ leverages hundreds of templates, forms and “Best Practices” to accelerate improvements in client security posture.  Our “Best Practices” are routinely updated with input from ISO 2700xx, NIST Series 800 Publications, CERT’s vaunted OCTAVE program and vulnerability analysis aggregated from our proprietary security portal that monitors CERT, SANS, NIPC, Security Focus, Bug Tracker and other industry and vendor sites.  

Our “Best Practice” methodology has been tuned to support ISO 2700xx security standards as well as the rapidly emerging National Institute of Standards and Technology (NIST) guidelines for Information Security for government and critical infrastructure organizations.    

We can deliver a comprehensive review of security readiness base-lined against pertinent governmental requirements, ISO2700xx Standards and other best practices.  
The primary deliverable will be an integrated report that includes a summary of findings, a list of vulnerabilities and a Roadmap for Risk Mitigation efforts that has been prioritized to address high impact issues first.

