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1. Abstract

A necessary procedure for system administrators is when and how to update the production environment in use at a company. One of the most routine tasks that fit into this category is patch management of the operating system. This report was written to provide a detailed background of what patch management is and some common strategies to handle this process. It will focus on Solaris and Red Hat Linux – two of the most popular UNIX operating systems in use today.

This report will begin with a brief introduction to patch management, including an explanation of what a patch is. Following this will be several products available from both Sun Microsystems and Red Hat, the vendors of the operating systems, and locations of where to find the tools online. With a solid background of knowledge of patch management and available tools, the document is concluded with strategies for actually managing patches.

2. Introduction

A patch is a collection of fixes to a problem. The problem can already be well known or be a potential roadblock down the road. In addition to known problems, patches can also provide added functionality to existing software. Patches usually fix problems in one of the following categories:

· Security

· Functionality

· Performance

The boundaries between each category are sometimes vague, and patches can be implemented to handle any number of problems in one fix.

2.1 Security

Security patches attempt to correct bugs that provide access to the system that were not known about during the latest release. Evildoers enjoy finding these bugs and exploiting them in a malicious, sometimes comical, manner that will usually have a negative effect on the system as a whole. Viruses, worms, and Trojan horses are examples of programs used to take advantage of this illegal access. No system is completely safe from unwanted attacks.

One such bug that was a major concern a few years ago (1997) was with the rlogin program. It was possible for a user to gain super user access to a target machine prior to a patch being released that fixed this problem.

2.2 Functionality

Functionality patches attempt to correct functional errors, such as data integrity and reliability. They provide fixes to problems in a program that may result in unexplained failure or corruption of data. 

In addition to data problems, programs are sometimes found to have unexpected behaviors. This type of problem occurs when a feature is abused or misunderstood, or a standard was not adhered to when a program was created. On the other hand, the application crontab uses –r to remove the cron file. This might be determined to be a problem in the future, and a patch would be implemented to change this.

2.3 Performance

Performance patches attempt to correct issues that cause unnecessary delays to the end user. These delays can be seen in programs running unnecessarily long, blocking system devices (memory, CPU time, etc.), or sluggish response to user input. Even the most well designed program can sometimes take up an excessive amount of system resources while running.

A common form of performance errors occur when an application does not clean itself up properly. For example, a process that forks off several children, but doesn’t kill them properly can cause zombie processes. Another common problem is when an application does not manage its log files correctly, potentially filling up available space on a hard drive.

2.4 Who Distributes Patches

Patches can be associated with operating systems or any third party application. Sun and Red Hat mostly concern themselves with the kernel, the core program of an operating system. At times, it is necessary to update other programs that reside on a given platform along with the operating system. 

Most programs or applications provided with the Red Hat or Solaris distribution will be maintained through patches from their respective vendor. Sometimes the vendor decides to stop supporting an application, or other applications have nothing to do with the operating system. Part of patch management is to deal with the vendors of applications that are not being supported by Sun or Red Hat.

Most vendors who produce software routinely provide newer versions of their programs. There is little in the way of standardization when it comes to release schedules of these applications, but it is important to realize that all software programs need to be maintained. Each vendor of an application needs to be contacted separately.

3. Patch Management

Patch management is the process of determining whether a system has the most appropriate software installed. Patch Management is a three-step process: 

· Discovery

· Determination

· Installation

Each of the sub sections describes a step in detail. It includes a short description of the available tools for both Solaris and Red Hat.

3.1 Discovery: Finding the Latest Patches

The first step required for patch management is to find out what patches are currently available. This information can be found from several online sources. Both Solaris and Red Hat have several options to inform interested parties in relevant patches. Finding patch information is usually less difficult than filtering through all the patches for pertinent fixes.

3.1.1 Solaris

Solaris provides a mailing list to receive a weekly notification of new and updated patches, freely available at http://www.sun.com/newsletters. Their website offers several places to find information regarding their patches, as well as several topic-specific forums. The Solaris Patch Manager Tool, a full-featured patch management tool, also provides details regarding patches. Another tool, Sun Patch Check, can be run to obtain a listing of available patches, but provides little diagnostic capabilities.

3.1.2 Red Hat

Red Hat provides a comprehensive patch management system through two tools: the Red Hat Network (“RHN”) and the RPM Package Manager (“RPM”; another insatiable GNU pun). RHN is a company-maintained web site located at http://rhn.redhat.com that provides the latest information about patches. RPM is installed by default on all current versions of Red Hat. If not currently available on the system, it can be obtained from the FTP site maintained by Red Hat, ftp://ftp.redhat.com. 

The Red Hat Network requires the purchase of a license to fully utilize it, unless the system being managed is for personal use. In the latter case, a very basic utility is available for one system only. This online resource provides extensive information about existing patches, and can be configured to monitor any target system. RHN provides both free and custom services based on the user level.

An additional facility related to RHN is the RHN Alert Notification Tool, a Java-based program that resides on the target system. This tool can be configured to routinely check for updates from the RHN and notify you of patches to install. The Alert Notification Tool resides on the target system’s desktop. When a new update is available, it notifies the administrator through a change in its icon. Unfortunately, the tool does not appear to have a mail facility, which would not require the administrator to be logged into the system.

RPM provides a similar functionality from the target system. It does not provide detailed information about each patch like RHN does, but it does provide a list of available patches through a relatively friendly user interface. Both RPM and RHN are the building blocks for the Red Hat Update Agent, described in detail later. 

RPM can be used via the command line rpm, which invokes a sub-shell on Linux.

3.2 Determination: Determining Which Patches to Install

The next step in the patch management process is to determine which patches are necessary to install. The vendor attempts to simplify this task by grouping patches by their relative importance. Critical patches should always be installed. Routine, non-critical patches are left to the judgment of the administrator. The administrator should be able to find enough information from one of the sources mentioned above to determine its importance.

Most companies have their own policies concerning the installation of new software. Patch management tends to fall under one of these umbrella policies, which makes determining what is necessary and what isn’t all the more difficult. Any policy that does not advise automatic or routine upgrading usually affects this step drastically. No matter what the policy, it is wise to have a test system to verify changes work prior to releasing to a production environment.

Before it can be decided which patches to install, it is necessary to find out which patches are not installed on the present machine, according to the vendor. This is done by comparing the available list of patches from a vendor against the existing patches on a system. Solaris and Red Hat provide several tools to accomplish this task.

3.2.1 Solaris

Sun provides a bevy of tools to aid in the automation of patch management, including the Solaris Patch Manager Tool, Sun Patch Check, PatchDiag, Sun Management Center, Solaris Live Upgrade, and Solaris Flash Technology. All of these tools have a free version. Due to the wide variety of tools, a brief description of each will only be provided, along with a link of where to find additional information.

The Solaris Patch Manager Tool is available at http://www.sun.com/sunsolve/patches. The Patch Manager Tool provides functionality that will allow the administrator to download and install specific patches. The Patch Manager comes in a free command line interpreter (“CLI”) version, and a more robust graphical user interface (“GUI”) version called PatchPro. All versions of Solaris from version 9 use PatchPro.

Sun Patch Check and PatchDiag are also available at http://www.sun.com/sunsolve/patches. Both can be used to compare a given systems configuration with what is available from Sun. The main difference is that Patch Check cannot specify a desired configuration to compare against. Instead, it provides a full list of patches available for the specified operating system. Neither tool can be used to download or install any patches found to be necessary.

The Sun Management Center (http://www.sun.com/sunmanagementcenter), Solaris Live Upgrade (http://www.sun.com/solaris/liveupgrade), and Solaris Flash Technology (http://www.sun.com/software/solaris/webstartflash) provide more functionality than just patch management. All three tools are designed for handling multiple servers and include additional management facilities. The Sun Management Center and Live Upgrade also have built-in rollback capabilities. One additional feature of the Sun Management Center is that it can also be used for Linux.

The Solaris Patch Manager, PatchDiag, and Sun Management Center tool(s) also provide a feature to find a listing of the currently installed patches on a system. This information is useful for checking the end result of any automatic installation, or for quickly checking if a critical patch has been installed. All operating system patches are copied into the /var/sadm/patches directory, and the showrev –p or an ls of this directory will provide the same information.

3.2.2 Red Hat Network

The Red Hat Update Agent, up2date, is the complete package for patch management. As mentioned in the previous section, Red Hat provides the RHN and RPM to system administrators for easy access to patch information. The Update Agent goes a step beyond and provides a tool to compare the target systems configuration with the latest patches available. 

The Update Agent can be used in two ways: from the target system, or from RHN. On the target system, a CLI and GUI version are available. RHN provides access to the same information through the Red Hat Network Daemon. Both tools poll the target system for information that is compared with a base configuration depending on the desired “channel” selected.

Red Hat has come up with the concept of a “channel” to define a target configuration for any machine. All update tools require the assignment of a channel to the system being administered. There are two types of channels: base channels and child channels. Only one base channel can be assigned to a system, and multiple children are allowed.

The base channel defines the version of Red Hat installed and the hardware platform it is installed on. For example, “Red Hat Linux 7.2 i386” is a base channel. Child channels are associated with a base channel and provide patches specific to a special application. 

When run against a target system, both the Update Agent and RHN provide a list of patches that are available but not installed. RHN and the GUI version of the Update Agent provide a detailed explanation of each patch to let the administrator determine their necessity. If it is determined that a patch should not be installed, it can be added to an exclude list through any of the tools (Update Agent GUI or CLI and RHN).

The list of currently installed patches on a system is available through the RHN website, RPM and the Update Agent tools. The Red Hat Network provides this information under the desired system’s “Packages” tab. The command rpm –q –all will display all patches and versions.  The Update Agent provides a System Profile that contains this same information.

3.3 Installation: Installing the Patches

The final step in the patch management process is to install the desired patches onto the system. This is one of the few cases where the cliché “last but not least” does not fit, as this is by far the simplest step on both Solaris and Red Hat. Far more time will be spent finding which patches to install than actually installing them on a system – unless the system has never been updated.

The automated tools simplify the installation process greatly. If manual installation is necessary, the user is responsible for determining the patch dependencies and removal of existing patches on a target system. Both Red Hat and Solaris incorporate these concerns into their tools. The following steps provide a framework for manual installation:

· Determine any dependencies required by the patch

· Download the patch and its dependencies from the online resources

· Remove all patches affected by this patch and its dependencies

· Install the dependent patches

· Install the patch

The dependency rule above can make what is a rather simple process become very complex. Each patch that is to be installed, including patch dependencies requiring installation of additional patches, has to have this step checked. Due to this, it is recommended that one of the vendor-supplied tools be used to manage patches.

3.3.1 Solaris

Several of the Solaris tools can also be used to install patches once it is determined which need to be installed. The Solaris Patch Manager, Sun Management Center, Solaris Live Upgrade, and Solaris Flash technology all provide this feature. Refer to individual tool documentation for an explanation of how.

3.3.2 Red Hat

The RPM becomes very important in this step of patch management for Red Hat. It is the backbone to the Red Hat Update Agent and RHN Alert Notification tools. When a patch is determined necessary, RPM or the Update Agent can be used to download it. Both tools have a command line version, and there appears to be little to no difference in the end result of either. The main reason for using the Update Agent is that it can be run from a GUI, and configured much easier.

The Update Agent allows for the download and installation in an all-in-one process. It also allows the exclusion of patches that are known to be unnecessary. Due to this, it is probably the preferred method to the system administrator who wishes to make their life easier. The Update Agent has a wizard-like interface to guide the user through tine installation process.

The RHN Alert Notification Tool also provides a similar interface to the Update Agent for installing patches. It also runs through RPM to download and install patches. 

One final option for installing patches is to use the Red Hat Network. Any registered system can be managed through the website. If a system is not registered, patches can still be obtained and installed manually. 

When a patch is found to install on a registered system through RHN, it can be scheduled for installation. Once a patch is scheduled, it will eventually be received from the Red Hat Network Daemon that is running on the target system automatically. Success or failure will be recorded on the website.

4. Patch Management Strategies

There are several strategies for handling patch management, some of which have been alluded to in previous sections. This section will focus on the recommended strategies proposed by Sun Microsystems and Red Hat.

4.1.1 Solaris Patch Management Strategy

Sun recommends that the administrator keep their system running the latest version of the operating system at all times. But, they realize this is not always feasible. Therefore, they have a second recommendation that a system administrator maintain the latest version of installed software in a three-tiered patch management strategy:

· Install Solaris Updates or Maintenance Updates as soon as possible.

· Install Sun Alert Patches as soon they are released.

· Install patches as necessary to address problems encountered between Solaris Updates or Maintenance Updates.

Solaris Updates and Maintenance Updates are released periodically for the latest version of Solaris available. Once a new version of the operating system is released, no new updates of this form will be created for older versions. Both updates include all of the latest patches needed to bring the running version of Solaris up to date. There appears to be little difference between Solaris and Maintenance Updates, with the exception of provisioning.

Whenever a major issue arises from hardware or software-related problems, Sun releases an Alert Patch to fix it. These are considered to be high priority, and made available as quickly as possible after the problem is found. Due to their sporadic nature, Sun advises you regularly check for these patches through one of the means mentioned in this report. 

A detailed explanation of the problem comes along with the Alert Patch. This information should be used to determine if a patch is necessary for the target system, based on the situation that causes the problem to happen. Not all Alert Patches are necessary to be installed, but Sun has another category of patches that describe issues that they do not consider to be alert. The safest strategy is to always install Alert Patches once they are released.

Outside of the regular maintenance updates and specific alerts, additional patches will be provided when Solaris issues are addressed by Sun. These patches are of a low priority nature, tending to correct problems with usability or desired enhancements to some aspect of the operating system. Just like Alert Patches, these patches come with a detailed explanation of what they intend to fix, and it is left to the discretion of the administrator for a given system to determine their importance.

Sun goes one step beyond patch definition and describes a very convenient methodology of patch release that is also worth mentioning. They advise a two or three step environment release process. Once all patches for a given installation are known, it is safest to have a test environment to install these patches on to ensure that they do not accidentally break the system or any applications running on it. Only after it is certain that the patch bundle will not break the system do they recommend releasing the fixes to a production environment.

This method is very safe, and highly useful to implement. But, it is costly, and requires a homogenous environment to work properly. The two-step process involves a test and development system that has the same hardware and software configuration as the production (target) system. The three-step process goes one step further and adds a third system that separates system-specific testing from the development environment. 

4.1.1.1 Automated Patch Management

Any one of the CLI tools mentioned for Solaris will provide an easy process to automate patch management. The Solaris Patch Manager Tool provides all the necessary features in one application. Sun Patch Check and PatchDiag can be used to find patches to install, but installation would have to be done manually. 

The use of a database would be advisable in the automation process, as none of the CLI tools provide revision control. With the addition of the Solaris Flash Technology, a snapshot of the system could be stored, reducing considerably the architecture required to accomplish this task.

No automation process will be able to determine if a patch is necessary to install. If the only requirement for patch management is that an operating system be running with the latest patches available, automation is possible. If there is ever any doubt as to the nature of a vendor patch being required, the administrator will have to determine that prior to installation.

4.1.2 Red Hat Patch Management Strategies

The Red Hat Network is an invaluable resource for finding errata on various patches. It is recommended that administrators set up an RHN Alert Notification Tool to routinely check for system updates. If the Alert Notification Tool is unavailable (due to absence of an X-Window or any other reason), it is advisable to log into the Red Hat Network regularly to view system status. Once a system is registered, this is a very quick process. 

When new patches are found, several of the above tools (RHN, RHN Alert Notification Tool, Red Hat Update Agent) can be used to find a description of it. If it is determined to be necessary, the patch can be scheduled (RHN) or downloaded (RHN, Alert Notification Tool, Update Agent, RPM) to the system and installed.

4.1.2.1 Automated Patch Management

To completely automate the Red Hat process, the Red Hat Update Agent has a command line tool, up2date, to handle this. This program is an installable package using RPM, if it was not part of the custom installation made on a system. 

The up2date tool can be used to query existing packages, find new packages, download it, and install it in separate actions. With a little ingenuity and a database, configuration management is a very accomplishable task.

The Red Hat tool set provides the same limitations as Sun has for Solaris. It is still the responsibility of the administrator to determine if a non-critical patch is necessary to install. The safest strategy is to always install patches through one of the tools provided, as they tend to handle conflicts automatically.
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