OpenPGP and S / MIME Certificates and Message Formats
Introduction

One of the most important facets of corporate Internet use is secure electronic messaging. People need secure messages to protect their livelihoods and for their personal privacy. It is thus vital that an information security system be both reliable and strong. There is no place for weak security in the information age. Strong security is neither more expensive nor difficult to implement, and it is what people want and need.

Secure messaging is a complex issue; a variety of competing data formats and security protocols exist, providing greater and lesser flexibility and protection. This paper discusses the two major security protocols and data formats available today and in the near future for corporations hoping to provide secure communication: OpenPGP and S/MIME.

What comprises a secure messaging system?

Secure messaging has two major components: digital certificates and cryptographic message formats. 

Many people who use one of the two data formats do not see their differences as an issue of data formats, but as a holy war. It is this holy war that the goal is to resolve the false dilemma between PGP certificates and messages on the one hand and X.509 certificates with S/MIME messages on the other.

When working with certificates, X.509 is ubiquitous—at this point it is moot to have an opinion about it. An interoperable system that wants to use digital certificates must support X.509. However, the PGP format has an enormous advantage over X.509 because of its compactness and its ability to have multiple signatures in a single certificate.

Similarly, the apparent conflict between message formats is a canard; the two major messaging standards, S/MIME 3 and OpenPGP, can work with either format of certificate. An application program can let its user work with either type of message. 

Evaluating Certificates

Digital certificates are the equivalent of an ID card. A certificate contains the public key (which is simply a number) and a name that is associated with that number. The issuer of the certificate uses a digital signature to state that it believes that the name and the number belong together. Certificates perform two functions: identification and authorization. Identification certificates are used to verify a user’s identity; authorization certificates are used to allow users access to specific network services. 
Certificates allow a sender to recognize a valid recipient. One of the biggest weaknesses in a secure message system is mistaking an invalid recipient for a valid recipient. Such an error can have enormous consequences: if you are encrypting a message, it is because you want it to be a secret. A secret told to the wrong person is worse than not having it be secret at all.

Certificate Format

Two major certificate formats are available: X.509 certificates and PGP certificates. The content contained in each format is the same; the only real difference is the data format. Just as GIF and JPEG are different ways to encode a picture, X.509 and PGP certificates are simply different ways to express the same security concepts. There are a few differences between the two formats, nonetheless. The major difference is that PGP certificates permit multiple signatures and multiple names to be written into a single certificate, whereas X.509 certificates permit only one signature per certificate. 

Managing Certificates with Trust Models

One of the many facets of managing digital certificates is called the “trust model.” A certificate trust model is the set of rules that the certificate system uses to decide if a certificate is valid or not. Although X.509 systems share the same certificate syntax, they do not all use the same trust model. A certificate authority (CA) from one vendor rarely uses the same trust model as another vendor, unless both vendors purchased their CA from the same source. 

It is thus often a problem to use some certificates from a business partner’s system, but not all of them. X.509 systems use a system called “cross-certification,” which is a treaty between CAs to accept each other’s certificates as valid. This works well in a number of cases, but does not work well in others. 

Problems can arise with cross-certification such as:

There is no easy way to limit scope of the cross-certification.  It is difficult to accept some, but not all of the certificates from another system, – for example, only those certificates belonging to a trading partner’s Accounts Payable department. 

Cross-certifying with one business partner may leave you open to accepting the certificates of strangers. Cross-certification is an all-or nothing thing and many CAs do not limit its scope. Thus, when cross-certifying with a business partner, particularly one not as skilled as you, you may find yourself accepting all of their certificates, plus all of the certificates of their business partners, and the business partners’ business partners, and so on. This means that by cross-certifying, you open yourself up to accepting the security policies of people with whom you have no business.

The same information in a certificate can be interpreted in multiple ways. Certificates have policies, which describe how they can be used. If your policies differ from those of your business partner, there is often no way to express this. Worse, often there is a conflict between CAs so that they may use the same statement to describe different policies, which means you may interpret a cross-certified certificate as having the wrong policy.

In contrast, PGP certificates solve all of these problems easily. While PGP has mechanisms for cross-certifications and can place limitations on cross-certifications, we have found that putting multiple signatures on a certificate allows for easier management of certificates, and even for speedier and more reliable revocation. Rather than cross-certify all the employees of your business partner, you can selectively certify only the people with whom you actually do business. 

The PGP trust model is a cumulative trust model. As such, it can include in it all other trust systems, such as direct trust and hierarchical trust. In it, all users may act as Certification Authorities, and certify any certificates. Users may also specify which other CAs they choose to accept, and even assign weights to these CAs. These weighted CAs are analogous to real-world situations where authentication is based upon two independent certificates. (“May I see a driver’s license and major credit card?”) In controlled environments, such as corporations, system managers may supply the certificates of trusted authorities (such as the corporation’s main CA certificates) to users.
Message Formats

Just as there are two major certificate formats, there are two main mechanisms for formatting secure messages themselves: S/MIME and OpenPGP. Secure formatting takes a human-readable message and formats it so that only its intended recipients can read it.

S/MIME

S/MIME is not a single standard. There are actually two different, related, yet incompatible standards calling themselves S/MIME: S/MIME 2 and S/MIME 3. Both standards build upon PKCS7 messages, and use MIME security encoding to create a cryptographic envelope for messages.

S/MIME Version 2

S/MIME 2 uses PKCS7 V1.5 to encode messages. It is a proprietary standard, limited to using cryptographic algorithms built by RSADSI. Furthermore, in order to support exportable implementations, it revolves around weak cryptography – 40-bit symmetric keys, and 512-bit RSA public keys. This is security so weak that security consultant Bruce Schneier has created a Windows screen saver that decrypts weak S/MIME messages. S/MIME 2 users can increase their security, but this is an awkward process. It requires all users to be using strong versions of S/MIME, all to have strong certificates, and correspondents to exchange an email message that tells their partners that they can use strong messages.

Furthermore, many products that contain S/MIME 2 do not interoperate with each other. Resolving these incompatibilities has been an ongoing process, with interoperability kinks being slowly resolved. There is an S/MIME 2 reference implementation that most systems can interoperate with, but there are still problems with interoperability with other implementations, particularly the ones from Microsoft and Netscape. On the other hand, S/MIME 2 systems are usually given away for free, and it is possible to get a six-month free certificate from VeriSign for use with S/MIME 2.

Of course, all of these problems will eventually be solved, but someone considering a secure messaging solution needs to be aware of these, and also to note that the real solution probably comes from the next version of the S/MIME specification, S/MIME Version 3.

S/MIME Version 3

S/MIME 3 is the product of an IETF working group that is producing a standard built upon open algorithms. It is also called IETF-S/MIME. S/MIME 3 uses strong security, with its mandatory-to-implement algorithms being triple-DES for symmetric cryptography, DSS signatures, and Diffie-Hellman public-key encryption. It supports using either X.509 certificates or PGP certificates and long public keys. We expect the S/MIME 3 standard to be completed by the end of 1998.

A number of other problems in S/MIME 2 are corrected in S/MIME 3. For example, S/MIME 3 removes the requirement for a MIME (Multipart Internet Mail Extensions) formatted message. This means that unlike previous versions, S/MIME 3 can be used for applications other than email, faxes and other applications built around MIME, such as encrypting disk files. Unfortunately, S/MIME 3 is vaporware. All of the S/MIME implementations shipping as of this writing are S/MIME 2. We expect that S/MIME 3 implementations will correct the problems in S/MIME 2, but this will take time. Once the standard is complete, the software developers will implement to it. We expect the first S/MIME 3 systems to be available in late 1999.

The architectural flaws in S/MIME 2 have been corrected in S/MIME 3.When S/MIME 3 becomes a viable standard, we will bridge the OpenPGP and S/MIME worlds, allowing our users the best of both worlds. S/MIME users should be aware, though, that upgrading from the weak systems in S/MIME 2 to the strong systems in S/MIME 3 requires completely re-issuing all existing weak certificates with ones with strong keys.

OpenPGP

OpenPGP was promoted to an IETF Proposed Standard on October 15, 1998, with the document number RFC2440.Although PGP-compatible software is most often used for creating secure messages, it is a general purpose standard, suitable for encrypting or signing any chunk of data. It uses only strong cryptography, and is based on technology originally developed by Philip Zimmermann. From its conception, PGP has been a general-purpose encryption standard that is applicable to authentication systems, authorization systems, directory protection, and virtual private networking. 

OpenPGP provides encryption and signatures for any sort of message, be it email, a file on a disk, or an order from a customer. In addition to having formatting rules for any generic sort of message, it has MIME formatting rules as well so that secure multipart messages can be built on the framework that the OpenPGP formats themselves provide. Its security is based upon the Digital Signature Standard for signatures, the Elgamal variant of Diffie-Hellman for public-key encryption, and TripleDES for symmetric encryption. There are also provisions in the standard for dropping in the new Advanced Encryption Standard in all its strengths, up to 256 bits, once that is approved.

OpenPGP, from its PGP heritage, also has the advantage of having been deployed internationally for years in a wide variety of secure systems, including Netnews, Internet domain registration, and electronic commerce. Additionally, OpenPGP is available for all major computer platforms, not just Windows NT and 95/98. Industry experts estimate that 90 to 95% of all encrypted messages are encrypted with some version of PGP. Internationally, there are a number of CAs that issue certificates in PGP format, and others who issue both PGP and X.509 certificates.

