Network Behavior Anomaly Detection 

(NBAD) RFP

1 Overview

This document provides the framework for soliciting and evaluating responses for an NBAD solution. It is meant to call out important features and functionality that may be found within a solution or product. It can be used as the ‘backbone’ for an RFP, but an RFP will likely require additional business requirements.

2 Features

This section details the unique features and functionality that will be used in evaluating competitive NBAD offerings. Each unique feature and/or functionality is associated with an ID number for reference. NBAD requirements will be categorized by three ‘levels’ of requirements. These are:

1. Must

Requirements identified as ‘MUST’ will carry the heaviest weight in evaluation. The solution MUST display the ability to address this requirement to be considered.

2. Should

Requirements identified as ‘SHOULD’ will carry a medium weight in evaluation. The solution SHOULD demonstrate the ability to address all or part of the requirement.

3. May

Requirements identified as ‘MAY’ will carry the lowest weight in evaluation. The solution MAY demonstrate the ability to address all or part of the requirement.

Responses to requirements listed within this section should pertain to currently shipping product only. If a feature requirement is met in a future release, please indicate as ‘Roadmap’ in the response section and discuss this capability in that portion of the document.

3 Administration & Configuration

Administration and configuration functions are an integral part of any security or network management solution. From installation to ongoing maintenance the solution should present the ability to be easily managed and configured. 

Please describe your product’s approach to administration and configuration:

[Response]

The following are the requirements of the system:

	
	Requirement
	Y / N
	Response

	
	The NBAD solution must provide for central management of all components. It is preferred that components are presented and manageable through a GUI.
	
	

	
	NBAD system administrator must be able to create multiple users and assign each user the ability to access only a portion of the IP range being monitored. Users of the system must only have access to the portions of the network dictated by their roles.
	
	

	
	Must support a web-based GUI for management, analysis and reporting.
	
	

	
	Must allow for user-defined and configurable applications based on any or all of the following properties: Port, Layer 7 signature, Host Port Combination.
	
	

	
	Must support application definition beyond TCP-port. The system must support the identification of applications using ports other than the well-known, and applications tunneling themselves on other ports (e.g., HTTP as transport for MS-Instant Messenger should be detected as Instant messenger - not HTTP)
	
	

	
	Must support the automatic update of configuration information with minimal user intervention. For example, lists of hostile IPs, Hijacked IPs or other volatile security and network information must be included. Describe how the solution provides this functionality and detail the features that are updated.
	
	

	
	The vendor of the NBAD solution should provide and foster community oriented information and experience sharing among users of the NBAD solution. Describe your companies approach to this requirement.
	
	

	
	Should provide a command line interface for system components. All configuration variables supported in the GUI should be supported in the CLI.
	
	

	
	Should support the ability to modify communications ports between components.
	
	

	
	Should provide an open API for access to raw data stored within the information database(s).
	
	

	
	May provide the ability to encrypt communications between components.
	
	


4 Operations

This section details the operational requirements of the NBAD solution. This section details the requirements from the perspective of ‘day-to-day’ operations. 

Please describe your product’s operational capabilities with an emphasis on ease of use and visualization of information:

[Response]

The following sections detail the requirements for the operational aspects of the solution.

5 Data Sources

	
	Requirement
	Y / N
	Response

	
	Must observe network traffic and create profiles based upon observed traffic flows.
	
	

	
	Must support the ability to collect security and network information without the placement of agents or other host-based mechanisms on existing clients or servers.
	
	

	
	Must support long-term access to detailed flow data. The system must be able to provide access to at least 6 months worth of detailed flow information. Describe how the system provides access to this information.
	
	

	
	Must support external storage mechanisms (SANs).
	
	

	
	Should support Netflow data sources. Describe how Netflow is integrated into the solution and any limitations associated with the data source.
	
	

	
	Should support integration with other security equipment such as IDS’s and Firewalls. List the supported devices and the method by which they are integrated.
	
	

	
	Should support data capture in support of forensic analysis. The amount of data captured must be configurable for each flow. Describe how the data source supports capture and the methods used to analyze and display the data. 
	
	


5.1.1 Traffic Profiling

	
	Requirement
	Y / N
	Response

	
	Must display visual traffic profiles in terms of bytes, packet rates and number of hosts communicating. These displays must be available for applications, ports, protocols, threats and each monitoring point in the network. All of these views must support network location specific view such that they can present information from a single location, the entire network or any other defined grouping of hosts
	
	

	
	Must detect “zero-day” events. Describe how the solution detects and displays this information.
	
	

	
	Must dynamically learn behavioral norms and expose changes as they occur. Detail the methods used by the solution and the method by which anomalies are displayed.
	
	

	
	Must detect denial-of-service (DoS) and distributed denial-of-service (DDoS) attacks. Describe how the solution detects and displays this information.
	
	

	
	Must detect and present views of traffic pertaining to observed threats in the network. Describe the types of threats and visualizations for this information in the NBAD system.
	
	

	
	Must profile traffic by application type (not well known TCP port).
	
	

	
	Must profile traffic by TCP and UDP port.
	
	

	
	Must support traffic profiling associated with logical network design (e.g., Subnet/CIDR).
	
	

	
	Must display traffic profiles in terms of packet rate. This capability must be available for simple TCP analysis (TCP Flags, etc) but rate-based information may be presented for other profiles (e.g., applications)
	
	

	
	Must profile and present information in multiple timeframes. Profiles must be available for week, day and hour. Describe the maximum and minimum timeframes available for profiling and analysis.
	
	

	
	Must be able to profile communication originating from or destined to the internet by Geographic regions in real-time. This function must be accomplished through the mapping of IP address space and not through the use of DNS.
	
	

	
	Must create clearly independent and differentiated profiles from local traffic vs traffic originating or destined for the internet.
	
	

	
	Must allow the user to create custom profiles and views using any property of a flow, external data source or already profiled traffic. Describe how the NBAD system supports this level of customization.
	
	

	
	Should provide traffic profiles based upon other traffic characteristics such as geographic location, or data source. Describe other profiling options available in the solution.
	
	

	
	Should support traffic profiling based on IP addresses, groups of IP addresses, source/destination IP pairs etc
	
	


5.1.2 Alerting

	
	Requirement
	Y / N
	Response

	
	Must provide alerting based on observed anomalies and behavioral changes. Describe any pre-packaged alerts and method for adding user-defined anomaly and behavior alerts.
	
	

	
	Must provide alerting based upon established policy. (e.g., IM traffic is not allowed.) Describe the solutions ability to alert on policy violations.
	
	

	
	Must support alerting based on network segment and traffic type. Describe the solutions ability to provide granularity in setting alerts.
	
	

	
	Must support weighted alerts to allow for prioritization. Weights must be assignable based on multiple characteristics such as asset type, protocol, application, etc. Describe how the solution supports weighted alerts and the structure of assigning weights.
	
	

	
	Should provide the ability to support custom alerts. Describe custom alerting capabilities and limitations.
	
	

	
	Should provide the ability to alert on threshold violations. (e.g., Packet rate exceeds n Packets/Second.) 
	
	

	
	Should limit the presentation of multiple similar alerts. Describe the solutions ability to minimize duplicate alarms.
	
	

	
	Should use a GUI for setting and displaying alerts. Describe the solutions mechanisms for handling alarms.
	
	

	
	Should support the ability to take action upon receiving an alert. For example, the solution should support the ability to initiate a script or send an email message.
	
	

	
	Should provide tight integration between alerting and traffic profiling. Describe the integration capabilities of the solution.
	
	

	
	May support alarm-level integration with other network or security management tools. Describe integration mechanisms and products supported.
	
	


5.1.3 Reporting

	
	Requirement
	Y / N
	Response

	
	Must provide reporting on all items available in traffic profiling via a GUI. Describe how the solution provides the ability to configure reports.
	
	

	
	Must support the ability to schedule reports. Describe the mechanisms and frequency at which reports can be scheduled.
	
	

	
	Must support the automated distribution of reports. Describe the mechanisms used to distribute reports.
	
	


5.1.4 Other

	
	Requirement
	Y / N
	Response

	
	Must demonstrate ‘ease of use’. Ease of use is critical to the successful deployment and on-going use of the solution. Describe the ease of use considerations and implementations within the solution.
	
	

	
	Must integrate with other security and network management solutions. Describe the level of in integration and solutions supported.
	
	

	
	The NBAD solution must allow for customization to meet our unique requirements. Visualizations of traffic and reports must be fully customizable. Describe what level of customization exists within the system and the method by which customization is implemented.
	
	


6 Roadmap

The vision of a company and its plans to grow the product line are important to the consideration. In this section, please describe the product vision and corporate strategy in support of NBAD. Detailed roadmap information should be presented for at least 12 months beyond the date of this request. 

[Response]

