
Netskope POC Benefit Results

Discovery and Risk Assessment

· Log upload via tenant

· On-premises log parser

· Data plane on premises option via physical appliance

· Inline option for discovery

· Number of apps in database

· Business Risk via Dunn & Bradstreet

· Cloud app pricing

· GDPR readiness rating

· Decode granular activity-level details from logs

· Ad hoc queries and custom reports that are dynamically generated

API SUPPORT (out-of-band visibility and control)

· Policy actions to remove public shares, restrict sharing, quarantine, encrypt content




· Support for multiple instances of a cloud service




· Policy actions to apply Azure RMS labels to content




· Box classification support – automate classification of content via Box classification




· Visibility and control of apps that have been granted access to Google




INLINE SUPPORT (real-time visibility and control)

· Forward proxy deployment options including agent-less




· Reverse proxy deployment options to access unmanaged device traffic




· Real-time visibility and control for dozens of apps in O365 suite




· Prevent data exfiltration from sanctioned to unsanctioned apps without blocking apps




CLOUD DLP COVERAGE

· Number of cloud services supported by DLP




· Visibility into sensitive data exfiltrated from sanctioned to unsanctioned apps




· App instances




· Metadata and hidden fields




DLP ACCURACY

· Keyword matching and regex




· Exact Match




· Custom keyword dictionaries




· Fingerprinting with similarity hashing




· Incorporate context into DLP policies




ENCRYPTION

· Dynamic encryption using DLP results to encrypt data




· Support for 3rd party HSMs using KMIP




· Salesforce BYOK support




· Native gateway-delivered structured data encryption for Salesforce




THREAT PROTECTION

· Rules-based anomaly detection




· Machine-learned-based anomaly detection




· Malware protection for sanctioned cloud services using API




· Real-time malware protection for sanctioned and unsanctioned cloud services




· Dynamic analysis using a cloud-based sandbox




· Post-infection ransomware remediation




· Integration with 3rd party sandbox and EDR systems




Safely Enabling Unsanctioned Cloud Services

· Forward proxy deployment options including agent-less

· Number of cloud services supporting granular visibility and control

· Number of cloud services support with DLP

· Number of cloud services supported with encryption

· Differentiate between a corporate-sanctioned and personal instance of a cloud service

· Category-level policies

· Layered policies with allow and block actions


