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During the time around the New Year, many pause to reflect what was and what will be. ‘What was’ is out of our control and a sad memory. ‘What will be’ is where you will spend the rest of your life. The good news is you have sufficient control to make a fond memory for yourself and a sad one for your competition. Isn’t that a happy thought to ring in the New Year?

Controlling your information environment (IE) is a very complex process. As the first article in a series to provide you with information to control of your IE, several new terms and concepts will be introduced. The series will lay a foundation on which you can build so you can attain and maintain a competitive advantage in the face of Information Warfare (IW).

Warfare isn’t confined to the military. For example, there’s social warfare, economic warfare and business warfare. While conducting business, your competitors lay siege to you every our of every day. They gather intelligence on you via their salesman while on our premises, at trade shows, searching your Web site, and via other means either legally, in the gray area, or illegally. It doesn’t matter if what they gather is physical, electronic or optical, the have something of your.

The Information environment

Your information environment is under attack. The IE embraces both the physical and virtual realms, and is comprised of several interrelated areas. Information moves across information infrastructure to support information-based process. Information used here means data, information and knowledge. No doubt horrific to purists, there is no one good word describes the three concepts that exist simultaneously. Your competition wants your information, so don’t believe “Gentlemen don’t read other gentlemen’s mail.”

Information infrastructure is the media within which we store, process, and transmit information. Example

are people, libraries, computers, fiber optics cable, Lasers, telephones and satellites. Examples of information-based process are the ways to actively or passively attain and exchange information: people-to-people decision process (e.g. telephone conversation and offices meetings), electronic commerce/ electronic data interchange (EC/EDI), data mining and Web sties. Using IW to attack (i.e. deny, alter or destroy) one or more of the IE’s components can result in the loss of tens of millions of dollars in corporate profit and degraded national security. 

IE’s exist internal and external to an organization. An IE is tailorable so it can support many actors. The example below involves a corporation, its customs and the government. Another IE may be a military, its allies and coalition partners and the governments. Whatever comprises a specific IE, the important fact remains if its elements aren’t protected and secured, the consequences can range from irritants to catastrophes. 

Coherent Knowledge-based operation 

Organizations dabble in many pop management fads. Well thought out or not, these often are stovepipe solution that divert finite resources - people, money, and time – from an organization’s central interests and objectives. Coherent Knowledge-based Operations (CKO) brings together what appear to be several disparate components. 

These components are Network Centric Business (NCB), Knowledge Management (KM), and Information Operations (IO). When used in concert, their sum is far more powerful than the individual components, creating a powerful means toward attaining and maintaining a competitive advantage. Here is a brief introduction to the concepts and examples to use CKO to survive information warfare. 

Network centric business 

We’re told in the Information Age, ride the Information Highway, and are part of the knowledge-based economy. We conduct electronic commerce (EC), have electronic data interchange (EDI) between computers, allow employees to telecommute and have remote access, and spend millions of dollars on Web sites to attack customers in order to sell products and services. Computers and robots are in the manufacturing plants, personnel and medical records are automated, and many of us participate in automated deposits and bill payments. 

If the computers. If the computers stopped, not enough trained and skilled people could take of the functions, and many business and governments functions would quickly come to a halt. Computers, databases, and networks are as virtual have become as ubiquitous as toasters, and network-centric appliances are in work. Handheld personal digital assistants (PDAs) are the forerunners of tool with tremendous capability, limited only by human creativity. If you don’t quickly gain control of your IE, doing so in the future will be exponentially more difficult – and expensive. The main advantage of controlling your IE is that your bottom line will improve.

There is no faster, effective or efficient means to beat the competition than using network centric business (NCB). NCB allows an organization to take maximum advantage and placing orders, using the supply chain, conducting just in time production, and using distribution channels to field products and services. NCB leverages not only all the resources within an organization, but also its customs and business partners. They’re all part of the solution set that drives the bottom line. The resources within the organization – people, money and time – are finite, but can be effectively and efficiently allocated to provide optimal support to customers and to maximize the bottom line.

Knowledge management

Knowledge management (KM) integrates technologies, process and cultural changes to provide a means of well-informed, rapid decision making via collaborative information and knowledge sharing by varied and dispersed organization and individuals. KM tenets include support for organizational processes, tailor content delivery; information sharing and reuse; capturing tacit knowledge as part of the work process; situational awareness of information and knowledge assets; and valuation. KM enables an organization to be more agile, flexible and proactive. The approach is ideal for integrating, for example, intelligence (e.g. economic and open source) and security (e.g. physically, personnel, and operations); sales and production; and research and development with business development.

Information operations

Information operations (IO) is a term that broadly encompass many disciplines. Information warfare is a subset of IO, and it occurs when you attack our competition or they attack you. IO is about synchronize and coherent relationships and capabilities. Central to IO are those physical and virtual capabilities to control the IE.

IO is used to provide your organization a competitive advantage while at the same time limited the competition’s capability to reduce your advantage and increase their own. Effective IO is not possible without control of our IE.

Two examples of IO in action

One company had good physical and virtual security. It hired a firm to provide hardware upgrades to its servers and PCs. When a person said he was there to do computer upgrades, nobody asked for credentials (this is now written into the information security policy). It turns out this person installed malicious code. Fortunately, a routine audit identified the software before damage was done.

Another company wanted to release information about its products and services. Lacking central focus, each organization within the company ‘did their own thing’. Public relations released one version of information while the organization’s Web site had different information, and sales representatives and legal had yet different versions. This confused customers. Worse still, the competition used the poor implementation against the company, stating this was a way to deceive customers (which it wasn’t ) by making problems within the company and its products.

“Things may come to these who wait, but only the things left by those who hustle.” Abraham Lincoln

Computer hardware cycles are now about nine months, the software cycle is about 18 months, and Internet year is about 90 days, and these timelines are no-linearly compressing. These technology-driven changes are changing cultures and economies, even how wars are fought. If you’re not agile, flexible and proactive, you’ll be consumed by change-by those who want to be better than you.

They’re after you. Who are ‘they’? Competitors, disgruntled employees, upset customers, hackers out for a lark, hacktivists, cartels or nations that can buy the latest gadgets and best brainpower, and hostile foreign governments. Your organization may not be a specific target, just one that had a few vulnerabilities as it probed. Makes you not want to sleep at night if you’re worried about protecting your IE.

If you’re serious about controlling your IE, first and foremost you need to have the commitment of senior leadership because they authorize the resources you need. With their commitment, getting support from the rest of the organization will be easier.

Next, you a written policy that every member in your organization understands and signs. The policy needs to describe acceptable behavior for controlling the IE. Get to know your lawyer. That person will ensure all the right words are include and keep out the ones that will get you in trouble. You need to include configuration control in the policy. This allows just in time technology insertion and abandonment strategies without creating unnecessary back doors. These strategies enable your organization to be more flexible, agile and proactive, while at the same time maintaining IE control.

Training for everyone is critical. Nothing gives you more bang for the buck than employees educated and trained in security. In addition, a good awareness program to reinforce what they learned is important. Trained and educated employees give system administrators some relief because not as many security problems should developed. Ideally, the sys admin is not responsible for security. That’s like letting the wolf guard the sheep. They already have the key to the kingdom, so a counterbalancing influence- and information systems security staff- is essential. Also, sys admin are interest in throughput, which translates to processing speed. Security features such as audit, encryption and anti-virus protection add overhead and slow the system down. Your call.

Encrypt information in transit and in storage. If you have especially sensitive information, get a chip that can process 128-bit encrypted information. Encrypt doesn’t stop destruction or denial of service attacks, but it does slow down those who are trying to know or don’t know.

Install intrusion detection devices. These don’t stop malicious attackers, but do let you know of unwanted visitors. These can be installed on both internal and external networks. The need to know applies to all employees as well as outsiders. Next install firewalls. Properly set up and maintained, they significantly reduce bad stuff (e.g. viruses and Trojan horses, as well as outsiders seizing root privilege) from coming in and keep information (controlled by filters) from going out. Caution: there’s no such thing in a networked environment as bulletproof protection. Remain ever vigilant. Forewarned is forearmed.

Unlimited and constant connection Internet access for all employees invites trouble. New malicious code is introduced daily into the Internet. Constant connections give potential introducers that mush more time to find vulnerabilities and gain access. Install anti-virus software and update it daily. Review audit logs frequently.

What does all this cost? A lot, but when facing Information Warfare and having and IE under siege, it’s a normal cost of business borne by a prudent organization. What does it cost in terms of lost customers confidence- mush less customers lost to the competition, lawsuits and a depressed stock price of reduce national security.


“Your mission, should you choose to accept it…”


Your homework for this month will be to develop of improve:


Senior leadership commitment.


Your IE Protection Policy


Training for all employees, from the CEO to the most junior person.

Synchronizing all capabilities within the organization for a coherent approach to attaining and maintaining IE control. You may have insufficient capabilities for what you’re trying to control. If so, depending on resources, look into the following:


Reassign and train internal personal.


Hire subject matter experts. 


Contract out for specific services, retaining central IE control internally.

Buy business continuity insurance because you don’t have enough tine of money to ensure all your vulnerabilities are closed.

Future articles will go into greater detail about specific Coherent Knowledge-based Operations (CKO) components and subcomponents. Your feedback through the editor is solicited and appreciated for the information provided and specific topics you want addressed.
