Risk Management Department – Desktop Recommendations

LAN Support Standard Desktop Configuration 

Recommendations
	Program
	Desktop Standards

	Control Objective
	

	Department Owner
	Risk Management / Information Security Officer

	Approval Authorities
	

	Effective Date
	

	ISO Reference
	

	Regulatory Reference
	


Purpose of this document:

This standard desktop documentation is used in order to keep an on-going record of the software, hardware, and certified non standard software changes made to the Technology Services Group Desktops.  This document will be kept on file, and should be updated anytime a change is made to the desktop standard.  Please note that any changes to the document should have prior approval of the Technology Services Group Desktop Committee.

Remote Installation Services

RIS Images

Desktop Images

Image-name

Dell with Office XP

Image-name

Dell with Office XP
Image-name

Dell with Office XP
Compaq – Hewlett-Packard

Image-name

Dell with Office XP
Laptop Images

Image-name 

Dell Latitude with Office XP
Image-name 

Compaq with Office XP
Image-name 

Hewlett-Packard with Office XP

Training Room Images

Image-name
Training Room Image with Office XP

Finance Image

Image-name
Finance Image with Office XP

Collections Image

Image-name
Collections Image with Office XP

Call Center Image

Image-name
Call Center Images with Office XP

Executive Management Image

Image-name
Executive Management Image with Office XP

RIS Images Overview

These are the image names as they are seen in the RIS Boot up screen.  Listed below the image is the desktop hardware that the RIS image will work on.  Images should be added to this part of the document as new RIS images are created
Hardware for Supported Desktops

Dell

Installed Hardware and Drivers

	
	Network Adapter
	BIOS
	Video
	Sound
	Chipset

	Model
	
	
	
	
	

	Driver Version
	
	
	
	
	


Dell

Installed Hardware and Drivers

	
	Network Adapter
	BIOS
	Video
	Sound
	Chipset

	Model
	
	
	
	
	

	Driver Version
	
	
	
	
	


Compaq

Installed Hardware and Drivers

	
	Network Adapter
	BIOS
	Video
	Sound
	Chipset

	Model
	
	
	
	
	

	Driver Version
	
	
	
	
	


Hewlett-Packard

Installed Hardware and Drivers

	
	Network Adapter
	BIOS
	Video
	Sound
	Chipset

	Model
	
	
	
	
	

	Driver Version
	
	
	
	
	


Standard Desktop Operating System

Windows 200x Version 

Windows 200x Operating System Setup

· Networking


Typical Networking Setting.  This creates network connections using the client for Microsoft Networks, File and Print sharing for Microsoft Networks, QOS, Packet Scheduler and the TCP/IP transport Protocol with automatic addressing.

Service Packs

Windows 200x Service Pack 3 (minimum)

Security Updates

Apply all available service pak

Apply all available Hot fixes for the OS

Apply All available Service paks and hot fixes for IE

Windows 200x / Pro Desktop Custom Setup Settings

Windows Components

· Accessories and Utilities


· Accessories

· Calculator





ON

· Character Map




ON

· Clipboard Viewer




ON

· Desktop Wallpaper




ON

· Document Templates



ON

· Mouse Pointers




ON

· Paint





ON

· Games






Off

· Fax Services





Off

· Indexing Service





Off

· Internet Explorer





ON

· IIS







OFF

· Management and Monitoring Tools



OFF

· Message Queuing 





OFF

· MSN Explorer





OFF

· Networking Services




ON

· Internet Gateway Device Discovery and Control Client
ON

· RIP Listener





OFF

· Simple TCP/IP Services




OFF

· Universal Plug & Play




OFF

· Other Network File and Print Services


OFF

· Outlook Express





OFF

· Update Root Certificates




ON

· Windows Media Player




OFF

Windows 200x OS Settings

· Windows Update is turned off and cannot be run manually by the user

· Windows Update Shortcut is deleted from the Start Menu for All Users

· Set Program Access and Defaults is deleted from the Start Menu for All Users

· Commonwealth Connect. JPG background is copied to the C:\WINNT Directory

· Support.scr is added to the Start Menu for all Users (Created for ticket remediation)

· Standard Dial-Up Configuration setup (LAPTOPS ONLY)

Standard Desktop Operating System Overview 

The above listed Service Pack(s) and security updates are all the approved updates loaded on the Standard Desktop Image.  No updates should be added to the list or installed on an Image/Desktop unless pre-approved by the Technology Services Desktop Committee.

Standard Desktop Installed Applications

Microsoft Office XP

Install Location

· \\path-name

Microsoft Office XP Application Settings

Microsoft Word Installed Features

· Help 




Run all from My Computer

· Repair Broken Text



Run all from My Computer

· Wizards and Templates


Run all from My Computer

· Address Books



Run all from My Computer

· Page Border Art



Run all from My Computer

Microsoft Excel Installed Features

· Help




Run all from My Computer

· Spreadsheet Templates


Run all from My Computer

· Add-Ins




Run all from My Computer

· Sample Files



Run all from My Computer

· Text to Speech



Run all from My Computer

Microsoft Outlook Installed Features

· Help




Run all from My Computer

· Importers and Exporters


Run all from My Computer

· Stationary




Run all from My Computer

· Junk Email




Run all from My Computer

· Address Book Control


Run all from My Computer

· Visual Basic Scripting Support

Run all from My Computer

· Collaboration Data Objects


Run all from My Computer

· Schedule Plus



Run all from My Computer

· Outlook Template Files


Run all from My Computer

· Outlook Messaging Components

Run all from My Computer

Microsoft Access Installed Features

· Help




Run all from My Computer

· Typical Wizards



Run all from My Computer

· Sample Databases



Run all from My Computer

· Snapshot Viewer



Run all from My Computer

· Database Replication


Run all from My Computer

· Calendar Control



Run all from My Computer

Microsoft PowerPoint Installed Features

· Help




Run all from My Computer

· Design Templates



Run all from My Computer

· Content Templates



Run all from My Computer

· Presentation Broadcasting


Run all from My Computer

· Presentation Translators


Run all from My Computer

· Animation Sound Effects


Run all from My Computer

· Pack and Go Wizard


Run all from My Computer

Office Shared Features

· Alternative User Input


Run all from My Computer

· Clip Organizer



Run all from My Computer

· Converters and Filters


Run all from My Computer

· Digital Signature for VBA Projects

Run all from My Computer

· International Support


Run all from My Computer

· Office Assistant



Run all from My Computer

· Office XP Web Components

Run all from My Computer

· Office 200x Web Components

Run all from My Computer

· Proofing Tools



Run all from My Computer

· Themes




Run all from My Computer

· Visual Basic for Applications

Run all from My Computer

Office Tools

· Equation Editor



Run all from My Computer

· HTML Source Editing


Run all from My Computer

· Language Settings Tool


Run all from My Computer

· Microsoft Draw Converter


Run all from My Computer

· Microsoft Graph



Run all from My Computer

· Microsoft Office Binder Support

Run all from My Computer

· Microsoft Office Document Imaging
Run all from My Computer

· Microsoft Office Shortcut Bar

Run all from My Computer

· Microsoft Photo Editor


Run all from My Computer

· Microsoft Query



Run all from My Computer

· Microsoft SharePoint Support

Run all from My Computer

· Organization Chart Converter

Run all from My Computer

· Save My Settings Wizard


Run all from My Computer

· Smart Tag Plugins



Run all from My Computer

· System Information



Run all from My Computer

· Support for fast searching


Run all from My Computer

IEAK Settings

Feature Settings

· Setup Customization



ON

· Automatic Digital Signing



ON

· Connection Manager



ON

· Browser Customization



ON

· URL Customization




ON

· Favorites and Links




ON

· User Agent String




ON

· Connections Customization



ON

· Sign-Up Settings




ON

· Certificate Customization



ON

· Program Customization



ON

· Outlook Express Customization


OFF

· Policies and Restrictions



ON

Policy Restrictions

· Control Management

· Third Party

· Install From the Web Active X Control 
ON

· Corporate Restrictions

· Connections Page

· Disable the Internet Connection Wizard
ON

· Explorer Bars

· Explorer Bars

· Auto-Play Media Files in the Media Bar
ON

· Advanced Settings

· Browsing

· Launch Browser in Full Screen Mode
ON

· Software Updates

· Automatic Updates

· Disable Auto Update of IE Components
ON

· Disable Periodic Checks for Bug Fixes
ON

· Startup Restrictions

· Startup

· Disable showing the Splash Screen

ON

Microsoft Publisher 200x

Service Releases

SR 1x

Publisher 200x Setup Details

· This software is installed by using a custom .MST file.  The path for this install is \\path-name\setup.exe TRANSFORMS = \\path-name\xxxx.mst. This will perform a full install of Microsoft Publisher 200x.

Microsoft PhotoDraw 200x Version 2

Setup Location

· \\path-name
Service Releases

SR1A

Microsoft PhotoDraw 200x Setup Details

Microsoft PhotoDraw Custom Settings

· Microsoft PhotoDraw 200x Version 2

· Help




Run All From My Computer

· Tutorial




Run All From My Computer

· Fonts




Run All From My Computer

· PhotoDraw CD2



Run All From My Computer

· Office Tools

· Clip Gallery and Collection

Run All From My Computer

· International Support


Run All From My Computer

· Office Server Extensions Support
Run All From My Computer

· Scanner and Camera Add-In

Run All From My Computer

· System Information


Run All From My Computer

· Converters and Filters

· Text Converters



Run All From My Computer

· Graphics Filter



Run All From My Computer

Norton Anti-Virus Corporate Enterprise Version 10.x

Setup Location

· \\path-name

Service Packs

· Use live-update

Scan Engine

· Use live-update

Setup Options

· Custom Install

· Auto Update






ON

· Email Scanner
 





OUT - Bound - OFF

· Office Application Scan





OFF

· On-Access Scanner





ON

· On-Demand Scanner





ON

· Right Click Scan






ON

· Alert Manager Server




NOT INSTALLED

· Show the System Tray Icon with all Menu Options

ON

WinZip 12.x

Setup Location

· \\path-name

Setup Options

· Start with WinZip classic

· Express setup

· Associate WinZip with archives

· Explorer shell extensions

· Display WinZip context menu items in a submenu

· Display Icons on context menus

· Include WinZip Quick Pick in the task bar tray

· Include WinZip in the start menu

· Include WinZip on the desktop

Windows Media Player 11 Series Version 9.x  (Only installed by exception)

· Windows Media Player is the only supported media player on Corporate’s desktop unless otherwise noted.

Adobe Acrobat 9.x

Setup Location

· \\path-name

Install Options

Setup Details

· Full Install

Citrix Client Version (if applicable)

Setup Location

· \\path-name 

Install Options

Setup Details 

· Standard Install with 128 BIT SSL

Visio Viewer 200x

Install Location

· \\path-name
Install Options

Setup Details

· Open all Drawings, Stencils, and Templates in Visio Viewer 

ON

Appendix A Certified Software Listing

	Software Name
	Version
	Service Pack, Patch, or HotFix Level
	Install Location
	SMS Package

	Microsoft Project

Professional
	
	
	
	

	Microsoft Visio Professional
	
	
	
	

	
	
	
	
	

	
	
	
	
	


1. Appendix B Image Revision Listing

	Image Version Number
	Date
	Comments

	
	
	

	
	
	

	
	
	


2. Appendix C Training Room Image Customization Listings 


	Image Version Number
	Date
	Comments

	
	
	

	
	
	

	
	
	


