Sample Internal Vulnerability Assessment and Penetration Test

 

Evaluation Process



The following paragraphs describe “Assessment Vendor” vulnerability and security posture rating system, the assessment services performed for “Customer”, and the rationale behind this report.

Assessment Methodology

The test methodology involves several steps that allow an analyst to develop an understanding of your network's security posture. The process involves four steps: reconnaissance, analysis, penetration and reporting. The steps are repeated, again and again, in various ways, until the analyst has a complete picture of what routes a potential intruder could take to gain access to your systems and information. The process is very fluid; the steps are sometimes performed in a different order, but all of the steps are always included.

 

During the first step, reconnaissance, the analyst gains as much information about your organization, network, and systems as possible. In the analysis step, he uses this information to formulate a strategy for gaining access, which he then implements during the penetration step by attempting to exploit the potential vulnerabilities discovered earlier. He then documents and reports the results and begins the process again, either gaining further access on the compromised host or, when his options have been exhausted, moving on to the next target. Finally, the discovered vulnerabilities, their individual and collective impacts, and their solutions are delivered to you in a comprehensive report. 

Vulnerability Ratings

The vulnerabilities “Assessment Vendor” tests for are assembled from the open-source security community and from publicly available and underground hacker websites. We also include those vulnerabilities discovered and developed in our own laboratories. New vulnerabilities are discovered daily, and we work hard to ensure our assessments include tests for the most current vulnerabilities. Vulnerabilities are the "bugs" in the operating system, services, and applications that intruders can use to gain information from or access to a system. All assessment tools are evaluated in a controlled environment to ensure accurate results, while minimizing the potential impact on your operational systems. “Assessment Vendor” will not test any vulnerability in a way that will knowingly cause a denial of service. In those situations we will report the vulnerability as "potential" and work with your administrators to verify its existence by other means.

 

The vulnerability ratings are based upon an intruder's ability to gain access to the system or to glean information about the system which could lead to its compromise. These ratings also help an organization prioritize the application of countermeasures by defining which are the most crucial. There is currently no industry standard for vulnerability ratings, but this system mirrors the most commonly used rating system in the open source and commercial security communities, using a "Low-Medium-High" format.

Critical

The vulnerability has already been exploited and an intruder has gained access to the system. This system should be immediately disconnected from the network, rebuilt or restored from the ground up and secured before reconnecting it to the network. If you want to pursue a criminal investigation, you must take appropriate steps to preserve any forensic evidence.

High

If exploited, an intruder could gain user or administrative access to the system and be able to run commands, access or delete files, and launch attacks against other systems. These vulnerabilities should be resolved as soon as possible to avoid compromise.

Medium

If exploited, an intruder would gain valuable information about the system which could aid in gaining access. These vulnerabilities are not as critical as the high level vulnerabilities, but should be dealt with reasonably quickly.

Low

If exploited, an intruder could gain information about the system but it would not necessarily lead to access. In many cases low-level vulnerabilities have no possible solution due to operating system limitations, and pose a minimal risk to the system's security.

Security Posture Ratings

Once Assessment Vendor analysts have determined the vulnerabilities for a particular system, they can determine its overall security posture. Assessment Vendor has carefully defined its security posture ratings to accurately describe the amount of risk inherent in a particular system or organization. These ratings are based on objective criteria rather than subjective opinion about a system's security. Like the vulnerability ratings, there is no current industry standard security posture rating system, but these ratings would be easily understandable by any security professional, and more importantly, to you.

Poor

This system is easily vulnerable to penetration. It requires minimal or no in-depth skills to gain system access. Intruders can easily obtain penetration tools from the Internet or use educated guessing to gain access.

Fair

This system is vulnerable to skilled penetration. An intruder would require an in-depth understanding of the system, strong programming skills and/or a great deal of time to gain access to this system.

Satisfactory

This system is not immediately vulnerable to penetration, but provides an intruder with information and services that could be helpful in future penetration attempts.

Good

No significant vulnerabilities were noted, but it still may be possible to harden this system against advanced information gathering techniques. Most systems can attain and maintain a Good rating with consistent vigilance.

Excellent

There were no problems found on this system. This rating is the goal for all systems, even though it may be unattainable for some systems due to limitations in the operating system or access requirements for proprietary network applications that prohibit secure communications.

Assessment Services Performed

As requested, the evaluation consisted of three phases, an Internal Vulnerability Assessment, an Internal Penetration Test.

 

A Vulnerability Assessment is an initial, automated assessment of your intranet connected assets, including firewalls and routers. It is offered as a cost-effective service for those desiring an initial, continuing, or follow-on assessment of their organization's intranet security.

· Scans for access points visible and accessible from the Internet (or internal network)

· Determine versions of operating systems and network services.
· Based on software versions and non-destructive, non-invasive tests, build a list of potential vulnerabilities and specific solutions.

 
The Internal Penetration Test takes the Assessment Vendor assessment methodology, vulnerability levels and security posture ratings and applies it to your intranet-connected systems. It will cover servers, firewalls, routers, workstations and other systems accessible from your internal network.

· Attempt to exploit the vulnerabilities discovered during Phase I, gain privileged administrative access, and identify further vulnerabilities in the compromised systems.

· Categorize the vulnerabilities reported in Phase I as exploitable or benign.

· Provide a report with suggestions for removing the most critical vulnerabilities or for reducing the associated risks.

 

 

The following sections describe the assessment and penetration testing process in more detail.
Network Reconnaissance

Assessment Vendor will scan your networks for systems with accessible services. They will use various methods to determine which systems are "alive" within the designated target range and will then scan them for available network services. They will collect system information from the network services and determine the operating system type and version. Finally, they will run a series of non-destructive, non-invasive tests to identify potential vulnerabilities.

Data Analysis

Assessment Vendor will analyze the information collected during the reconnaissance phase and determine which systems appear to be the most vulnerable. Assessment Vendor will assign a preliminary security posture rating based on the potential vulnerabilities discovered for each system. Then Assessment Vendor will combine the individual host security posture ratings to form External, Internal and/or Overall security posture ratings.

Penetration Testing 

Next, the analysts will methodically attempt to exploit the potential vulnerabilities discovered during the reconnaissance phase, all the while looking for additional vulnerabilities to test. They will determine which entry points are usable to an intruder and follow their plans of attack developed during the data analysis phase. 

System Reconnaissance and Penetration 

If the analysts gain user or administrative access to a system, they will attempt to find other information or vulnerabilities that could give them additional privileges or access. They will then attempt to use the system as a launching point to reconnoiter and penetrate other systems on the network, just as an intruder would. 

Final Analysis and Reporting 

At the conclusion of the testing, the analysts will review the assessment results and categorize the security posture of each system. They will assign overall security postures for your servers, workstations, firewalls, routers and other networked systems. Finally, “Assessment Vendor” security analysts will assign a rating for your overall external security posture and produce a written report. 

Assessment Report

This assessment report is designed to help you prioritize and focus your efforts as you secure your network. It contains specific, practical solutions for each potential vulnerability found. It also identifies key security practices that your organization needs to focus on to develop and maintain a strong security posture. Beyond that, it is a formal engineering test report, describing the objectives, test methodologies, test results, conclusions, times, raw test data and a comprehensive list of every vulnerability tested on each system. As such, you can use it to document your organization's security efforts, show measurable improvements in your security posture and provide assurances to your customers and accrediting organizations. The "Understanding and Using This Report" page immediately following the report cover describes each section in detail.
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