Information Security Encryption Standard
Introduction

The purpose of this Encryption Standard is to provide a framework within which corporate operating entities may safely and securely encrypt relevant information. 

Documentation of the minimum-security requirements and safeguards for encryption within the Corporate, business partners, contractors, and vendors will be found in this document and must be followed. 

Encryption is necessary for the protection of data storing, handling and communication, if necessary according to the table in Table 1. 

Local data protection and or privacy laws for personal data may provide additional requirements that must be met by an individual data owner.

Compliance with this Standard is required.

Encryption

Encryption is necessary for the protection of internal and confidential data in certain circumstances 

(see the Encryption Rules in Table 1). Strictly confidential data must always be encrypted.

When encryption is used, the minimum key length is as follows:

· For asymmetric encryption a minimum key length of 1024 bits must be used.

· For symmetric encryption a minimum key length of 128 bits (112 for Triple-DES) must be used.

Shorter keys may only be used where local legislation makes the use of these key lengths impossible.

Legislation

The use of specific security mechanisms may be required or prohibited by local and federal regulations and must be adhered to. Therefore, the encryption measures that are determined for information by the use of this document must be cross-checked with relevant laws in the country or countries where the application will be operated and used. Relevant laws include, but are not limited to:

· Data Protection/Privacy Laws,

· Digital Signature Laws,

· Restrictions for the use, import, or export of cryptography.

Risk Levels

There are three risk levels used to describe the relative impact of potential fraud, misuse or unauthorized access to strictly confidential information. They cannot be defined in absolute terms, but in a generic way (normal, high, critical).
When assigning risk levels to application scenarios, each data owner must judge from their distinct point of view. 

Each data owner must analyze its own environments with respect to the associated impact of fraud. Generally, potential for fraud is determined by combining the probability of its occurrence with the associated potential loss.
Table 1: Rules for Encryption
	Level of data
	Public
	Internal
	Confidential
	Strictly Confidential

	Storage of data
	Server / Workstation / PCs
	no encryption required
	no encryption required
	encryption should take place
	encryption must take place

	
	Laptop
	no encryption required
	no encryption required
	encryption must take place
	encryption must take place

	Email
	External
	no encryption required
	encryption must take place
	encryption must take place
	encryption must take place

	
	Internal
	no encryption required
	no encryption required
	encryption must take place
	encryption must take place

	Data Transfer
	Internal networks
	no encryption required
	no encryption required
	encryption should take place
	encryption must take place

	
	Trusted external networks
	no encryption required
	encryption should take place
	encryption must take place
	encryption must take place

	
	untrusted networks
	no encryption required
	encryption must take place
	encryption must take place
	encryption must take place

	Passwords
	encryption must take place


