ISP Data Security Guidelines

Overview

The project goal is to create comprehensive guidelines that apply to all of Revenue Services and dictate what data we should share or should not share, from a business perspective, with external business partners.

A group with representatives from all areas in Revenue Services set out to define revenue data.  The group identified what data could and could not be shared and why.  They also examined the risks of sharing data and provided examples of data sharing arrangements with business partners.

Revenue Services currently shares specific revenue data with external business partners.  The focus of these guidelines is to determine which data should be shared as your organization enters into new third-party arrangements with business partners/competitors.  These third-party arrangements include:

· External billing entities

· Collection agencies

· Remittance processors

· Strategic alliances 

Access Types

These guidelines cover mechanisms the business partner uses to obtain data from Revenue Services.  Traditionally, however, the security focus has been on content rather than on the mechanism.  It is important to be aware of different ways data can be shared so high risk information is not inadvertently passed to business partners due to a misunderstanding of data sharing capabilities and methods.

Information Security Classification Standards

Revenue Services stresses the need to use the data classifications identified in the Information Asset Security Standards document when sharing data with organizations inside your organization that may share the data externally.  This precaution will guard against unintentional data sharing by groups who are unaware of the data sensitivity.

Classification enables your organization to manage access to certain information based on the value of the information and the effect unauthorized access or possession may have on Corporate’s business interests.

The author/originator is responsible for classifying information.  Corporate information must be protected because of legal, competitive or operational sensitivity according to the classification standards outlined in the following subsections.

Internal Use Only your organization Internal Use Only information is generally available to all your organization employees.  However, because of its personal, technical or business sensitivity, this information could damage Corporate’s business operations if not restricted to use within the company and for purposes related to Corporate’s business endeavors.
Examples of materials in this classification include:

· Internal telephone directories

· Organizational charts

· Internal Communications

Confidential

Confidential information is distributed on a need-to-know basis, since this is material that gives your organization a competitive advantage.  Unauthorized disclosure or modification of this information could have a serious and substantially detrimental effect on your organization sales, profits or reputation.

Examples of materials in this classification include:

· Cost information

· Operating procedures

· Rest results

· Short-term marketing strategies

· Long-term marketing strategies

· Lists of customers in geographical areas

Restricted

Restricted information includes technical or business information that discloses Corporate’s strategic activities. Distribution of this information must be approved by Director level authority or higher.

Examples of materials in this classification include:

· Forecast summaries for products and services

· Long-range business plans

· Comprehensive marketing plans

· Technological strategies

· New product and service announcements

· Any revenue or financial results prior to public release

Personal and Confidential

Personal and Confidential information includes an employee’s personal information, benefits and/or confidential financial status.  Personal and Confidential information can include:

· Salary information

· Wage assessments or garnishments

· Performance reviews

· Salary action forms

· Benefits information

Notes:
Distribution of this information is restricted to:

· The individual employee

· Human Resources representatives

· Related departments required to act on such documents, such as payroll and treasury services

Other special control categories may be required for exceptional business situations such as business acquisitions and mergers.  In those cases, a senior corporate officer will determine the control category and classification.
Business Partner Examples

The following business partner examples demonstrate the need to consider data security guidelines within Revenue Services.  These examples illustrate the types of situations the guidelines are developed to address.  On the surface, some of these arrangements appear to be out of compliance either because we are sharing non-customer specific data or because we are sharing data we have determined is “hands-off” and should never be shared.  For these reasons these examples need further investigation to ensure your organization is not put at a competitive disadvantage because we share this data.

This business partner signed a non-disclosure agreement because they needed access to your organization customer contract, rate and discount data to create the file structure.  They are using actual customer data to build the tool.

Charge-off Select

Corporate provides a business partner with customer name, address, account number and total balance due for customers that are charged off.  Because the charge-off select letter is on the business partner’s letterhead, it is a legal requirement that they have access to the debt information.  This example is in compliance because the bad debt information we share is limited to the customers we send to the business partner and the data elements necessary for them to complete the transaction.  Revenue Services does not provide any summary-level bad-debt information to the business partner.

Remittance Processing Look Up

Business partner arrangements exist today where your organization provides non-customer specific data to a business partner.  A lock-box bank that processes our customer direct remit payments has access to our Accounts Receivable system to “look up” customer names, addresses, and account numbers to help process payments.  Further research reveals that the remittance processor only has access to limited information (customer name, address and account number).  

This access does not allow them to determine which products a customer has and there is no visibility to pricing or rate information.

Note:


While technically out of compliance with the guidelines, the limited access arrangement protects your organization from competitive threats.  If the relationship with the business partner becomes competitive, Revenue Services may determine that there is a valid reason not to share non-customer specific data and may reserve the right to withhold this information.

Important:


Revenue Services needs to decide which data should be protected and mark it accordingly before sharing it with a business partner functioning in this capacity.

Background

Functional Areas Examined to Create the Guidelines

Billing

· Traffic Operations

· Distribute traffic to cycle pools

· Process monitoring

· Rebalance traffic

· Technical Management

· Error suspense resolution

· Traffic audit

· Non-your organization traffic research

· Missing traffic research

· Research and invest tools

· Legacy Billing

· Emerging Products

· LEC Billing

· Global Data

· Invoice/Research - Month-End Billing audits

· Order entry audits

· Error suspense research

· Issue credits

· Report retrieval

· Billing

· Implementation

· Pre-sales

· Model Development

· Reporting Contract Tracking Systems

Accounts Receivable/Collections

· Business Markets Customer Financial Services

· Mass Markets

· Reconciliation

· Account look-up

· Cash application

· Journal vouchers

· Pre-payment processing

· Credit Card reconciliation

· Deposits

· Statement of Account

· Letter Generation

· Misapplied payment research

· Credit and adjustment processing

· One time credit card payments

· Refund requests

· Account processing

· Invoice Messages

· Collection Strategy Systems

· Credit Scoring

· Negative data function

· Exception Management System (EMS) Non-pay function

· Agency placement

External Commissions

· Pay Commissions

· Define account base

· Contract Terms

· Apply Bad Debt

· Assess Premise Imposed Fee

· Receive Revenue

· Perform audits/trends

· Issue payments

· Assess charge-backs

· Receive revenue data

· Research Issues Traffic Verification

· Payment Verification

· Contract Terms

· Customer Payment Information

Underlying Assumptions about Revenue Data

Revenue data can originate outside of Revenue Services, but if it is used by Revenue Services it is still considered Revenue Data.

Example:


Contract information originates with the account teams but may be stored in a number of Revenue Systems and used by Revenue Services.

Revenue Data can also originate within Revenue Services.

Example:


Bad debt data originates in Accounts Receivable.

These guidelines are not intended to replace the legal protection addressed through the contract process.  Instead, these guidelines address the business question: what information should we share or not share, whatever legal protections we have in place?  Thus, there are two levels of data sensitivity.

· 1) Data which can be shared

· 2) Data which cannot be shared


