ICA Debugging

ICA/SSL is the protocol used to securely deliver ICA. This protocol encapsulates ICA in SOCKS, further wrapped in SSL. This protocol typically is delivered over TCP port 443.

HTTPS is HTTP wrapped in SSL. This protocol typically is delivered over port 443. Port 443 is the official registered port for HTTPS; any traffic over port 443 is assumed to be HTTPS by firewalls and proxy servers.

Because SSL is the encryption protocol, firewalls, routers, proxies, and so on between the client and the server cannot "see" what is inside the protocol. They will verify that the protocol is wrapped in SSL.

Therefore, firewalls and proxies do not really differentiate between ICA/SSL and HTTPS, and typically try to treat ICA/SSL as HTTPS.

ICA differs from HTTP in the following ways:

ICA is a real-time interactive protocol.

HTTP is a near-real-time protocol and does not require individual keystrokes and mouse clicks to be sent to the server. Latency tolerance of HTTP is at least four or five times higher than that of ICA. ICA is a connection-oriented protocol. ICA, like other real-time interactive protocols, does not tolerate interruptions in the TCP connection. Terminated TCP connections can cause loss of a session. 

This could lead to errors such as:

Errors in connection - no route to the specified subnet. HTTP is not as sensitive to TCP connection interruptions. Transport TCP connections may go up and down several times during a typical Web/portal

session.

Typical Firewall Configurations

Firewalls can be configured in Proxy or Forward mode.

Proxy Mode

In Proxy mode, the firewall terminate a transport TCP connections from the client and opens a new TCP connection to the server. The firewall analyses and copies data between the client and the server connections and tries to protect the server from various attacks such as malformed packets. Firewalls know that HTTPS connections can easily tolerate interrupted transport TCP connections, and may terminate idle or too long TCP connections assumed to be HTTPS connections.

When a firewall is running in Proxy mode for HTTPS traffic, it uses the Nagle algorithm trying to aggregate small TCP packets. The Nagle algorithm is not as suitable for interactive protocols as it is for HTTPS. If the firewall uses the Nagle algorithm for ICA/SSL, problems may occur with interactivity.

Forward Mode

In Forward mode, the firewall does not terminate TCP connections. It inspects packets and forwards them to the right destination. Depending on the vendor and firewall type, the level of packet inspection varies.

Choosing Forward mode on the firewall ensures that TCP connections are opened directly between the ICA Client and the Secure Gateway server. The Secure Gateway server handles ICA/SSL traffic correctly.

Conclusion

When you are using your firewall in Proxy mode and utilizing the Nagle algorithm, you may notice a slow response from your MetaFrame hosted applications.

To ensure against random disconnects of your ICA session, consider your firewall time-outs.

ICA sessions may be disconnected even when they are not idle if the firewall is using some other time-out/criteria for connection termination. For example, the firewall may have a limit on the total session time or the total amount of data sent. 

ICA/SSL is usually misinterpreted by firewalls as HTTPS. Therefore, do not impose any time-outs on the ICA/SSL session including idle, absolute, and data traffic time-outs

