High Level Firewall Policy
With the existence of a security policy that includes a network service access policy, the operations of the firewall are more clearly defined. Once the services that the department wishes to provide are clearly identified, the firewall policy is primarily concerned with how the firewall will help restrict these services in accordance with the goals of the security policy. The firewall policy must also contain certain guidelines that should be adhered to when performing the administrative tasks involved with operating a firewall. These include monitoring, maintaining and auditing procedures that are required functions that need to be performed by the appropriate authority in order to verify and ensure that the firewall continues to operate in the way it was designed. In addition, this policy must also state goals that support site expansion, as well as emergency concessions to be followed should the firewall fail.

The first topic of discussion is centered on answering the question of who will have direct access to the firewall itself. Obviously the firewall should not be accessible to the end user, whether that user is external or internal to the system. It is desirable to have the machine consisting of the firewall as secure as possible. Since this machine will be subjected to massive amounts of network traffic, it will also be exposed to the largest number of malicious attacks. By restricting access to this machine, suspicious activity will be easier to both detect and prevent. Of all of the services mentioned in the previous section, the firewall itself should not directly be running any of them. The fewer services that the firewall itself offers, the fewer potential security holes will be present on the machine. Not only will this help to make the firewall host itself more secure, but it also allows more of it's processing power to be dedicated to the task of filtering traffic; thus imposing a minimal amount of network overhead.

Once it is determined that only authorized administrative staff have access to the firewall machine, the type of tasks they will be performing should be identified. The administrator will be primarily concerned with auditing, monitoring and maintenance of the firewall. After the initial installation, there should be no reason why anyone other than the firewall administrator or other administrative staff need direct access to this machine and this should only be to perform one the above tasks.

Auditing of the firewall is done to determine how "good" the firewall is performing its duties at any given point in time. There are a number of situations that can arise that warrant an audit. A preliminary audit should be performed quite extensively at the post installation stage in order to verify the validity of any existing rule sets. It should also be necessary to complete an audit whenever something changes in the firewall configuration; for example, after any of the filtering rules are modified. An audit schedule should be detailed in the firewall policy that dictates how often a regular audit should be performed, as well as any exceptional circumstances that justify an audit. Due to the high levels of traffic expected at the organization, it is recommended that at least a weekly audit of the firewall be performed. Even if it is only a subset of the complete monthly security audit or even if it is just a quick check that all the external network services are working properly, it is essential to system security that the firewalls performance is verified on a continual basis.

It is a good idea to have a test suite outlined in the firewall policy itself in order to ensure the continued consistency of subsequent audits. This test suite should include verifying that none of the external networking services are adversely affected, that no security holes have been opened up on the firewall itself and that the speed of the network remains at acceptable levels. What the acceptable network speeds are, and what specific integrity checks should be performed, will change over time and should be discussed when the policy is reviewed. 

Monitoring of the firewall is concerned with the collection of logs generated by the firewall filtering rules and checking them for clues of potential break in attempts. Log files should be moved to a secure location (preferably to a machine that is not accessible from the network) at regular intervals. Tools exist that can be used to mechanize the tedious process of sifting through piles of network logs. Different tools should be tested and explored in order to determine which one works the best for the department.

Both auditing and monitoring duties can be thought of as firewall maintenance, but in the context of this document, maintenance will be defined as the process of keeping the firewall and the firewall machine up to date. Since the firewall is expected to deal with the latest and greatest security exploits, the administrator must also keep a close watch on firewall development in order to ensure that it is capable of dealing with the newest attacks. 

When it comes time to upgrade the firewall software, if it is possible, it is advisable to build the replacement firewall offline and test it properly before integrating it into the existing network configuration. 

Provisions must be made each and every time the firewall must be taken offline for maintenance or other purposes, as this will leave the network either vulnerable or unavailable. It would be preferable for the network to be cut off from the outside world for a period of time during which the firewall is unavailable. The firewall policy should identify how long is too long for the network to be unavailable and what should be done for the duration of the maintenance period.  

This leads to the discussion of emergency concessions when dealing with things like adding new services, site expansion and the potential of firewall failure. Should the need arise to add new network services, the security policy will help with the decision to support the new service or not. The firewall policy will outline the steps involved with integrating the new service into the existing network in such a way that ensures it will work properly and securely with the firewall. Any new service that is added should be subjected to the same set of tests that every other supported service undergoes during the auditing process. Therefore it is recommended that the new service not be made available to the general user population until proper testing is completed. In addition to verifying that the new service works correctly with the firewall, the remainder of other services and the firewall itself should also be audited in these circumstances. 

Should the size of the department's internal network continue to grow, a proportionally increasing load will be placed on the firewall. Maintenance procedures will make certain that the hardware, on which the firewall is running, remains at an acceptable level. This may be acceptable for a certain amount of time, however should the growth of the system occur to such a degree that hardware is unable to keep up, alternative precautions must be made. These precautions could be in the form of alternate firewall configurations, which could include the addition of multiple firewalls, or network designs that place a lighter load on the firewall.

Should the firewall itself crash or fail at any time, a number of safety nets should be in place to limit the amount of damage the department suffers. In the absolute worst-case scenario, for a firewall that is the sole connection to the outside world, denial of service would result should the firewall machine go down. In such a situation network monitors can detect this and notify administrators on the internal system should any be online at the time. In any case, the internal network would be unavailable from the Internet, so there is no worry of further exposure to attack.
