External Unix Security


Solaris, Linux (Red Hat 6.0, Debian 2.1), Irix (5.3, 6.5)

Intro to security

Whether you run a specialized server with few users, a login server with many users, or a desktop Unix box, your most important security concern as an administrator is protecting the system from unauthorized use and damage. A common way perpetrators gain unauthorized privileged access to a machine is by attacking the system from an external machine. These intruders break into Unix systems using ports that are opened by various Unix services, many of which are turned on by default and are not needed for the operation of your system. Because any service that listens on a port is a potential security hole, you must determine what the uses of your system are, turn off any unnecessary services, and monitor connections to necessary services. 

How services start

When your machine starts up, it is booting into a particular run level. If you don't specify which run level, it looks in /etc/inittab for the initdefault, which is usually 3 (or multi-user mode). 

Each runlevel has a directory associated with it, such as /etc/rc3.d/ (Solaris and Debian) and /etc/rc.d/rc3.d (Red Hat) for runlevel 3.

These directories contain links to shell scripts in /etc/init.d that start and stop services. In Solaris and Debian, all services in run levels leading up to the default runlevel are executed, starting those that begin with "S" and stopping those that begin with "K". 

In Red Hat, only scripts in the run level being started are executed (only those in /etc/rc.d/rcX.d, where X is the runlevel being started). One of the services started in these run levels is inet. The inet service manages many other services that are listed in /etc/inetd.conf. So after an installation, when you first start up the machine, there are a lot of ports open that are potential security holes.

	What's happening 
	Solaris 
	Linux RedHat 6.0 
	Linux Debian 2.1 

	Which run level?
User specified or 
	/etc/inittab 
	/etc/inittab 
	/etc/inittab 

	initdefault
(default runlevel) 
	3 
	3 (without X)
5 (with X) 
	2 (without X)
3 (with X) 

	location of actual shell scripts 
	/etc/init.d 
	/etc/rc.d/init.d 
	/etc/init.d 

	Directories whose contents get executed 

Start services named S##service 

Stop services named K##service 
	/etc/rc1.d/*
/etc/rc2.d/*
/etc/rc3.d/* 
	/etc/rc.d/rc3.d/* 
	/etc/rc2.d/* 

	example link 
	/etc/rc2.d/S99sshd -> ../init.d/sshd 
	/etc/rc.d/rc3.d/S30syslog -> ../init.d/syslog 
	/etc/rc2.d/S89cron -> ../init.d/cron 

	inet services start

	/etc/rc2.d/S69inet start (/etc/inetd.conf) 
	/etc/rc3.dS50inet 
	/etc/rc2.d/S18netbase 


Short Answer
· Remove unnecessary services from the run level directory. 

· Comment out unneeded services in /etc/inetd.conf. 

· Reboot machine. 

Long Answer

Know what services you need

In general, if you don't know what a service is, you probably won't be using it and should turn it off. Some of the questions you need to be able to answer are: 

· Are you using NFS? 

· Are you using NIS, NIS+? 

· How do people need to connect to this machine: ftp, ssh, http? 

· Will you be receiving mail at this machine (sendmail)? 

· If it's a desktop, will you be using X, CDE, or perfmeter? 

Tools for finding services on your system

· lsof: list the open files and ports on a machine, and associates processes with ports 

· nmap scanner: list the open ports on a machine 

· I use the TCP and UDP scanners from SAINT. These are binaries for Solaris: 

· tcp_scan.gz 

· udp_scan.gz 

Typical Ports Open After Installation

Output from SAINT udp and tcp scanners 

· Solaris 

· Linux, Red Hat 6.0 

· Linux, Debian 2.1 

System commands to run on the machine you are securing:

· ps -ef, ps -aux 

· netstat -an 

· lsof -i 

Mapping ports to addresses

· /etc/services 

· IANA: Internet Assigned Numbers Authority 

