
External Security Assessment Methodology

The process of the External Assessment is to gather information about the External Network in order to determine where security problems exist. This process has three phases:  Discovery, Penetration, and Analysis.

External Discovery Phase

This step involves acquiring information from outside sources that identifies the network without actually attempting a breach.  The information collected implies the possible vulnerabilities that may exist on the network.

· Determine physical network layout

· Determine the presence of an IDS system

· Identify site-to-site mapping

· Identify network hardware

· Identify network services

· Identify network perimeter

· Identify hosting and network providers

· Acquire Domain Name service information

· Determine web security and co-location

Validation of information collected will be performed against the client’s provided information, and any discrepancies will be discussed with the client.  This is done to reduce the possibility of errors during the penetration phase.

External Penetration Phase

This step identifies vulnerabilities that may exist on the external network.  The problems discovered might reveal problems that will allow network elements to be compromised and possibly gaining access to the internal network. 

· Assess effectiveness of firewalls

· Assess effectiveness of Intrusion Detection System

· Perform dial-in assessment

· Perform vulnerability assessment on network hardware

· Perform vulnerability assessment on network services

· Identify wireless access points

· Perform wireless vulnerability assessment

· Acquire domain and user information

· Identify any VPN services

External Analysis Phase

This step collects the information from the External Penetration phase, uses it to determine how much of a breach of security has occurred, and what needs to be done to penetrate the internal network.  The security posture of the external network is then reported as well as recommendations for fixing the security problems found.

Results and Recommendations

After completing the assessment, a document outlining all of the findings and recommendations will be produced as a deliverable for the client.  These findings will include a review of the overall security posture of the enterprise and the effectiveness status of currently implemented security solutions (Firewall, IDS, IPS).

External Assessment Scope

The scope of the penetration involved three separate IP segments, with specific IP ranges on each segment.  There was a Web Server also included in the penetration effort. The IP Segments including IP hosts were:


· xxx.xxx.xxx.xxx
· xxx.xxx.xxx.xxx

· xxx.xxx.xxx.xxx

In addition to identifying potential security problems, there were a couple of high-level attempts at gaining more information based on certain vulnerabilities that were found.  These efforts are outlined in the report as well.

The depth of this report is to identify potential problems from the front-facing application(s) and the Internet presence.  The report contains recommendations for fixing the problems and the significance of fixing the problems.

In addition to identifying potential security problems, there were high-level attempts at gaining more information based on certain vulnerabilities that were found.  These efforts are outlined in the report as well.
Internal Assessment Execution Plan

This section provides a detailed description of the internal security penetration methodology.  The purpose of this methodology is to follow a specific process that will determine the strength of the network security and identify problems that need to be corrected in order to keep malicious users from interfering with the client’s operations.

This section is the original internal execution plan, to be used in this phase of the assessment.  It has been included here as a point of reference.  The following topics apply the same as they appeared in section 1 and are here referenced and considered foundational to this portion of the assessment:

· Testing Process and Flow

· Establish Communication with the Client

· Determine Goals and Scope

Note:

The presence of wireless technologies (802.11a, b or g) will be assessed for at both locations.

Internal Testing Process and Flow

A Penetration Test is a method of testing the overall security of an enterprise network for existing vulnerabilities.  This is a multi-step process that involves research, attempting to exploit vulnerabilities, and assessing the impact of any vulnerability that is discovered.  The flow of this testing is shown in Figure 1.
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Figure 1 - Internal Penetration Test Flow

Internal Assessment Methodology

The process of the Internal Assessment is to gather information about the Internal Network in order to determine where security problems exist.  It differs from the external phase in that the Internal Assessment is performed on computers that are not accessible directly through the Internet.  This process has two phases:  Discovery and Analysis.  











































































































































































































































































































































































































































































































































































































































