Email Encryption

The protocols used for sending email were created a long time ago when there was little if any concern for privacy of the information being sent. Because of this, standard email is inherently not secure. The data being delivered is transmitted in what is commonly referred to as “Plain Text”. What this means is that a person could intentionally intercept data flowing between the sender and the receiver without much effort, and could read the entire message. In this manner, this person could be copying the data, or changing it at will. So how can you protect yourself and that information which could be leaked from sending or receiving protected information in an email?

Public Key email encryption is generally managed in one of three ways:

· At the desktop (local level)

· At the gateway (network perimeter)

· From a secure server outside of your network (in the “cloud”)

The encryption process is roughly the same in each case, although the steps necessary may differ. The diagrams on the next pages explain the email encryption process in more detail:
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Local Process

1 )  User creates email message and selects to encrypt

2)  User checks for recipient’s Public Key

3)  If key exists,  message is encrypted and sent

4)  If key does not exist,  user must request  (message NOT SENT)

5)  Once keys are exchanged ,  message is recreated ,  encrypted and sent

6)  If recipient does not support encryption ,  no communication is allowed

7)  All key management is handled by the user (s)

8)  Communication is only available if the recipient’s key is available

Gateway Process

1 )  User creates and sends email message normally

2)  Gateway checks for recipient’s Public Key

3)  If key exists,  message is encrypted and sent

4)  If key does not exist,  encrypted message is stored on server

5)  Recipient is notified  (by plain email)  that an encrypted message is waiting

6)  Recipient logs onto server and retrieves encrypted message

7)  All key management is handled by the gateway

8)  Communication is always available

 


Figure 1
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For every pair of users who need to exchange encrypted 

email, each user must have the other person’s public key. 

It becomes obvious that the more people a user needs to 

communicate with, the more keys he/she must maintain.

Encryption is done using ‘Encryption Keys’ -these keys 

are used to both encrypt and decrypt messages. Each 

user has two keys – a Public Key and a Private Key. As 

the names suggest, the Public Key is exchanged with 

other users or gateways, while the Private Key is not. To 

send an encrypted email, the sender encrypts it using the 

recipient’s Public Key; only the recipient’s Private Key is 

able to decrypt the message.
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Figure 2

A cloud-based solution works similarly to the gateway solution shown above, but does not require hardware or software, and there are fewer key management considerations.
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