Electro magnetic Radiation - Testing

This is a method of testing Emissions Security (Emsec), and it pertains to remotely testing the electromagnetic radiation that is emitted from Information Technology devices. Electromagnetic radiation can be captured from devices, such as CRTs, LCDs, printers, modems, cell phones, and so on and used to recreate the data that is displayed on the screen, printed, transmitted… Exploiting this vulnerability is known as Van Eck phreaking.

Equipment for testing or exploiting this vulnerability can prohibitively expensive. However, there are some low cost solutions that incorporate a television receiver, a VCR tuner, synchronization equipment, and other parts. The main cost associated with this form of testing is the time involved. It can require a qualified person to sit for hours trying to find the EMR from the right source. Therefore, this form of testing is usually reserved for highly secure installations where protecting intellectual property is absolutely vital.

Additionally, being as it is a given that this data can be obtained from any device that is known to emit EMR, it is best to test for this in implementations that are specifically designed to protect against it. Protecting against this type of intrusion is usually done by purchasing “Tempest” rated equipment and placing the machines and all peripherals within a shielded room of some sort, such as a Faraday Cage and using only fiber, filtered, or coiled connections to all internal devices between each other and from the outside. Therefore, such protection can be cost prohibitive. For low budget protection against this type of intrusion, PGP Security has a “Tempest" surveillance prevention option in its secure viewer (used when viewing encrypted text files). This is basically a low contrast window in which text is viewed. It would probably obfuscate the text if viewed from a van. Also, white noise can be generated to make it much more difficult for intruders to get clean data.

*Note – It is a common myth that CRTs are the biggest culprit in leaking information through EMR. This is not true. They do emit a significant amount of EMR, but it is powerful, nor as easily readable as that emitted by modems and printers. Moreover, to obtain usable data from CRTs, a highly trained individual would have to filter, reassemble, and organize the data. To obtain usable data from a modem or printer, you simply have to intercept it.

Evaluate Business Needs, Practices, Policies and Locations of Sensitive Areas

1) Verify that the organization has an adequate security policy in place to address EMR.

Evaluate Hardware and Placement

1) Verify that all Information Technology devices that must be protected are located in a suitable

2) Faraday Cage or metal-shielded room.

Evaluate and Test Wiring and Emissions

3) Verify that all wiring feeds into and out of the shielded room are made of fiber, where possible.
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