Develop Digital Rights Management solution Project Summary

Background

First and foremost to the group we interviewed were concerns over the Confidentiality, Integrity and availability (CIA) of the respective organizations data. Each company will buy, lease or purchase data that will be stored in a central location but must be provisioned so that each document can be redacted, or rendered useless based on a users current role and activities within the new organization.

Description of the Opportunity:  Corporate’s security requirements surrounding intellectual property information (digital assets) are as follows;

· Corporate Security wants to protect their intellectual property, trade secrets, designs, and other competitive information.

· Protected from inappropriate access from within the organization

· Protected from unintended usage by those who have been authorized to access the information

· Protected from inappropriate access from outside the organization.

· They have compliance concerns, ensuring compliance with government regulations or proof of compliance in audits. (User actions on the content, such as printing a protected file, must be audited.) Track all attempts to access the information for compliance auditing purposes.

· Requirement to mitigate their legal and financial risks due to things like loss of data or breaches of privacy.

· Cross-functional teams that can read and modify protected content in Office documents.

· Outlook email, including file attachments, can be protected. If the policy allows offline use, the user may synchronize the Outlook inbox online and view all protected content offline.

· Automatically and consistently protecting information to allow post-delivery security and control.

Archive information for designated durations to comply with industry regulations. (Content maybe permanently expired once the retention period is complete.)
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THE LIFECYCLE OF ENTERPRISE CONTENT


Rationale for Prioritization: Corporate faces compliance concerns, ensuring compliance with government regulations or proof of compliance in audits. Corporate needs to track all attempts to access the information for compliance auditing purposes. Additionally they have a requirement to mitigate their legal and financial risks due to things like loss of data or breaches of privacy or breach of data license agreement.

Scope of Project/Recommended Solution

Scope: Investigate several Digital Rights Management solutions to map back to the clients requirements. 

Recommended Solution: A solution that provides Confidentiality, Integrity and availability (CIA) of data their respective owners.

Business Case/Cost-Benefit Analysis

Mission Critical loss of competitive advantage spending a few hundred thousand could save the clients millions in lost revenue or fines.

Schedule and Resource Requirements

Internal Resources: TBD

External Resources: TBD

Summary Schedule: 280 hrs for refinement of requirements and product selection. (FERC and Licensing drivers) 180 hrs estimate for final design and implementation documentation. Post implementation phase for tuning, custom reporting, and knowledge transfer. (240 hrs)

Potential Challenges

Organizational Impact: Creates the secure repository for all digital assets to be housed.

Interdependencies between Projects and Infrastructure

Product selection will drive the infrastructure design from a performance and security perspective.
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