DBMS Data Security Standard
DBMS Data Security
Abstract:

The purpose of computer security is to protect valuable and sensitive information on our computer networks.  

Corporate computers are interconnected; vulnerabilities at one location have the potential of putting information on computers at other locations at risk.  

The security architecture within the corporate enterprise is decentralized.  The corporate Computer Security department offers direction, support and training to the main security administrator and delegates at the units.  

All policies specific to Data Security defined by Corporate Computer Security must be followed.

Detail:

Corporate Computer Security

Be sure to pay special attention to the following policy categories on the Corporate Computer Security site:

· Data Security

· Passwords

· RACF

RACF Security

General overview:

Resource Access Control Facility document.

DB2 zOS

Access to tables/views and execution of plans should be granted to RACF groups. Grants should not be done to individual users except when they are application or shared userids. The SOX semi-annual review enables the Data Owner to ensure that only the proper people have access to the Data.

The data in a DB2 system is contained in datasets, which might be accessed without going thru DB2 at all.  If the data is sensitive, you will want to control that by creating a RACF dataset profile
IMS

Security is implemented at the application program level using the PSB which is built by the DBA. The second level of security between the application program and the user is implemented thru RACF. Generally this is a role based administrative framework. Site Security administrator (SSA) will handle setting this up.

On top of IMS security we use ISAN security which will give you the ability to have field level security for screens. Security can be granted either globally or by individual if a higher level is needed. Also, using the JOBCLASS you can set security for groups of people for groups of screens. Screen owners give access to ISAN screens.

Go to IMS10 and use screen ISANMENU for more information.

Oracle

Access to the server is controlled by AD groups that the individual belongs to. Application DBA has the responsibility for managing access to tables. Application owner controls access to the content of the database. Roles are assigned to the database. There does need to be a review process in place to make sure the list of users that have access to the data is accurate. 

DB2 LUW

Access to servers is granted to RACF application userids. The UNIX administrators will add the local id to the server and then the DBA will need to grant connect authority on the database. Table authority is granted on a as needed basis to the application id. You can use groups for ease of administration to add multiple application ids 
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