
Approval Template for Middleware Teams
Limited-root BAU entries:

Team Name:  DB2

Software Products Supported: DB2 UDB

Middleware Sudo Project Focal Point: 

Product names, versions: DB2 UDB v8, v9.x

OS Platforms in scope for this request: AIX and zLinux

=============================================================

The following configuration details are to be used for management approvals, in userid team requests, and change management records:

Paste this section into the Request Record(s) submitted to the Userid Management Team.

Middleware Team Name:

Account:

Servers:

Ensure the detailed information is included in those records, as required by your local procedures before these entries are implemented in sudo on production.
When completed and approved, this template must be provided to your IAM (userid management team) to be processed like all other privilege requests: account-level approvals still need to be gathered using the existing account-specific userid management processes.

Servers Affected: <insert list of server names here>

Users Affected (add rows as needed):

	Userid
	Name
	Notes Mail Address
	Serial #
	Country Code

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


List the userids or Unix group names that have write access to any of the files executed as root using the sudo privileges below, and the userids or Unix group names that have write access to any directory in the path to the files executed as root using the sudo privileges below:

<insert list of userids or Unix group names here>

Note to IAM team:

Ensure that authorizations for each of those users to have 'system and security administrative privileges' is on file prior to implementation.
Users who can modify any file that is executed via sudo are considered to have  'system and security administrative privileges' and must have appropriate authorization and secondary controls.

A- Standard BAU sudo entries:

Cmnd_Alias      DB2V8= /usr/sbin/installp -u db2*, /usr/opt/db2*/instance/db2icrt ,/usr/opt/db2*/instance/db2iupdt , /usr/opt/db2*/instance/db2idrop, sudoedit /etc/services , /usr/opt/db2*/adm/db2licm ,/usr/opt/db2*/instance/db2imigr , /usr/opt/db2*/instance/db2ilist, /usr/opt/db2*/instance/das*

# Commands used to maintain DB2 version 9 instances

Cmnd_Alias      DB2V9= <:DB2_Instance_Home>/sqllib/adsm/dsmapipw, sudoedit /opt/IBM/db2/V*/license/nodelock, \

/opt/IBM/db2/[!'..']*/install/db2_deinstall,\

/opt/IBM/db2/[!'..']*/instance/db2icrt,/opt/IBM/db2/[!'..']*/instance/db2iupdt, \

/opt/IBM/db2/[!'..']*/instance/db2imigr,/opt/IBM/db2/[!'..']*/instance/db2idrop, \ /usr/bin/sudoedit /etc/services, \

/opt/IBM/db2/[!'..']*/adm/db2licm, /opt/IBM/db2/[!'..']*/instance/db2ilist, /opt/IBM/db2/[!'..']*/install/db2ls, /opt/IBM/db2/[!'..']*/instance/das*, \

/opt/ibm/db2/[!'..']*/install/db2_deinstall, \

/opt/ibm/db2/[!'..']*/instance/db2icrt, /opt/ibm/db2/[!'..']*/instance/db2iupdt, \

/opt/ibm/db2/[!'..']*/instance/db2imig, /opt/ibm/db2/[!'..']*/instance/db2idrop, \

/opt/ibm/db2/[!'..']*/adm/db2licm, /opt/ibm/db2/[!'..']*/instance/db2ilist,\

/opt/ibm/db2/[!'..']*/install/db2ls, /opt/ibm/db2/[!'..']*/instance/das*,\

/opt/IBM/db2/[!'..']*/bin/db2val, /opt/ibm/db2/[!'..']*/bin/db2val

# Commands used to su DB2 instance ids. Vary between servers according instance names.

# All instance IDs should be listed in the entry below.  Separate the entries by coma.

# You can use wildcards, e.g., /usr/bin/su - db2*

Cmnd_Alias      DB2_INSTANCE_IDS= /usr/bin/su - <:DB2_Instance_ID>

# Group used by DB2 DBA team.

%inform_dba_group_here        ALL=(root) DB2V8, (root) DB2V9,  (root) DB2_INSTANCE_IDS

B- Standard “Change/Installation Window” entries:

## B- Standard -Change/Installation Window- entries:

# This must be used for DB2 installation and upgrades Change Windows

# only.

Cmnd_Alias     DB2_INSTALLER_PATH= /usr/bin/su -

%inform_dba_group_here        ALL=(root)  DB2_INSTALLER_PATH

Executive-level approvals for items A and B is provided via approval section below.
Note: Account-level approvals still need to be gathered using the existing account-specific userid management processes, under the direction of your IAM focal.

1) Executive approval for standard BAU limited-root entries:

Approval for privileges granted via the standard entries below:

Requesting Organization Exec approver:  _______________ Date: __________________

Requestor organization approval for the standard BAU sudo entries above.
Requesting organization approvals affirm that in their judgement, this configuration complies with the “grant least privilege required to perform assigned job roles” principle, and that they will accept ownership of security and audit affects that result.

2) Approval for full root access during scheduled changes:

These are required for the requested “Change/Installation Window” entries listed below, because they grant full administrator/root privileges when requested as part of scheduled changes.
Requesting organization approvals affirm that in their judgement, this configuration complies with the “grant least privilege required to perform assigned job roles” principle, and that they will accept ownership of security and audit affects that result.
Requesting Organization Exec approver:  _______________ Date: ___________________


