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About this Book

About this Book

This book describes the Enterprise Password Vault (EPV), the Privileged Session
Management (PSM), and the On-Demand Privileges Manager (OPM) components of
the Privileged Account Security (PAS) solution and their implementation processes.
The book has been divided into several sections, as follows:

= The first part of the book introduces you to the Privileged Account Security
solution and its unique concepts and features. It introduces you to the different
components and guides you through Administration and Management tasks.

= The second part of the book guides you through administration and management,
including maintenance procedures.

= The third part of the book guides you through system administration and
management, including maintenance procedures.

= The fourth part of the book lists configuration files that are relevant to
implementing the Privileged Account Security solution.

= The fifth and final part of the book includes appendices that contain additional
information that is relevant to implementing and maintaining the Privileged
Account Security solution.

The Application Identity Manager (AIM) component of the Privileged Account
Security (PAS) solution is described in the Credential Provider and ASCP
Implementation Guide, which explains how to work with the Application Password
SDK, and how to implement the Application Password Provider and the Application
Server Credential Provider.

Who should use this book?

This book is intended for system and Vault administrators who implement the
Privileged Account Security solution, and users who access the information stored
inside it.

What you should know before reading this book

To implement and use the Privileged Account Security solution, you must have a
working knowledge of Windows administration.

Privileged Account Security
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How to use this book

The Implementation Guide is divided into four parts:

Part 1: Introducing the Privileged Account Security Solution

Chapter 1, Introducing the Privileged Account Security solution, gives an
overview of the Vault’s benefits and features and introduces its various
components. This chapter explains how the Vault manages automatic password
management, while facilitating constant security for your enterprise passwords.

Part 2: Administration and Management

Chapter 2, Working with the Privileged Account Security solution, describes how
to set up the Privileged Account Security solution and how to carry out basic
password management activities so that you will be able to begin working.

Chapter 3, The Central Policy Manager, describes how to administrate and
configure the Central Policy Manager (CPM).

Chapter 4, Password Vault Web Access, describes how to administrate and
configure the Password Vault Web Access (PVWA).

Chapter 5, Privileged Session Management, describes how to administrate and
configure the Privileged Session Management (PSM).

Chapter 6, On-Demand Privileges Manager, describes how to administrate and
configure the On-Demand Privileges Manager (OPM).

Chapter 7, Password Upload Utility, introduces you to the Password Upload utility
and guides you through setup and implementation.

Chapter 8, Event Notification Engine, describes how to administrate and
configure the Event Notification Engine (ENE).

Part 3: System Administration and Management

Chapter 9, Operating the CyberArk Vault, describes how to administrate the
CyberArk Vault server.

Chapter 10, Advanced Digital Vault Environment, describes the Vault
environment and how to configure it.

Part 4: System Configuration

Chapter 11, System Configuration, describes the configurations and parameter
files used to configure the Privileged Account Security solution.

Part 5: Appendices

The Appendices contain additional information that you will use during
implementation in order to configure the Privileged Account Security solution.

Privileged Account Security
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CyberArk Components

The following table displays the CyberArk components that are released with this
version of Privileged Account Security solution, and their abbreviations:

Component Abbreviation

Privileged ldentity Management PIM
Enterprise Password Vault EPV
Central Policy Manager CPM
Password Vault Web Access PVWA
Privileged Session Manager PSM
On-Demand Privileges Manager OPM
Application Identity Management AIM

Note: This component is covered in the Application Identity
Management Implementation Guide.

Disaster Recovery Vault DR Vault
Event Notification Engine ENE
Cluster Vault Manager CVM

Related Documents

= Privileged Account Security Installation Guide describes how to prepare the
environment and install CyberArk’s Privileged Account Security solution.

= Application Identity Management Implementation Guide describes how to work
with the Application Password SDK and implement the Application Password
Provider and the Application Server Credential Provider.

= CLI Reference Guide lists the CyberArk Vault Command Line Interface scripts
and describes how to work with them.

= ActiveX API Help lists the CyberArk Vault ActiveX APIs and describes how to
work with them.

= _Net API Help lists the CyberArk Vault .Net APIs and describes how to work with
them.
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Introducing the Privileged Account
Security Solution

The CyberArk's Privileged Account Security (PAS) solution, a full life-cycle solution
for managing the most privileged accounts and SSH Keys in the enterprise, enables
organizations to secure, provision, manage, control and monitor all activities
associated with all types of Privileged Identities such as administrator on a Windows
server, Root on a UNIX server, Cisco Enable on a Cisco device, as well as
embedded passwords found in applications and scripts.

This chapter introduces you to the Privileged Account Security solution, as well as
CyberArk’s Vaulting Technology®, a sophisticated state-of-the-art infrastructure for
secure password storage and management. It includes the following sections:

= The Privileged Account Security Solution
* Vaulting Technology®
= Privileged Account Security Solution Architecture

Privileged Account Security



The Privileged Account Security Solution

The Privileged Account Security Solution

CyberArk’s Privileged Account Security solution, a full life-cycle solution for managing
the most privileged accounts in the enterprise, enables organizations to secure,
provision, manage, control and monitor all activities associated with all types of
Privileged Identities such as administrator on a Windows server, Root on a UNIX
server, Cisco Enable on a Cisco device, as well as embedded passwords found in
applications and scripts.

Privileged passwords and SSH Keys, as well as the audit information associated with
using them, must be protected according to the highest security standards. The
CyberArk Privileged Account Security solution utilizes the Patented Digital Vault™,
certified as highly secure by independent security evaluators (such as ICSA Labs).
CyberArk’s Digital Vault is the heart of the Privileged Account Security solution and
was designed to meet the highest security requirements for the "keys to the
kingdom". The Digital Vault provides numerous underlying security capabilities for
authentication, encryption, tamper-proof audit and data protection.

The CyberArk Privileged Account Security solution includes the following products:

= Enterprise Password Vault ® — CyberArk’s award winning Enterprise Password
Vault (EPV) enables organizations to secure, manage, automatically change and
log all activities associated with all types of Privileged Passwords and SSH Keys.

= Application Identity Manager™ — CyberArk’s market leading Application
Identity Manager (AIM) provides the only Application Identity Management
solution to fully address the challenges of hard-coded App2App credentials and
encryption keys. The solution eliminates the need to store App2App credentials in
applications, scripts or configuration files, and allows these highly-sensitive
passwords to be centrally stored, audited and managed within CyberArk’s
patented Digital Vault.

= Privileged Session Manager® — The Privileged Session Manager (PSM)
enables organizations to control and monitor privileged accesses to sensitive
systems and devices. PSM provides privileged session recording with DVR-like
playback and text recording, as well as secure remote access to sensitive
systems using privileged single sign-on, and without divulging the used
credentials to the end users.

= Privileged Session Manager PSM SSH Proxy - The PSM SSH Proxy (PSMP)
preserves the benefits of PSM, such as isolation, control and monitoring, whilst
enabling users to connect transparently to target UNIX systems from their own
workstation without interrupting their native workflow. The PSMP records all
activities that occur during privileged sessions in a compact format in the Vault
server, where they can be accessed by authorized auditors. The PSMP also
provides privileged Single Sign-On capabilities and allows users to connect to
target devices without being exposed to the privileged connection password.

= On-Demand Privileges Manager — The On-Demand Privileges Manager (OPM)
provides a comprehensive solution that empowers IT and enables complete
visibility and control of super users and privileged accounts across the enterprise.
Using the OPM, the complete Privileged Account Security solution solution
enables centralized management and auditing from a unified product to all
aspects of privileged account management.

Privileged Account Security
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SSH Key Manager — The SSH Key Manager addresses the challenges that arise
during authentication to target machines with SSH Keys, and helps organizations
meet audit requirements by simplifying and automating SSH Keys management.
SSH Keys are stored and protected in the Vault under strict policy and access
control, similar to that of passwords, and you can determine how users access
and use them, by defining access workflows. The SSH Key Manager can
periodically rotate the SSH Keys that are stored in the Vault, and make sure the
private key protected in the Vault is always synchronized with the public keys
spread over target systems. For more information about the provisioning and
managing SSH Keys in the Privileged Account Security solution, refer to the SSH
Key Manager Implementation Guide.

Solution Benefits

With CyberArk’s Privileged Account Security solution, enterprises can easily:

Set the main policy rules that define how you manage accounts in your
organization using the Master Policy. The Master Policy offers a centralized
overview of the security and compliance policy of privileged accounts and SSH
Keys in your organization while allowing you to configure compliance driven rules
that you define as the baseline for your enterprise.

Manage and Protect all Privileged Accounts and SSH Keys. Utilize a secure
Digital Vault in order to store, protect, manage and control access to Privileged
Accounts and SSH Keys at a centralized point using a robust policy management
engine. CyberArk’s patented Vaulting Technology® software utilizes a fully
integrated model of critical security layers, interwoven to meet the highest
security needs.

Control Access to Privileged Accounts. The Privileged Account Security
solution offers a simple access control interface that easily pinpoints who is
entitled to use privileged accounts and SSH Keys and initiate a privileged
session, when and why.

Initiate and Monitor Privileged Sessions. As a central control point, the
Privileged Account Security solution also provides privileged single sign-on for
initiating privileged sessions, as well as recording any activities that occurred
during these sessions. The Privileged Account Security solution utilizes the
Digital Vault as a tamper-proof secure storage for these session recordings.

Manage application and service credentials. The Privileged Account Security
solution provides sophisticated and transparent solutions for securing and
managing critical applications as well as Application Server accounts, and
eliminating the use of hard-coded and embedded passwords, making them
invisible to developers and support staff.

Comply with audit and regulatory requirements. The Privileged Account
Security solution provides an easy way to create audit reports required by
Sarbanes-Oxley, PCI and more. It allows enterprises to enforce corporate
security policies to ensure compliance with regulatory needs and security best
practices related to access and usage of privileged accounts and SSH Keys for
both human and application (unattended) access.

Streamlined management of Privileged Accounts. The Privileged Account
Security solution eliminates manual administration and overhead by providing
instant and automatic changing of passwords for thousands of network devices
and applications, including scripts and parameter files. Its high level of
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automation ensures highly reliable and uninterrupted service with minimal
administrator overhead and increased productivity.

= Seamlessly integrate with enterprise systems. With an industry leading
performance, scalability and robustness, the Privileged Account Security solution
can protect and manage up to hundreds of thousands of passwords and SSH
Keys across a highly heterogeneous IT environment, with complex and
distributed network architectures. The Privileged Account Security solution can
leverage existing enterprise infrastructure and integrate with corporate core
systems

= Easily set up and deploy. The Privileged Account Security solution ensures
quick deployment and implementation proven in over 400 enterprise customers,
providing immediate ROI by improving IT productivity.

Vaulting Technology®

The Privileged Account Security solution architecture is based on CyberArk’s
Vaulting Technology® software. CyberArk discovered that by splitting the server
interfaces from the storage engine, it can remove many of today’s technology
barriers associated with network security. The Vaulting Technology® software creates
a Single Data Access Channel, which significantly improves security and makes it
possible to build 10 layers of security in a unified solution.

Security Layers

The Privileged Account Security solution ensures the security of your organization's
sensitive data using multiple security concepts, some of which are detailed briefly
below:

Firewall & Code-Data Isolation

The Vault must run on a dedicated server, eliminating security holes in third party
products. This is enforced by the CyberArk firewall, which doesn'’t let any
communication into the server or out of it other than its own authenticated protocol —
the Vault protocol. No other component is able to communicate with the outside
world, except for the Storage Engine. The fact that the Vault’s code is the only code
that runs on the dedicated server assures a sterile environment and total control over
the server by the security system.

VPN

The VPN encrypts every transmission (i.e. transactions and data) over the network.
About 95% of the encryption processes occur on the client side, thus offloading the
Vault and allowing higher throughput.

Authentication

Every access to the Vault must be authenticated. The Privileged Account Security
solution uses a strong two-way authentication protocol. Authentication is based on
passwords, PKI digital certificates, RSA SecurlD tokens, RADIUS protocol, USB
tokens, or Windows authentication. Taking the latter approach requires no additional
authentication to be made by the end-user. The Privileged Account Security solution
also supports third-party authentication that can be integrated into the organization's
existing authentication server.

Privileged Account Security
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Access Control

The Privileged Account Security solution provides a built-in access control
mechanism. Users are totally unaware of passwords or information that is not
intended for their use. Users can be permitted to read, write, delete, or administer
data according to the access control rules.

Password and File Encryption

Every password and file stored on the Vault is encrypted, using an encryption
infrastructure that is totally hidden from the end user. This means that neither users
nor administrators need to concern themselves with any key management issues.

The Vault assigns a unique symmetric encryption key to every version of every
password or file stored in it. These encryption keys are securely delivered only to
authenticated users that have appropriate access control rights. This enables the
administrator to grant and deny access to passwords and files without the need to re-
encrypt them. Users are never exposed to extraneous encryption keys and cannot
decrypt passwords or files once their permissions are removed.

This unique key management also provides the means for the client-side VPN and
the encrypted backups.

Visual Security

The Vault's Visual Security is the first and only technology that lets Users see
activities carried out in their Safes by other Users. Real-time monitoring of who is
logged on to the Safe and the information they have retrieved enables Users to track
passwords and files in the Vault. Other Visual Security features inform Users
whenever activity occurs in the Vault, and mark passwords and files so that those
that have been accessed by other Users are noticeable immediately.

Manual Security

Manual security enables Users to define access to Safes that contain highly sensitive
information so that users require manual confirmation from one or more Safe
Supervisors before they can access privileged accounts. In this way, authorized
users can permit or deny a request for access to a Safe or accounts by other users,
and retain complete control over their information. Authorized users can confirm
requests from mobile devices regardless of their physical location, enabling
continuous workflows and preventing loss of productivity.

Geographical Security

The Vault uses Geographical security to restrict Users’ logon areas. That means that
Users can be permitted to log on only from certain areas of the network, or from a
specific terminal.

Ready-to-Use Security

The Vault is a plug-and-play, ready-to-use product that implements its security
mechanisms immediately after installation. It works with any network, and an
unlimited number of Users.
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How the Vault Protects your Passwords

Passwords that are stored in the Safe are protected in a variety of ways:

Password - The Vault cannot be entered without a password and/or key.

Timing restrictions - You can limit the times during which the Vaults/Safes can
be opened (e.g., 8 a.m.to 5 p.m.).

Protected network area - You can determine the locations on the network from
which your Vault is accessed. This process is called defining a Private Network
Area. For instance, an employee at an international company can set a Private
Network Area so that their User account is only available from the Boston branch
where he resides.

Access control - You can define the level of access to a Safe for other Users.
For instance, you can authorize Users to work with files but not to delete them.

Auditing - Each time files are accessed for any purpose, the activity is written in
the Vault activity log. This enables you to track all file activity and benefit from
detailed auditing facilities.

Version control - The CyberArk Vault tracks versions of the passwords and files
it stores. Every time a password or file is updated, a new version is created. This
means that if the most recent version is corrupted, previous versions are still
available. In addition, you can undelete passwords and files that have been
previously deleted.

Dual control - Users may need to receive permission from other Users in order
to open a Safe. For example, before another User can access a Safe they may
need to request your permission and request confirmation.

Activity Logs - The CyberArk Vault keeps records of all activities that take place
inside it. An alert appears each time there is illegal activity in the Vault. For
instance, an alert is issued when an attempt is made to logon to the Vault without
the correct password.

Privileged Account Security
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Privileged Account Security Solution
Architecture

The Privileged Account Security solution provides a ‘Safe Haven’ within your
enterprise where all your administrative passwords can be securely archived,
transferred and shared by authorized users, such as IT staff, on-call administrators,
and local administrators in remote locations.

The multiple security layers (including Firewall, VPN, Authentication, Access control,
Encryption, and more) that are at the heart of the Privileged Account Security
solution offer you the most secure solution available for storing and sharing
passwords in an enterprise environment.

The Privileged Account Security solution is a plug-and-play solution which requires
minimum effort to set up, and which can be fully operational in a very short period of
time. It can be accessed and managed through a Windows Client, a Web interface,
or a variety of APIs.

The following diagram shows the different components of the Privileged Account
Security solution and how they interact.
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Privileged Account Security Solution Architecture

The Privileged Account Security solution architecture consists of two major elements.
One is the Storage Engine (also referred to as “the server” or simply “the Vault”),
which holds the data and is responsible for securing the data at rest and ensuring
authenticated and controlled access.

The second element is the interface (Windows interfaces, Web interfaces, and SDKs)
that communicates with the Storage Engine on one hand and provides access to
users and applications on the other. The Storage Engine and the interface
communicate using CyberArk’s secure protocol — the Vault protocol.

Privileged Account Security
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The Vault

The Vault is the most secure place in the network where sensitive data can be
stored. The Vault is designed to be installed on a dedicated computer, for complete
data isolation. It is packed with state-of-the-art security technology, and is already
configured and ready-to-use upon installation. This means that the security system
does not require any security expertise or complicated configuration to operate at
peak capacity.

Constant access to your passwords is extremely important. If there is a Server
failure, access to your passwords may be temporarily prevented. The Vault can be
installed as a high-availability cluster of servers which provide constant access to the
accounts in the Vault. In this implementation, there is always one Server that is on
standby in case the other Server in the cluster fails.

For Windows 2008 users, Vault high-availability implementation is achieved using
MS Cluster. For Windows 2012 users, the CyberArk Digital Cluster Vault Server
provides the high-availability implementation.

The Vault is a full LDAP (Lightweight Directory Access Protocol) client, and can
communicate transparently with LDAP-compliant directory servers to obtain User
identification and security information. This enables automatic provisioning and
creation of unique and individual users based upon the external group membership
and attributes.

The Privileged Account Security Disaster Recovery Site ensures that your Vault is
replicated to a Disaster Recovery Vault regularly, and can take over immediately
when the Production Vault stops processes requests suddenly.

The Vault is installed with an interface that enables the Administrator to start and
stop the Vault, and to monitor its operation.

The Password Vault Web Access Interface

The Password Vault Web Access (PVWA) is a fully featured web interface that
provides a single console for requesting, accessing and managing privileged
passwords throughout the enterprise by both end users and administrators with
almost no training.

Automatically produced lists of frequently used passwords and recently used
passwords for each user facilitate speedy access and usage. In addition, the Mobile
PVWA enables users to access privileged accounts from mobile devices, enabling
seamless connectivity and optimum workflows.

The PVWA's simple, intuitive wizard enables users to define new privileged
passwords, while a powerful search mechanism enables you to find privileged
passwords and sensitive files with minimum effort.

CyberArk’s PVWA dashboard enables you to see an overview of activity in your
Privileged Account Security solution, as well as statistics about all the activities that
have taken place. The dashboard shows you a graphic representation of the
passwords that have been managed, and links to specific information about users
and passwords that require special attention.

Privileged Account Security
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PrivateArk Administrative Interfaces

PrivateArk Client

The PrivateArk Client is a regular Windows application that is used as the
administrative client for the Privileged Account Security solution. It can be installed
on any humber of remote computers, and can access the Vault by any combination
of LAN, WAN or the Internet.

In order to access the Vault, the Vault’'s Administrator User must define the User in
the Vault. A Vault Network Area Administrator must then define the IP address or IP
mask of the computer where the PrivateArk Client is installed in the Vault's Network
Area.

In addition, the User must be authenticated by the Vault before being allowed
access. The Privileged Account Security solution ensures a highly secured system of
User authentication using a customizable combination of passwords, physical keys,
and certificates.

After authentication, a User can work with the PrivateArk Client to set up a Vault
hierarchy and create Safes and Users. Safe properties determine how each Safe will
be accessed, and specific User properties determine the passwords that each User
can access and the level of control that they have over these passwords. Users are
also able to monitor and track their password activities, including who has accessed
their information, when and from where.

Each command, request, file transfer and User configuration is encrypted before
being transmitted between the Vault and the PrivateArk Client to ensure maximum
protection for data at all times.

PrivateArk Web Client

Based on ActiveX technology, the PrivateArk Web browser interface provides the
same interface as the Windows native client. The Web interface simplifies installation
and distribution of the client in large organizations and permits easy access to the
EPV from mobile computers.

Privileged Session Manager

The Privileged Session Manager (PSM) enables organizations to secure, control and
monitor privileged access to network devices. Using the Vault technology, it manages
access to privileged accounts at a centralized point and facilitates a control point to
initiate privileged sessions . The PSM interface pinpoints users who are entitled to
use privileged accounts and initiate a privileged session, when, and for what
purpose. The PSM can record all activities that occur in the privileged session in a
compact format and provide detailed session audits and DVR-like playback.
Recordings are stored and protected in the Vault server and are accessible to
authorized auditors.

PSM can be leveraged by enterprises to provide secure remote access to their
sensitive network resources by third party vendors, without disclosing sensitive
passwords or keys, and while recording the entire session. All of this can be done
either through HTTPS protocol, without the need to open the enterprise firewall to
native protocols such as SSH and RDP, or by using standard RDP clients which
allows the user to connect directly from their desktop to the target machine.
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PSM is also able to restrict unauthorized commands if they are executed by a
privileged user on a network device or any SSH-based target system.

The PSM separates end users from target machines, and initiates privileged
sessions without divulging passwords or keys, maintaining the highest level of
security that is typical to all CyberArk components.

In addition, PSM can display a broad overview of all activity performed on every
privileged account, without exception. All activities are fully monitored and meet strict
auditing standards.

The PSM integrates with CyberArk Privileged Threat Analytics (PTA) to enable
organizations to identify high risk privileged sessions in real time. This ability to
detect irregularities or potentially malicious activities significantly increases the
organization's security by enabling auditors to focus their review and respond
immediately.

PSM is integrated transparently and seamlessly into existing enterprise
infrastructures and does not require changes in users’ workflow or password or key
access procedures.

Privileged Session Manager SSH Proxy

The Privileged Session Manager SSH Proxy (PSMP) enables organizations to
secure, control and monitor privileged access to network devices. Using the Vault
technology, it manages access to privileged accounts at a centralized point and
facilitates a control point to initiate privileged sessions. The PSMP pinpoints users
who are entitled to use privileged accounts and initiate a privileged session, when,
and for what purpose. The PSMP can record all activities that occur in the privileged
session in a compact format. Text recordings are stored and protected in the Vault
server and are accessible to authorized auditors. The PSMP also provides privileged
Single Sign-On capabilities and allows users to connect to target devices without
being exposed to the privileged connection password or key.

The PSMP can integrate with Microsoft’s Active Directory (AD) to provision users
transparently on UNIX systems, streamlining user management and reducing
administrative overhead. In addition to automatic user provisioning, this CyberArk
solution benefits from all standard CyberArk security and management features,
including access control and auditing. Users have immediate access to UNIX
machines, based on their AD permissions and groups, facilitating an uninterrupted
workflow and maintaining productivity.

PSMP is also able to restrict unauthorized commands if they are executed by a
privileged user on a network device or any SSH-based target system.

The PSMP separates end users from target machines, and initiates privileged
sessions without divulging passwords or keys, maintaining the highest level of
security that is typical to all CyberArk components. In addition, the PSMP can display
a broad overview of all activity performed on every privileged account, without
exception. All activities are fully monitored and meet strict auditing standards.

Similarly to PSM, the PSMP integrates with CyberArk Privileged Threat Analytics
(PTA) to enable organizations to identify high risk privileged sessions in real time.

Privileged Account Security

23



24

Implementation Guide

The Central Policy Manager

The Privileged Account Security solution provides a revolutionary breakthrough in
password management with the CyberArk Central Policy Manager (CPM), which
automatically enforces enterprise policy. This password management component can
change passwords automatically on remote machines and store the new passwords
in the EPV, with no human intervention, according to the organizational policy. It also
enables organizations to verify passwords on remote machines, and reconcile them
when necessary.

The CPM generates new random passwords and replaces existing passwords on
remote machines. The new passwords are then stored in the EPV where they benefit
from all accessibility and security features of the EPV.

Due to the Privileged Account Security solution distributed architecture, additional
CPMs can be installed on different networks to manage passwords that are all stored
in a single Vault. The Vault also supports shared configuration files for additional
CPMs in high-availability implementations, and password management per Safe in
load-balancing implementations. This flexibility enables the Privileged Account
Security solution to support complex distributed environments, for example where
several data centers are managed by one Vault.

The On-Demand Privileges Manager

CyberArk’s On-Demand Privileges Manager (OPM) enables organizations to secure,
control and monitor privileged access to UNIX commands by using the Vault
technology to allow end users to perform super-user tasks with their own personal
account, whilst maintaining the least-privilege concept. It provides a comprehensive
solution that empowers IT and enables complete visibility and control of super users
and privileged accounts across the enterprise. Using the OPM, the complete
Privileged Account Security solution enables centralized management and auditing
from a unified product to all aspects of privileged account management.

The Password Upload Utility

The Password Upload utility uploads multiple password objects to the Privileged
Account Security solution, making the Vault implementation process quicker and
more automatic. This utility works by uploading passwords and their properties by
bulk into the Vault from a pre-prepared file, creating the required environment, when
necessary. It is run from a command line whenever a password upload is required.

SDK Interfaces

Application Password SDK

The Application Password SDK eliminates the need to store application passwords
embedded in applications, scripts or configuration files, and allows these highly-
sensitive passwords to be centrally stored, logged and managed within the Privileged
Account Security solution. With this unique approach, organizations are able to
comply with internal and regulatory compliance requirements of periodic password
replacement, and monitor privileged access across all systems, databases and
applications. The Application Password SDK provides a variety of APIs, including
Java, .Net, COM, CLI and C/C++.
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The Application Password Provider is a ‘local server that securely caches passwords
after they have been retrieved from the Vault and provides immediate access to
passwords, independent of network performance.

The Application Server Credential Provider securely and automatically manages
application server credentials that are stored inside data source XML files. This
prevents the need to perform any code changes to applications and can perform
password replacement with no need to restart the Application Server, thus
eliminating downtime and allowing business continuity.

Administrative APIs

The following CyberArk API enables organizations to automate Vault operations
through scripts and programs.

Command Line Interface

CyberArk Vault's Command Line Interface, (PACLI) enables users to access the
Privileged Account Security solution from any location using automatic scripts, in an
extremely intuitive command line environment.

Limitations:

PACLI v8.0 does not include commands that manage Master Policy rules,
Exceptions, or Platforms.

Commands for features that were moved from Safe level to Master Policy level
(dual control, reason, exclusive passwords, auditing) have not yet been modified,
but they will have no effect and will not raise an error.

Privileged Account Security

25



Working with the Privileged Account
Security Solution

This chapter shows you how to set up the Privileged Account Security solution and
how to carry out basic password management activities so that you will be able to
begin working with it.

This chapter comprises the following sections:

Getting Started

= Getting Started with the PrivateArk Administrative Client
= Logging onto the Vault
Setting up the Password Vault:

= Creating and Managing Locations, Users, and Groups

= Creating and Managing Safes and Owners

= Transparent User Management

Managing accounts through the Password Vault Web Access

= The Master Policy

= Managing Target/Service Account Platforms

= Creating Accounts

= Automatic and Manual Account Management

= Account Access Workflows

= Accessing Accounts through the Mobile PVYWA
= On-Demand Privileges for UNIX Environments
= Monitoring Privileged Sessions

= Auditing Accounts
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Getting Started with the PrivateArk
Administrative Client

This section describes how to create your Vault environment with the PrivateArk
Administrative Client. It includes the following sections:

= Defining a Vault

= Creating Locations in a Vault hierarchy
= Creating Users

= Creating Groups

After this, you can create Safes and allocate owners. Then you can store passwords
and files in Safes where users can access them.

Defining a Vault

In order to access a Vault, you need a connection between the Vault and the
PrivateArk Client on your workstation. Once the connection is active, you can create
a Vault to which authorized Users will have direct access.

To Create a Vault
1. From the File menu, select New, then Vault; the New Vault window appears.
SIS x|

General Deloks

Vauh Name: |

Vauk ddvecs {

Defout Uses Nave: |

[T ] Cancel | ddvanced. |

Enter the name of the Vault and the workstation’s IP address.

In the Default User Name edit box, type the name of the User whose name will
appear by default in the Logon window.
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4. Click Advanced to display the Vault Properties - Authentication dialog box.
x
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5. Set the authentication parameters required by the Vault.

Refer to the Privileged Account Security Installation Guide for a description of
authentication methods.

6. Click the Connection tab to display the Connection dialog box and set the port

parameters.
x|
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7. Inthe General section, specify the port and the length of time in seconds that
must pass after a request from a User to the Vault after which a timeout message
will appear if there is no response.

Privileged Account Security



Getting Started with the PrivateArk Administrative Client 29

8. Inthe Proxy or Firewall server section, specify whether you will connect to the
Vault through a Proxy server or Firewall, or neither.

= If you select | am using a Proxy server, the following message box appears.

Prvateads x|
‘1 5 acvisabie to Lse server Dok 492 Mhen Lsng a1 HTTFS
o Froxy Server

= Click OK, then click Proxy Settings to display the Proxy Settings dialog box
and specify the type of proxy connection to use.
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Note for the System Administrator: If your Proxy does not allow a ‘keep alive’
connection, select ‘Use only HTTP 1.0'. This is not recommended, as the
connection to the Vault will be noticeably slow.

= |f you select | am using a Firewall, the following message box appears.
Privateark X

B 1tk advisatia b uss server oot 80 when usng a Fraval
- sarver

Click OK, then click Firewall Settings to display the Firewall Settings dialog
box and specify the type of connection to use.

Firewall Settings - X
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Note for the System Administrator: If your Firewall does not allow a ‘keep alive’
connection, select ‘Use only HTTP 1.0’. This is not recommended, as the connection
to the Vault will be noticeably slow.

9. If you are sharing Safes with a Gateway, in the Gateway settings section, enter
the Gateway name or address, then click OK to set the advanced Vault
properties, and return to the New Vault dialog box.

Privileged Account Security



30

Implementation Guide

10. Click OK to create the new Vault; if your Internet Explorer is configured to access
the Internet via a proxy server, the following window will appear.

Privatearte =
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11. Click Yes to enable the PrivateArk Client to autoconfigure the connection
properties of the new Vault,

or,
Click No to create the Vault without autoconfiguring the connection properties.
The new Vault icon will appear in the PrivateArk Client working area.

To Delete a Vault

1. Select the Vault to delete.

2. From the File menu, select Delete; the following confirmation box appears.
Prrvateadc S =

s you Sure you vaank to celsts Conpeny Vaut?

Yes | <8

3. Click Yes to delete the Vault icon, and to remove the connection between the
PrivateArk Client and the Vault.

To Update a Vault’s Properties
1. Select the Vault to update.
2. From the File menu, select Properties; the Vault Properties dialog box appeatrs.

3. Update the Vault properties as necessary, then click OK to implement the
changes.
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Logging onto the Vault

In order to enter a Vault you must first logon. During the logon process, you
authenticate to the Vault with a preconfigured authentication method.

Logging onto the PrivateArk Client

After installation you can logon with the default method, which is password
authentication, but this can be changed. For more information about configuring
authentication methods, refer to the Privileged Account Security Installation Guide.

If you log on with password authentication, the first time you logon use the logon
credentials that the Vault administrator has provided for you. After you have logged
onto the Vault, you can change your password to a more secure password.

To Log onto the Vault with Password Authentication
1. Double-click the Vault to enter; the logon window appears.

2. Inthe appropriate edit boxes, type your User name and password, then click OK;
the Vault authenticates your User name and password and grants you access.

Note: Itis recommended to change your password after logging on for the first time.

Changing a Password

Your password is created by the Vault administrator. However, you can change this
password after logging on to specify a password that only you know. Although this
password must be secure, make sure that you will be able to remember it for the next
time you log on.

To Change your Password
1. From the User menu, select Set Password; the Set Password window appears.

2. Type in your new password, then click OK.

Locking your Vault
Protect your information when you take a coffee break

Other than when you retrieve files and return them, the Vault should remain locked.
In particular, whenever you step away from your computer, the information in your
Safe should not be left unprotected.

Each time you temporarily step away from your computer you can lock your User
account. This protects your files completely, and prevents other Users accessing
your account while you are away from your computer.

Note: The Vault will lock automatically after thirty minutes has elapsed without use, or after
the period of time set by a Vault administrator.
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Lock

Unlock

Logoff

To Lock a Vault
=  From the User menu, select Lock User Account,
or,

Click Lock on the toolbar; your User account is locked and your files are
protected.

To Unlock a Vault

1. From the User menu, select Unlock User Account,
or,
Click the Unlock button on the toolbar.

2. Inthe logon window, type your password, then click OK.

Logging off from the Vault

When you have finished working with files in the Vault, and you no longer need to
keep your User Account open, you should log off from the Vault. This ensures that no
one else accesses your Account.

When you log off from the Vault, open Safes are automatically closed and retrieved
files are returned to the security of the Vault.

To Log Off from the Vault

= On the PrivateArk toolbar, click Logoff; all retrieved files are returned to the Safe,
all open Safes are closed, and the Vault is closed.

Logging on through a Browser Interface
You can access a Vault through a browser interface using the PrivateArk Web Client.
1. Using a browser, access the web site that contains a link to the Vault.

2. Click on the link to the Vault to launch the Web Client; the PrivateArk Web Client
components are downloaded to your computer. When the downloading process is
complete, the License Agreement appears.

3. Accept the terms of the License Agreement, then click Next to complete the
procedure.

4. If you need to restart your computer at the end of the download, a message box
will appear telling you to do so.

If you do not need to restart your computer, the PrivateArk Client window will
appear, displaying the Vaults that have been defined for you.

5. Log on to the PrivateArk Web Client in the same way as you would log onto a
local version of the PrivateArk Client.
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Logging onto the PVWA

The PVWA offers several authentication options for logging on to the Vault:

CyberArk
Windows

PKI

RADIUS
RSA SecurlD
Oracle SSO
LDAP

SAML

For Windows, PKI, SecurlD, Oracle SSO, and LDAP, additional Vault or Radius
authentication can be enforced for tighter security.

To Authenticate to the PVWA

1.

In your browser, specify the following URL: http://<host name>/passwordvault

The PVWA displays the authentication methods you can use to log on.

e Privileged Account Security

CYBESRARK

SIGN IN

Please choose an authentication method

Capntight © 2005 201) Crter-Alr Salware Lit A1 RigMs Rnsenes
Varsion 8.10 (8.99.0.58) ADuug | Moade sl

or,

If the Administrator has configured a default authentication method, the relevant
login page appeatrs.

Select the authentication method that you will use to authenticate to the Vault;
depending on the authentication method that you selected, the relevant logon
page appears.

If the PVWA is configured to remember the last authentication method used from
this machine, the page for that authentication method will be displayed.

Each logon procedure is described below.
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CyberArk Authentication

You can log onto the Vault with a password that has already been defined for you in
the Vault. After logging on the first time, it is recommended to change your password
so that only you know what it is.

1. Inthe list of available authentication methods, click CyberArk; the CyberArk
authentication page appears.

c Privileged Account Security
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SIGN IN

Specify your authentication detads

Eer name
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2. Type your CyberArk user name and password in the appropriate edit boxes, then
click Sign in; the Vault authenticates your information and grants you access to
the Vault.

To Change your CyberArk Password

Your CyberArk password is set by the Vault administrator when your user account is
created. However, you can change this password after logging on to specify a
password that only you know. Although this password must be secure, make sure
that you will be able to remember it for the next time you log on.

1. Inthe toolbar, click Customize,
2. Inthe Change Password section, type in your current password.
3. Type in your new password and confirm it, then click Save.
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LDAP Authentication

1.

In the PVWA, in the list of available authentication methods, click LDAP; the
LDAP authentication page appears.

Type the user’s name and password as they are specified in the LDAP directory,
then click Sign in; the Vault authenticates the user’s information in the LDAP
directory, then grants them access to the Vault.

To Change an Expired LDAP Password

LDAP passwords automatically expire after a predefined period of time, according to
your organizational policy. You can change your expired LDAP password in the
PVWA so that you can continue working seamlessly with privileged information that
is stored in the Vault. This password is automatically updated in your organizational
Active Directory.

Notes:

Currently, only expired LDAP passwords stored in Active Directory can be changed in the
PVWA. Expired LDAP passwords stored in other LDAP directories must be changed in the
directories.

An SSL connection to the LDAP directory is required. For more information, refer to
Configuring the Vault to Recognize LDAP Directories in the Privileged Account Security
Installation Guide.

To Change an Expired LDAP Password

1.

When you try to log onto the PVWA with the expired password, a message
appears informing you that your password has expired and the Change Password
window appeatrs.

In Old Password, specify your expired LDAP password.
In New Password, specify a new LDAP password.
In Confirm New Password, specify your new LDAP password again.

Your LDAP password is automatically updated and the PVWA authenticates your
user.

Privileged Account Security
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Windows Authentication

This authentication option enables you to access a Vault without an additional logon
procedure if you have already logged on to a Windows domain.

= |n the list of available authentication methods, click Windows; the PVWA will
check that you are logged on to the Windows domain and will grant you access to
the Vault.

Users logging on from an Intranet zone will be logged on transparently, without
requiring any additional logon information. However, users logging on from the
Internet will be prompted for their Windows logon information.

Radius Authentication

You can log onto the Vault with Radius authentication, according to predefined
authentication settings. After supplying your Vault username and logon information, if
any more logon credentials are required, you will be prompted for them.

1. In the list of available authentication methods, click RADIUS.

2. Type the administrative user's Username and logon information in the appropriate
edit boxes, then click Sign in; a secure channel is created between the client and
the Vault through which this logon information is sent.

3. If the RADIUS server requires more information to authenticate the user to the
Vault, a RADIUS Challenge window appears, prompting you for it.

4. Specify the additional logon details, then click OK; the RADIUS server
authenticates you to the Vault.

RSA SecurlD Authentication

1. Inthe list of available authentication methods, click RSA Secure ID; the RSA
Web Agent logon page appears.

2. Specify the user's RSA username and password, then click Sign in; the RSA
Web Agent authenticates the user and logs them onto the Vault.

PKI Authentication (User Certificate)

If your organization has a PKI (Public Key Infrastructure), you can log onto the Vault
using your personal certificate.

Note: Make sure that your personal certificate is accessible. If your certificate is stored on
an external hardware device, such as a Smart Card or a USB token, attach it to the
computer before you try to log on.

= In the list of available authentication methods, click pki; depending on your
browser and the security configurations, either of the following scenarios will
happen:

=  The PVWA will automatically locate the user’s certificate and log the user onto
the Vault,

or,

= Alist of certificates will be displayed where the user can select a certificate
and be logged on to the Vault
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Oracle SSO Authentication

1. Inthe list of available authentication methods, click Oracle SSO; the Oracle
Identity Management page appears.

2. Specify the user’s Oracle SSO username and password, then click OK; the
Oracle Identity Manager authenticates the user and logs them onto the Vault.

SAML Authentication

1. Inthe PVWA, in the list of available authentication methods, click SAML; the
SAML authentication page appeatrs.

2. Type your user’s name and password as specified in the Identity Provider (IdP),
then click Sign in; a secure channel is created between the IdP and the Vault
through which this logon information is sent.

3. Ifthe Idp is configured for multi-factor authentication, you will be required to
specify additional logon details. The Idp will then pass the logon details to the
PVWA in a secured channel.

Selecting a Specific Authentication Method via URL

= Inthe logon page, click the arrow to the left of SIGN IN; the list of available
authentication methods appears. Select an authentication method.

Or,
= Select an authentication method directly using the relevant URL.

Each authentication module that has been configured in the PVWA can be accessed
directly through a URL. The following list shows the authentication method and the
direct URL.

= Windows — http://<host name>/passwordvault/auth/windows

= PKI User Certificate — http://<host nhame>/passwordvault/auth/pki
= CyberArk — http://<host name>/passwordvault/auth/cyberark

= Oracle SSO — http://<host name>/passwordvault/auth/oraclesso
= RSA SecurlD - http://<host name>/passwordvault/auth/rsa

= Radius - http://<host name>/passwordvault/auth/radius

= LDAP — http://<host name>/passwordvault/auth/ldap

= SAML - http://<host name>/passwordvault/auth/saml
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The Main PVWA Window

After you have been successfully authenticated to the PVWA, the main PVWA
window appears. The different parts of this window and their contents are described
below:

Navigation bar Toolbar Signininformation

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

g ccons | timogs ~J sty hasro -] Ovecio |
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views
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= Sign in information — This area displays the following information:

= User name — The name of the user who signed into the PVWA.

= Sign in details — A link that enables you to display information about the last
time your current user signed in or attempted to sign in to PVWA.

= About link — A link that enables you to display information about this version
of the PVWA.

= Sign out link — A link that enables you to sign out from the PVWA.

= Nawvigation list — This list displays the different PVWA pages that enable users to
manage the privileged accounts stored in the Vault and configure the Privileged
Account Security solution. The PVWA pages in this list are displayed according to
the logged on user’s authorizations.

= Toolbar — The toolbar displays the buttons that enable users to perform tasks in
the PVWA. These buttons are displayed according to the logged on user’s
authorizations.

= Working Area — The working area displays the contents of the PVWA page
selected in the Navigation list. For more information, refer to Configuring the
PVWA, page 546.
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Viewing Sign in Information

The sign in information displays details about the current users most recent sign ins
and attempted sign ins to the PVWA from any network area. This enables you to
check that you are the only person using this account.

These details include the following information:

= Failed sign in — You can see the date and time of the last failed sign in with your
user, the IP address of the machine where your user tried to sign in, and the
number of failed sign in attempts.

= Successful sign in — You can see when your user last signed into PVYWA
successfully and the IP address of the machine where your user signed in.
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Creating and Managing Locations, Users, and
Groups

Managing Locations

Locations represent the organizational hierarchy. You can organize Safes, Users and
Groups by location, facilitating straightforward management. In addition, if you
organize your Safes according to location, you can use the Safe filter to view only the
Safes in a particular location rather than all of your Safes at once.

You can also set the maximum amount of disk quota that Users in a location can use.
This ensures control over the size of the Safe.

This section describes how to manage locations, users and groups through the
PrivateArk Client.

To Define a Location

1. From the Tools menu, select Administrative Tools, then Locations; the
Locations window appears.

2. Select the position in the existing hierarchy for a new location, then click Add; the
Add Location window appears.

x
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Type the name of the new location.

To specify a quota, select Enable Quota and enter the size of the quota to
allocate to the location, then click OK; the Manage Locations window appears
and displays the new location.

You can now save Safes, Users and Groups in the new location.
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To Move a Location

Locations can be moved in the hierarchy by dragging and dropping them. In this way,
locations can be made sub-locations or moved to a higher level on the hierarchy after
they have been created.

To Update a Location
After the location has been created, you can update its quota at any time.

1. Inthe Locations window, select the Location to update, then click Update; the
Update Location window appears.

2. Modify the quota for the location, then click OK.
To Delete a Location
Locations that do not contain Safes, Users or Groups can be deleted.

1. Inthe Locations window, select the Location to delete, then click Delete; a
confirmation message appears requiring you to confirm that you want to delete
the location.

2. Click OK; the location is deleted from the hierarchy.

To Rename a Location

1. Inthe Locations window, select the location to rename, then click Rename.
2. Type the new name for the location, then click OK.

Managing Users

As a Vault administrator you are responsible for managing users in the Vault. Users
can be created, deleted, updated, etc. These tasks are carried out through the Users
and Groups window.

Users are divided into hierarchical levels that mirror the hierarchy in the office
environment. Each department can have a User Manager who creates new Users
and updates existing Users' properties. The User Managers can manage Users who
are in the same hierarchical level and those in lower levels. In this way, User
Managers have flexibility to control permissions of Users in other departments that
are hierarchically beneath in the same way as their own Manager would.

For example, the Manager of the Engineering department is out of the office for one
week. During that week, User permissions for members of that department need to
be updated. Using the current hierarchy setup, any Department Manager above the
engineering department can alter the permissions of the member of the Engineering
department, and enable the Engineering team to continue working. Therefore, they
don’t have to wait for their own Manager to return to the office to update their
permissions.

This feature makes User Management flexible, giving control to a wider group of
authorized Users.

User authorizations determine which tasks users can perform in the Vault. Each user
is only given the authorizations that they require and no others. This helps to achieve
segregation of duties and provides a flexible methodology for controlling user
management tasks in the Vault.
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Depending on the permissions granted to them, Users of each level can manage
other Users who are at the same level or lower than them, giving control and
flexibility in user management.

Users who are listed in an LDAP-compliant enterprise directory can also be managed
transparently by the Vault. They can be added as Safe members and given security
attributes and authorizations depending on their location in the directory. For more
information, refer to Transparent User Management, page 87.

Types of Users

The CyberArk license defines different types of users that can access the Vault
through specific interfaces. The user type is defined when users are added to the
Vault and when their properties are updated. All users are assigned a user type,
including predefined users and those that are added manually or through an LDAP
directory. In addition, Vault users that are used by CyberArk components to access
the Vault are assigned a user type.

The following table describes the default user types and the interfaces that are
allowed for each user type:

User Type Description Allowed Interfaces

EPVUser EPV end user PVWA, PrivateArk Client,
PrivateArk Webclient, PACLI,
NAPI, XAPI, PIMSU
PVWA Password Vault Web Access component PVWA
user
PSM Privileged Session Manager component PSM
user
PSMUser PSM end user PSM, PVWA
Note: This user can be used for PSM
workflow only.
PSMPServer PSMP Server (PSM SSH Proxy) PSMPAPP
CPM Central Policy Manager component user CPM
ENE Event Notification Engine component ENE
user
AIMAccount  Application Account end user Application Provider, PVToolkit
AppProvider  Application Password Provider Application Provider
component user
OPMProvider OPM component user OPM
OPMUser OPM end user PIMSU
PIMProvider  Application Password Provider and OPM  Application Provider, OPM
component users
POCAdmin POC Administrative user — used for v8.0 PVWA, PrivateArk Client,

POC installations only.

PrivateArk Webclient, PACLI,
PasswordUploadUtility
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Each interface is specified by a unique Interface ID, listed in the table below:

suihorized mrfacecomponent —_____nerace 0
PrivateArk Client, Webclient WINCLIENT
PrivateArk Client, Webclient (pre v4.6) GUI
Password Vault Web Access PVWA

Password Vault Web Access (application user and gateway user) PVWAApp

Central Policy Manager CPM
Privileged Session Manager PSM
Event Notification Engine ENE
Application Password Provider AppPrv
On-Demand Privileges Manager PIMSU
PrivateArk CLI (PACLI) PACLI
.NET API (v4.1 and below) HTTPGW

You can generate a License Capacity report which enables you to see the maximum
number of licenses for each user type or object, and the number of used licenses for
each one. For more information about the License Capacity report, refer to Reporting
License Usage, page 992.

Adding a User to a Vault

The Vault administrator is responsible for adding new users to the Vault. This
process involves assigning a user name and password, defining permissions, and
other managerial tasks.

To Add a New User

1. From the Tools menu, select Administrative Tools and then Users and
Groups; the Users and Groups window appears.

2. Inthe hierarchy, select the Location where the user will be, then click New, then
select User; the New User window appears.

3. In the different tabs of the New User window, fill in the information as described
below. The General and the Authentication tabs are mandatory while the other
tabs are optional.
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General Tab

This tab enables you to create a new User account and to specify if this is a Gateway
account. You can insert a picture of the User which appears each time you view any

Visual Security displays.

New User
Time Lirnitations | Perzonal details | Phone/M otes | Business/ntemet
General I Authentication | Autharizations | Member Of

General Details

Uzer Name: |[

Usger ype: IEPVUSer j Au;horizedlnterfaces...l
Lacatior: 4 Browse... |

[~ Gateway Account

= Prowide full impersonation

™| Provide partial impersonation Replace Phata... |

™| Provide impersoration with additional Server authentization

' Dizable User
Quota

[~ Enable Quota

Sizer I MB Uzed: 0 Me

Maonitaring

I Send email notification if component is not connected

Ok I Cancel |

Option Defines ...

User Name The name of the user.

Note: You can specify up to 128 characters in the username. Make sure
that the first 28 characters are unique to the username.

User type The user type. This determines the interfaces that the user will be able to
use to access the Vault. Click Authorized Interfaces to view and modify
the interfaces that the selected user type is authorized to use. For more
information, refer to Updating User Types and Authorized Interfaces, page

51.

Location The user’s Location inside the organization hierarchy.

Replace Photo Enables you to select a photograph of the user. This is used in visual
security.

Gateway This user account is the Gateway account.

Account

Disable User The user account is temporarily inaccessible.

Quota The amount of disk space allocated to the User and currently in use by this
user.

Monitoring Whether or not email notifications will be issued if the user account cannot

connect to its authorized interfaces.
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Authentication Tab

This tab determines the type of authentication method that the User will use to log
onto the PrivateArk Client and access the Vault.

TewUmitaions | Penonddetals | FhoneMates | Business/Intemet
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Option Defines ...

Authentication method The authentication method that the User will use to log onto
the PrivateArk Client.

Require RSA SecurlD The User is required to provide a SecurlD passcode as well

authentication as the method specified above.

Password/Confirm The User’s password that is created for him to enable him
to logon to the Vault the first time.

User Must Change The User will change his password after he logs on the first

Password ... time.

Password Never Expires The PrivateArk Client will retain the User’s password until

he decides to change it.

Distinguished Name Specify the User’s distinguished name or select it from a
list. (PKI authentication.)

Note: For more information about the various authentication methods, refer to the Privileged
Account Security Installation Guide.
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Authorizations Tab
This tab determines the authorizations that the User will have in the Vault.

TeoUmidions |  Fenondidetals | FhoneMaes | Businsss/Inbemet
Genedl | Autherticahon Auhoizations | Member Ot

Enabie this User ba
'QP I~ Add Sefed
I Audt Users

I AddA)pdate Users
™ Reset Usses' Pastynds

™ Activate Users

T~ Add Network Aress

I~ Manage Daectory Mapping
I~ Manage Server Fia Categotins
I Backup All Safes

I~ Restore Al Safes

‘]
|

Section Enables the user to ...
Add Safes Add Safes in the Vault.
Audit Users Track user activities in the Vault.

Add/Update Users Add and update users, manage network areas, and manage
Locations in the same level or lower on the Vault hierarchy.

Reset Users’ Reset user’s passwords and set the "User Must Change Password

Passwords at Next Logon” for users in the same level or lower on the Vault
hierarchy.

Activate Users Activate or deactivate trusted network areas for users in the same

level or lower on the Vault hierarchy.

Add Network Areas  Add, update, and remove network areas in the Vault that specify
where the Vault can be accessed.

Manage Directory Add, update, and remove directory maps that manage users
Mapping transparently in the Vault.

Manage Server File  Add, update, and remove file categories in the Vault.
Categories

Backup All Safes Run backup procedures.

Restore All Safes Run restore procedures.
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Member Of Tab

This tab is used to add a member to a group. Defining groups can make it easier to
manage Safes since the permissions of more than one user can be modified in a
single instance. Refer to Managing Groups, page 57 for more information.

Time Lirnitations I Perzonal details I Phone/Motes I Business/lnternet |
General | Authentication | Authorizations Member Of
Member OF: Awailable Groups:
Group | Diepartrnent ;I
B Auditars N
. | Backup Uszers  “System
DR Users “System
Operators “System
i | 8 PG W ACe. . A
S PvaaMonitor 4
- | B PVwallsers i
B aulk Administr... 4

-
.| | I»

oK I Cancel

Privileged Account Security

47



48

Implementation Guide

Time Limitations Tab

This tab defines the time limitations to be applied to this User’s account.

Genmal | Autherication | Auhozations | MemberOf
Time Lintaiors: l Pesonafdetals | Phone/Motes | Busress/Intemet
History
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Section Defines ...

History The number of days that users’ account activity records are stored
before they can be deleted. This includes logon, logoff, user
management, and other similar tasks.

Note: If this parameter is set to zero, user activities in the Vault will
not be written in an audit log.

Enable this User to Whether the User can log on to the Vault during specific hours or
logon at whenever he wishes.

Automatically expire This User account is accessible for either a set period of time or for
User account on an indefinite period of time.
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Business/Internet Tab

This tab defines the user’s contact information.

Geneal | Autherication | Auhoizations | Membert |

Hame e-mal I
Busress emal [

o ] oo |

Section Defines ...

Business address The User’s postal address.

Internet E-mail addresses to which E-mails will be delivered.

Remaining Tabs

The following tabs include information that can be used later as reference for the
Vault administrator.

= Personal details — the User’s first and last names appear on the Owners list and
in User Reports to facilitate easy identification.

=  Phone/Notes
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Updating Users

After a User Account has been created for a User, it can be updated at any time by
the Vault administrator. This is also relevant for external Users, although their
General Details cannot be maodified in the PrivateArk Client, but only in the external
directory which supplies their details.

In order to update user accounts, the Vault administrator requires the following
authorizations:

= Audit Users
= Add/Update Users

In order to reset user’s passwords and activate suspended users, the Vault
administrator requires the following authorization:

=  Audit Users
= Reset Users’ Passwords

= Activate Users

To Update a User’s Profile

1. Inthe Users and Groups window, select a user, then click Update; the Update
Users window appears.

2. Make the relevant changes in the Update User Window (e.g., change password,
update picture, etc.), then click OK.

To Rename a User

1. Inthe Users and Groups window, select the user's name to change, then click
Rename.

2. Type the new name for the user, then click OK.

Deleting Users

When a User will not be using his User account any longer, you can delete the
account from the Vault. This is important as it maintains the high level of security for
the data in the Vault.

Note: Although you can delete external Users’ accounts, the User must be deleted from the
external directory to prevent a new User account being created for them when they
next try to log on.

To Delete a User Account

1. Inthe Users and Groups window, select a User, then click Delete; a confirmation
box appears.

2. Click Yes to remove the User’s account, and to prevent him from logging onto the
PrivateArk Client.
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Updating User Types and Authorized Interfaces

A user’s type and authorized interfaces can be updated in the same way as all their
other user account properties.

To Update a User’s Type

1. Inthe Users and Groups window, select a user, then click Update; the Update
Users window appears.

2. Inthe General tab, from the User type drop-down list, select the user type to
apply to the user account.

3. Click Authorized Interfaces; the Authorized Interfaces window appears. This
window displays all the interfaces that can be accessed by the selected user
type, as defined in the license.

Authorized Interfaces
Autharized Inkerfaces Available Interfaces
APPPRY Al CACRYPT =
CABACKUP ZASOSUMEMCWM
CALMLOCE CIFS

CPM CIFSAPP
DC

DCA
FEWA
FTP

I
— =
-
(0]
=
W

PYWALPP = PYWALPP
WIMCLIENT SFEARP
wAPT LI SFFWFFRIIT ﬂ

Ok | Cancel |

To Add Authorized Interfaces to the User Account

1. Inthe Available Interfaces list, select the authorized interface that the user will be
able to use, then click the left-pointing arrow to move it over to the Authorized
Interfaces list.

2. When the Authorized Interfaces list contains all the interfaces that the user will be
able to access, click OK.

To Remove Authorized Interfaces from the User Account

1. Inthe Authorized Interfaces list, select the interface to disable for this user, then
click the right-pointing arrow to move it to the Available Interfaces list.

2. When the Authorized Interfaces list contains the updated list of the interfaces that
the user will be able to access, click OK.
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Familiarization with Other Users in the Vault

In the Vault, users only see other users that they are familiar with. This ensures that
users are not aware of users who are owners of other Safes. For example, a user
from the IT department should not necessarily be aware that users from the Finance
department are also using the Vault.

Familiarization is defined by at least one of the following:

1. The user has the Audit Users authorization in the Vault. This user is familiar with
all the users in his location and sub-locations in the user hierarchy.

2. All users who share a Safe and have the View Safe Members authorization are
familiar with each other. This means that they can all see each other in the users’
hierarchy.

3. All users who are members of the same group are familiar with each other.

Network Areas

The Network Area consists of all locations from which a Vault can be accessed. This
geographical security gives you additional control over the Vault.

Network Areas are defined by IP addresses. You can either define a Mask which
gives you a wide range of addresses, or by Range which enables you to define
specific addresses.

For example,

If you define an address of 1.1.1.1 with a mask of 24, the Network Area will be
accessible from any computer whose IP address begins with 1.1.1. If the mask is
declared as 16, the Network Area will be accessible from any computer whose IP
address begins with 1.1. However, if the mask is declared as 32, the Network Area
will be accessible only from the computer whose IP address is 1.1.1.1.

If you define an address with a range, you can specify the first IP address in the
Network Area and the last IP address. So, you might specify that the Network Area is
accessible from terminals whose IP addresses are anywhere in between 1.1.1.123
and 1.1.1.133.

Access to a network area can be restricted to specific users, with extra security
measures such as permitted logon hours and violation counts. For more information,
refer to Trusted Network Areas, page 55.
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To Add a Network Area

1.

From the Tools menu, select Administrative Tools, then Network Area; the
Network Areas window appears.

In the Areas list, select the location under which the new Network Area location
will be added, then click New; the New Network Area window appears.
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In the Name edit box, type the name of the new Network Area.
Select the location of the area and its Security Level.

Note: The new Network Area location must have an equal or higher level of
security than the existing Network Area.

To ensure that users will only be able to log on to web applications from the
Network Area that is allocated to their user, select Enforce Network Areas
through Gateway.

Click Next; the Network Addresses window appears.
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Select Mask then define the IP address of the Network Area and the Mask size,
or,

Select Range then define the starting IP address and the final IP address of the
Network Area.
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Click Add; the Network Addresses appear in the Addresses list.
Note: You can add more than one mask address or range in one Network Area.

Click Finish; the Network Areas window appears listing the Network Area that
you have just added with the details of the IP addresses that you specified for
that Area.
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To Update a Network Area

1.

In the Network Areas window, select a network area location, then click Update;
the Update Network Areas window appears. This window displays the name of
the Network Area, its location, and its security level.

Click Next; the Network Addresses window appears, in which you can change or
remove the IP address mask or range.

Change the IP address as necessary, then click Finish; the modified Network
Area and its details appears in the Network Areas window.

To Delete a Network Area

1.

In the Network Areas window, select a Network Area location, then click Delete; a
warning box appears, prompting you for confirmation.

Click Yes to delete the Network Area,
or,

Click No to retain the selected Network Area.

To Rename a Network Area

In the Network Areas window, select a Network Area location, then click
Rename; the name of the Network Area becomes highlighted and you can modify
it.
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Trusted Network Areas

Trusted Network Areas are the locations on the network from which a user can
access the Vault. A Trusted Network Area prevents anyone from logging on to a user
account from anywhere other than the specified location(s). The following example
shows how a Trusted Network Area can help protect a user account.

A corporate executive has offices in New York, Boston, and London. The executive’s
Trusted Network Area includes only the Boston office, since he rarely spends time in

New York or overseas in the London office and has no need to access the Vault from
these other locations. In this scenario, he can only access the Vault from the Boston

office. Therefore, by setting up a Trusted Network Area, an extra measure of security
has been added.

Setting up a Trusted Network Area

After the Vault administrator has defined Network Areas, authorized users can set up
Trusted Network Areas and manage them. These users must have the following
authorization in the Vault:

= Add/Update Users
= Audit Users

Users who have the following authorization in the Vault can activate and deactivate
trusted network areas:

= Activate Users

In addition, authentication specifications can be set to ensure that user accounts can
only be accessed from a Trusted Network Area during certain hours. You can also
set a maximum number of violations after which a Trusted Network Area is
deactivated. Violations include logging on with an incorrect password or outside the
permitted logon hours. The Trusted Network Area must be reactivated by the
administrator before users can log on to it again.

To Set up a Trusted Network Area

1. From the Tools menu, select Administrative Tools, and then Users and
Groups; the Users and Groups window appears.

2. Select the user whose Trusted Network Areas you will modify, then click Trusted
Net Areas; the Trusted Net Areas window for the selected user will appear.

3. Select the Network Area where you will add a Trusted Network Area, then click
Deactivate; a red ‘X’ indicates that the network area has been deactivated.

4. Click Add; the Add Trusted Network Area window appears; it displays all the
locations in the entire network area.

Select one or more location(s) to add to the Trusted Network Area.

In the Authentication tab, specify the hours during which access to the Vault
through this Trusted Network Area will be permitted, and the number of violations
after which the Trusted Network Area will be deactivated.

7. Click OK; the Add Trusted Network Area window closes and the Trusted Network
Areas window displays the Trusted Network Areas where the user can access the
Vault.

Privileged Account Security



56

Implementation Guide

If you receive an error message, you might be trying to add a location that is already
part of the Trusted Network Area. Before you can add a new area, any other areas
that it's connected to must be removed or deactivated. Let’s look at an example.
Suppose that you want to add the Boston office area to a Trusted Network Area.
Lisa’s workstation is part of the Boston office, and her area is already included in the
Trusted Network Area. Before you can add the Boston office to Lisa’s Trusted
Network Areas, you must first deactivate the Network Area for Lisa’s workstation.

Updating a Trusted Network Area

There are two ways to update a Trusted Network Area. You can add a Network Area
as described above, or you can activate, deactivate, and remove locations that are
already included in the selected Trusted Network Area.

To Activate/Deactivate a Trusted Network Area Location

1. From the Tools menu, select Administrative Tools, and then Users and
Groups; the Users and Groups window appears.

2. Select the user whose Trusted Network Areas you will modify, then click Trusted
Net Areas; the Trusted Net Areas window for the selected user will appear.

3. Click on a Trusted Network Area location, then select Activate or Deactivate;
access to the User Account is either permitted or not from the specified location.

To Remove a Location from a Trusted Network Area

= Select a location in the Trusted Network Area, then click Remove; the specified
location is removed from the list of Trusted Network Areas.

Trusted Network Area Properties

You can set the hours that the Trusted Network Area can be used to access an
account, and the number of illegal attempts that can be made by a User during logon
from a Trusted Network Area before it is deactivated automatically.

To Set Trusted Network Area properties

1. Select a location in your Trusted Network Area, then click Update; the Update
Trusted Network Area dialog box appears.

2. Set the Trusted Network Area properties, then click OK; the new authentication
specifications are set for the User Account.
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Managing Groups

A Group is a collection of Users who have the same authorizations. By defining a
Group you can give all the Users in the Group the same authorizations collectively.
Likewise, when you update the authorizations of a Group, the authorizations of each
member of the Group are affected.

Users who are members of several Groups that own the same Safe, will either have
the authorizations of the first group that was added as an Owner to a Safe, or a
combination of the authorizations all the groups that they belong to, depending on
how the Vault is configured. However, if the user is an independent Owner of the
same Safe, his own authorizations will override those of the Group. For more
information, refer to Group Authorizations, page 60.

Users who are listed in an LDAP-compliant enterprise directory can be added as
group members transparently by the Vault, depending on their location in the
directory. These users benefit from the same authorizations as group members
created directly in the Vault. For more information, refer to Transparent User
Management, page 87.

During PVWA installation, groups that are required for the PVWA are created
automatically. For more information, refer to The Environment in the Password Vault
in the Privileged Account Security Installation Guide.

To Create a New Group

1. From the Tools menu, select Administrative Tools, and then Users and
Groups, the Users and Groups window appears.

In the hierarchy, select the location where the new group will be created.
Click New, then select Group; the New Group window appeatrs.

General Details

ﬁﬁ Group Mame: ||
Location: I\ Browse... |

Deszcription: |

™ Gateway Account Group

Members

External Group: Browse...

Uszers:

& add. |
Bemove |
Fremove A |

oK I Cancel |

4. Enter the Group Name and Description of the group.
Note: You can specify a group name that contains up to 128 characters. Make sure that
the first 28 characters are unique to the group name.

5. You can either add users to the group immediately, or click OK to create the
group and add users later.
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To Add a Member to a New Group

1. Inthe New Group window, click Add; the Add Members window appeatrs.

Add Members to Task force i x|
Users
5 &€ Managemant
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2. Select the User to add, or click Expand List to display all users who share Safes
with you (‘known users’), then click the arrow to move him to the Group Members
list. Repeat this process to add each member of the Group.

Note: In the Selected User(s) window, you can also type in the name of a User.
3. Click OK; the Group appears in the hierarchy list in the Users and Group window.

To Add a Member to an Existing Group

1. Inthe Users and Groups window, select the group to update, then click Update;
the Update Group window appears.

2. Click Add, the Add Members to Group window appears.

3. Select the User to add to the group, then click the arrow to move him to the
Group Members list. You can add as many Users as you wish.
Note: You can also type in a User Name.

4. Click OK to return to the Update Group window and display the members of the
group.

To Remove a Member of a Group

1. Inthe Users and Groups window, select the Group that the user belong to, then
click Update; the Update Group window appears.

2. Inthe Members list, select the user to remove, then click Remove; a warning box
appears prompting you for confirmation.

3. Click Yes to remove the User from the Members list.
Note: Click Remove All to remove all the Users from the list.
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To Update the Properties of a Group

1. From the Tools menu, select Administrative Tools, and then Users and
Groups, the Users and Groups window appears.

2. Inthe hierarchy, select the Group to update, then click Update; the Update Group
window appeatrs.

Update Group: Auditors
General Details
£ Group Mame: |Auditors
Wl
Location: I[\ Browse. .. |
Dezcriphion: |Audit0rs qroup

I Gateway secount Group

Members

Exsternal Group: Browse. ..

Users:
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¢4 _ et |
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Ok I Cancel |

3. Add users to the Group or remove them, then click OK.

To Rename a Group

1. Inthe Users and Groups window, select the group name to change, then click
Rename.

2. Type the new name for the user, then click OK.
To Delete a Group

1. Inthe Users and Groups window, select a group, then click Delete; a warning box
appears prompting you for confirmation.

2. Click Yes to delete the Group,
or,
Click No to leave the Group intact.
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Group Authorizations

Users who are members of several Groups that own the same Safe, will either have
the authorizations of the first group that the user was added to, or a combination of
the authorizations of all the groups that they belong to, depending on the
‘GroupMergeAlgorithm’ parameter in the DBParm.ini file, as follows:

= DenyOverrides — users will benefit from a combination of all the authorizations
granted to all the groups to which they belong.

= FirstApplicable — users will benefit from the authorizations that are specified in
the first group that they were added to as a member.

Users that are also independent Owners of the same Safe will benefit from the
authorizations specified in their individual user accounts, and not from those
specified in the group definitions.

Predefined Users and Groups

The CyberArk Vault automatically creates several users and groups during
installation and upgrade. These users are created for administrative tasks, and
eliminate the need for specific users to be constantly available to carry out
administrative purposes. Most of these users and groups become owners of every
Safe in the Vault, both existing and new.

Although the users and groups are created automatically, all these user accounts
except Master are disabled and therefore ineffective. In order to activate them, log on
as the Master User and in the General tab of the User properties window, clear the
‘Disable User’ checkbox.
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Next, in the Authentication tab, change the default passwords. These users have
important permissions, and their passwords must be non-obvious and known only by
authorized users.
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Predefined Users

Note: To remove predefined users, refer to Removing Predefined Users, page 62. Before

removing any predefined users, contact your CyberArk support representative.

An explanation of each predefined User follows:

Administrator — The Administrator User appears on the highest level of the
User hierarchy and has all the possible permissions. As such, he can create and
manage other Users on any level on the Users hierarchy.

Auditor — The Auditor user is a member of the Auditors group. His user appears
at the top of the User hierarchy, enabling him to view all the Users in the Safe.
The Auditor User can, therefore, produce reports of Safe activities and User
activities. This enables him to keep track of activity in the Safe and User
requirements.

Backup — The Backup user is a member of the Backup Users group. He has the
Backup Safe authorization, and therefore is able to backup all, several, or
individual Safes.

Batch — The Batch user is an internal user that cannot be logged onto. This user
carries out internal tasks, such as automatically clearing expired user and Safe
history.

DR — The DR user is a member of the DR Users group and is specifically for use
in Disaster Recovery. This user has the authorization to replicate the Safes in the
production Vault to the Disaster Recovery Vault, keeping it continuously up-to-
date.
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= Master — The Master user has all the available Safe member authorizations,
except Authorize password requests, and therefore has complete control over the
entire system. This user is used to manage a full recovery when necessary. The
Master user can only log in with the Master CD, which contains the Private
Recovery Key.

In addition, the Master User enables the predefined Users immediately after
installation and the initial network areas which enable other Users to begin
working with the PrivateArk Client. This user cannot be removed from any Safe.

= NotificationEngine — The NotificationEngine user is installed with the Event
Notification Engine (ENE). It retrieves information about activities that occur in
Safes as well as contact details of recipients so that the ENE can send
notifications.

This user is a member of the Notification Engines group.

= QOperator — The Operator user is a member of the Operators group that has the
Manage Safe authorization which enables him to update the Safe properties and
carry out other administrative operations, such as compressing the Safe and
changing the size of the Safe.

As the Operator user does not have any of the authorizations that would enable
him to view the contents of a Safe, when he opens the Safe the Open Safe icon
appears but not the Safe contents. In addition, he cannot view Safe logs or the
Owners list.

= POCAdmin — The POCAdmin user is installed as part of the POC installation for
Privileged Account Security solution v8.1. This user is for POC installations only
and should not be used in other Privileged Account Security versions.

Removing Predefined Users
Note: Before removing any predefined users, contact your CyberArk support representative.

All predefined users, except the Master user, can be removed from Safes that they
were added to automatically during Safe creation. The
PreDefinedUsersOwnerRemoval parameter in DBParm.ini determines whether or
not all or none of the predefined users can be removed, or whether only the Auditor
and Operator users can be removed.

By default, this parameter is set to ‘None’, meaning that immediately after installation
no predefined users can be removed from Safes.

To Remove Predefined Users

1. In DBParm.ini, add the PreDefinedUsersOwnerRemoval parameter and specify
the name of the predefined user to remove.

For example, PreDefinedUsersOwnerRemoval=Batch
2. Restart the Vault server.

For more information about the parameters in DBParm.ini, refer to the Privileged
Account Security Reference Guide.
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Predefined Groups

Note: To remove predefined groups, refer to Removing Predefined Groups, page 64. Before
removing any predefined users or groups, contact your CyberArk support
representative.

During installation or upgrade, the following predefined groups are added

automatically to every Safe in the Vault, and the corresponding predefined user is

added as a member. Users who are added to these groups immediately become

owners of all the Safes, according to the Group’s authorizations in the Safes. These

groups can be removed from the Safes according to the Vault configuration.

Note: In Vaults that have been upgraded from previous versions, the predefined groups will
only be added to Safes that are currently owned by the corresponding predefined

users. These users will become members of a predefined group as well as remaining
direct Safe members.

An explanation of each predefined group follows:

= Vault Admins — The Vault Admins group is a group of Vault administrators. This
group can be added to Safes with all Safe member authorizations. This group is
added automatically to the following Safes:

= System Safe
= Notification Engine Safe

= All the Safes that are created during CPM installation and modified during
CPM upgrade (<CPM User>, <CPM User>_workspace, and <CPM
User>_info)

= The configuration Safes that are created during PVWA installation
(PVWAUSserPrefs, PVWAConfig, PVWATicketingSystem, and Vaultinternal)

= The PSM Safe where the PSM user’s password is stored, and Recording
Safes where session recordings are stored.

= Auditors — The Auditors group has the View audit and View Safe Members
authorizations, which enables members to view the contents of the Safe, the
activity logs, and the Owners list. The predefined Auditor user is added
automatically to this group.

= Backup Users — The Backup Users group has the Backup Safe authorization,
which enables members to backup all, several, or individual Safes. It is
recommended to use members of this group for backup operations and not grant
this authorization to individual users. The predefined Backup user is added
automatically to this group.

= DR Users — The DR Users group has the Backup Safe authorization and is used
in Disaster Recovery. It is recommended to use members of this group for
replication and not grant this authorization to individual users. The predefined DR
user is added automatically to this group.

= Notification Engines — The Notification Engines group is a group of
NotificationEngine users that are added during ENE installation, and which
enable the ENE to send notifications about activities in the Safes. This group has
the View audit and View Safe Members authorizations so that it can monitor
activities in the Safe, but does not have access to any information.
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= QOperators — The Operators group has the Manage Safe authorization, which
enables members to update the Safe properties and carry out other
administrative operations, such as compressing the Safe and changing the size
of the Safe. The predefined Operator user is added automatically to this group.

= PVWAGWAccounts — The PYWAGWAccounts group is a group of gateway
accounts that is shared with all Safes that will be accessed through the PVWA.

Removing Predefined Groups

Note: Before removing any predefined groups, contact your CyberArk support
representative.

All predefined groups can be removed from Safes that they were added to
automatically during Safe creation. The PreDefinedGroupsOwnerRemoval
parameter in DBParm.ini determines whether or not all or none of the predefined
groups can be removed, or whether only the Auditors and Operators users can be
removed.

By default, this parameter is set to ‘None’, meaning that immediately after installation
no predefined groups can be removed from Safes.

To Remove A Predefined Group

1. In DBParm.ini, add the PreDefinedGroupsOwnerRemoval parameter and specify
the name of the predefined user to remove.

For example, PreDefinedGroupsOwnerRemoval=Operators
2. Restart the Vault server.

For more information about the parameters in DBParm.ini, refer to the Privileged
Account Security Reference Guide.

Inspecting User Activity

The Inspect User Activity window displays all your account activity. This includes the
dates and times that logon and logoff was performed from your User account, file
activity and alerts, and requests that you created or confirmed.

Let’s look at the following scenarios:

One week ago, you used a file, but you no longer recall the file name or Safe
location. By inspecting your account activity during the previous week, you can find
the information that you need. In the User account activity window you will be able to
see the names of the files that were used and the Safes where the files were stored.
Inspecting your user account is an efficient way to search for a file.

You suspect that someone is using your password to access your User account. You
can inspect your User account to check for illegal activity. If your account was used
at 12 midnight when you are typically asleep then you know that your account was
used by someone else.

To Inspect Activity in your User Account

= From the Visual Security menu, select Inspect, then User Account Activity.
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Clearing User History

Periodically, you need to clear the User account history. Only those records that have
been held for longer than the time specified in the Safe Properties History window
can be deleted.

To Clear User's Safe History
= From the Tools menu, select Clear Expired History, then User Account.

The PrivateArk Client reminds you to clear expired User history on a regular basis
when you log on to the Vault, by displaying the following message box.

@ Do wou wank ko clear expired User history now?

Clearing expired User history deletes the expired activity
log, improving performance. More than 30 days have passed
since the last time it was done. IF vou would like to do

this later, select "Clear Expired

However, your System Administrator can make this action automatic so that expired
history is cleared regularly without displaying this message window.

Creating and Managing Safes and Owners

The Password Vault gives you the flexibility to organize password objects according
to individual organizational requirements and store them in different Safes. For
example, an organization might decide to organize its password objects according to
departments, and would then create a Safe for each department where all the
password objects for that department would be stored.

By organizing passwords in different Safes, you can limit access to them. So, using
the scenario above, only the administrator of the Windows passwords would have
access to the Windows passwords Safe, while only the administrator of the Unix
passwords would have access to the Unix passwords Safe.

In addition, only authorized users have access to the password object. As
authorizations for each Safe member are given separately, some users will only have
access to view a password object, while others will have access to modify its
properties.

Throughout the entire password management procedure, the password object
benefits from all the security and tracking features of the CyberArk Vault.
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Adding and Managing Safes

Users can add Safes in the PVYWA and modify their properties, as well as manage
Safe members and their authorizations.

Adding Safes in the PVWA

Authorized users can add Safes through the PVWA. The Safes page displays a list of
all the Safes they own, and where they can create new Safes. Users require the
following authorization in the Vault:

= Add Safes — Enables the user to add Safes

Users who do not have the Add Safe authorization can view the Safes page with
either of the following authorizations:

= Manage Safe — Enables the user to view the Safes page and manage the
properties of existing Safes.

= Manage Safe Members — Enables the user to view the Safes page and manage
Safe members’ authorizations.

Safes that are created in the PVWA are based on properties specified in a Safe
template. For more information about creating Safe templates, refer to Adding Safes,
page 626, in Configuring the PVWA.

To Add a New Safe
1. In POLICIES, click Access Control (Safes) to display the list of Safes.
2. Click Add Safe; the Add Safe page appears.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION ;{:“‘"D;""‘ |0

Add Safe

aly xTe

Specify the name of the Safe and a description, if required.

4. To control access to accounts in the Safe, regardless of user authorizations in the
Safe, select Enable Object Level Access Control. For more information, refer
to Object Level Access Control, page 77.
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5. Specify password version management for the Safe, as follows:

= Save previous password versions — Determines the number of password
versions of every password that is stored in the Safe. These versions will be
saved in the Safe indefinitely until they are replaced by a newer version.

= Save password versions for a time period — Determines the number of
days that password versions are saved in the Safe.

You can display the saved password versions in the Versions tab of the Account

Details page. By default, the last five password versions are stored. For more
information, refer to Password Version Control, page 344.

Click Save; the Safe will be created in the Vault and the Safe Details page
appears.

Note: Reports Safes and PSM Recording Safes are created automatically with
the following setting:

= Auto-purge is enabled — Files in this Safe will automatically be purged after
the Object History Retention Period defined in the Safe properties.

In addition, these Safes cannot be managed by the CPM.
The Members tab displays the Owners of the Safe and their authorizations in the

Safe. By default, all predefined users and groups are hidden. To display them,
clear Hide predefined users and groups.

For more information about Safe members’ authorizations, refer to Adding and
Managing Safe Members, page 69.

Updating Safe Properties in the PVWA

Safes that are created in the PVWA are based on properties specified in a Safe
Template. Users who have the Manage Safe permission in the Safe can modify
some of the Safe properties that can be updated in the PVYWA. Other properties can
be changed in the PrivateArk Administrative Client.

For more information about the properties specified in Safe templates, refer to
Adding Safes, page 626, in Configuring the PVWA.

1.

In the Safes list, select the Safe to update, then click Edit Safe; the Edit Safe
page appears.

Modify the Safe properties, then click Save; the updated Safe properties are
saved.
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Renaming a Safe
Users who have the Add Safes permission in the Vault can rename a Safe.

1. Inthe Safes list, select the Safe to rename, then click Edit Safe; the Edit Safe
page appears.

2. Click Show advanced section, then specify the new Safe name.
POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION J Admmishakr | 0

Ssgn ool

Edit Safe - Passwords

Safe name Passwords

Saves passwards

3. Click Save; the updated Safe name is saved.

Deleting a Safe

If you are sure that the contents of a Safe are no longer needed and the Safe can be
deleted, it can be deleted by users who have the Manage Safes permission in the
Vault.

Note: You cannot recover a deleted Safe, so make sure that you will not need any
passwords or files that are stored in it.

1. Display the Safe Details page for the Safe to delete, then click Delete Safe; the
following message appears.

€ The page at 1.1.1.1 says: @

If you delete the Safe, all accounts and files stored in it will
be lost. Are you sure you want to delete this Safe?

L_ oK 3[ Cancel ]

2. Click OK to delete the Safe and all its contents,
or,
Click Cancel to return to the Safe Details page without deleting the Safe.
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Adding and Managing Safe Members

Users who have access to Safes are called Safe members. Each Safe member is
given permissions in the Safe that enable them to perform tasks on accounts and
files in the Safe. These permissions are given to each Safe member individually and
give you flexibility to grant different permissions to different Users. Each Safe
member can be given a unique set of permissions that is explicitly for their tasks and
is not relevant for any other Safe member.

Below is a list of permissions that can be given to Safe members.

Permissions Enables the Safe Member to ...

Access Access accounts in the Safe, including the following tasks:

Use Accounts Use accounts in the Safe. Users who have this authorization
can do the following:

Log onto a remote machine transparently through a PSM
connection from the Accounts List by clicking the Connect
with account icon.

Log onto a remote machine transparently through a PSM
connection from the Account Details page or the Versions
tab by clicking the Connect button.

Note: To log onto remote machines transparently through a
non-PSM connection, users require the ‘Retrieve accounts
authorization as well.

Retrieve accounts Retrieve and view accounts in the Safe.
Users who have this authorization can do the following:

View the password in the Account Details page and the
Versions tab by clicking the Show button in the password
content panel. If the platform attached to the account doesn’t
permit users to view the password, the user requires the
‘Manage Safe’ authorization.

Copy the password in the Account Details page by clicking
the Copy button. If the platform attached to the account
doesn’t permit users to view the password, the user requires
the ‘Manage Safe’ authorization.

Display the password in the Accounts list by clicking the
Show/Copy password icons. If the platform attached to the
account doesn’t permit users to view the password, the user
requires the ‘Manage Safe’ authorization.

Log onto a remote machine transparently through the
PVWA. Platforms can be configured not to display the
password value to end users, but only allow the transparent
connection.

Save files by clicking the Save As button in the Files List,
File Details and File Versions pages.

Open files that are stored in the Password Vault through the
Files List, File Details and File Versions pages.

List accounts View Account lists.
Users who have this authorization can do the following:

View the Accounts or Files list.
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Permissions Enables the Safe Member to ...

Account Management Perform account management tasks, including the following
tasks:
Add accounts Add accounts in the Safe.

Users who are given this authorization in PVWA automatically
receive Update password properties as well.

= Add accounts in the Accounts List and Account Details page
by clicking Add Account.

= Manage account groups and platforms in the CPM tab of the
Account Details page by clicking Add New or Change.

Update password Change password values as well as the contents of files.
value Users who have this authorization can do the following:

= Change password values manually in the Account Details
page by clicking the Change button.

= Undelete accounts in the Account Details page of the
deleted account by clicking the Undelete button. This is only
relevant during the file retention period.

= Manage account copies that are linked to accounts and are
stored in the same Safe by clicking Add or Edit in the
account usage tab.

= Upload files to the Password Vault by clicking the Upload
button in the Files Details page.

Update password Update existing account properties. This does not include
properties adding new accounts or updating password values.

Users who have this authorization can do the following:

= Update a selected account’s properties in the Account
Details page by clicking the Edit button.

= Manage logon and reconcile accounts in the CPM tab of the
Account Details page with the Associate, Add New, and
Clear buttons.

= Manage account groups and platforms in the CPM tab of the
Account Details page.

= Save any account property values that are specified in the
Remote connection details window for transparent
connections when the user connects to a remote machine
from the Accounts List, Account Details page, or the
Versions tab.

Initiate CPM Initiate password management operations through the CPM,
password such as changing passwords, verifying, and reconciling
management passwords.

operations Users who have this authorization can initiate CPM password

management operations in the Accounts List and the Search
results page, as well as the Account Details page by clicking
Change, Verify, or Reconcile on the toolbar. In the Change
Password window, the ‘Manually selected password’ option will
be enabled if the user has the ‘Determine next password value’
authorization.
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Permissions Enables the Safe Member to ...

Specify next Specify the password that will be used when the CPM changes
password value the password value. Users who have this authorization can do
the following:

= Specify the next password that will be used as a password
value in the Change Password and Immediate Password
Change pages.

If the user does not have this authorization, the ‘Manually

selected password’ option will be disabled and the CPM will set

a new randomly generated password.

Note: This authorization can only be given to users to have the
Initiate CPM password management operations
authorization.

Rename accounts Rename existing accounts in the Safe in the Advanced section
of the Edit Account page.

Delete accounts Delete existing passwords in the Safe.
Users who have this authorization can do the following:
= Delete the account in the Account Details page by clicking
the Delete button.
= Delete account copies that are linked to Windows accounts

and are stored in the same Safe by clicking Delete in the
password usage tab.

Unlock accounts Unlock accounts that are locked by other users.
Users who have this authorization can do the following:

= Unlock accounts that are locked by other users in the
Account Details page by clicking Release on the toolbar,
This is only relevant when the Enforce check-in/check-out
exclusive access policy rule is configured.

= Unlock accounts that are locked by other users in the
Advanced section of the Edit Account page by clicking
Release. This is only relevant when the Enforce check-
in/check-out exclusive access policy rule is configured .

= Unlock files that are locked by other users in the File Details
page by clicking Unlock on the toolbar.

Safe Management Perform administrative tasks in the Safe , including the
following:
Manage Safe = Update Safe properties

= Recover the Safe
= Delete the Safe

Manage Safe Add and remove Safe members, and update their
members authorizations in the Safe.

Users who have this authorization can also do the following:

= Modify permissions for accounts stored in Safes configured
for Object Level Access Control in the Permissions tab of
the Account Details page.

Backup Safe Create a backup of a Safe and its contents, and store in
another location.
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Permissions Enables the Safe Member to ...

Monitor Monitor Safe members, and account and user activity in the
Safe.
View audit log View account and user activity in the Safe.

Users who have this authorization can do the following:

= View the Activities tab for a selected account or file in the
Account Details or File Details page.

= Generate the Safe Activities and Active/Non-active Safes
reports in the PrivateArk Administrative Client.

View Safe Members  View Safe members’ permissions.
Users who have this authorization can also do the following:

= View the Permissions tab for accounts stored in Safes
configured for Object Level Access Control in the Account
Details page.

=  Generate the Owners List and Entitlement reports in the
PrivateArk Administrative Client.

Workflow

Authorize password Give “confirmation” to a Safe members requesting permission
request to enter a Safe.
Users also require the ‘List accounts’ authorization to see the
Request details of the password requests waiting for their
confirmation.

Access Safe without  Access the Safe without confirmation from authorized users.
confirmation This overrides the Safe properties that specify that Safe
members require confirmation to access the Safe.

Advanced Perform folder related activities in the Safe, including the
following tasks:
Create folders Create folders in the Safe.
Delete folders Delete folders from the Safe.
Move accounts/ Move accounts and folders in the Safe to different folders and
folders subfolders.
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Adding Safe Members

Users who are authorized to Manage Safe Members in a Safe can add existing Vault
users and groups, as well as users in external LDAP directories, as Safe members in
the PVWA and specify Safe authorizations.

To Add Safe Members in the Current Vault

1. Inthe Safes list, select the Safe where you will add a Safe member, then click
Members; the Safe Details page appears.

2. Inthe Members tab, click Add Member; the Add Safe Member window appeatrs.

Add Safe Member
Search: |:| Search In wault b Search

Selected Search: Yault

harme Business Email Full Mame J

i o

[ access =
Use passwords
Retrieve passwords
Lizk passwords

D Password Managarment

D Safe Managernent
[ toritor
Wiew audit
[#] Wiew SaFe Members
D ifarkRaw
|:| Advanced

- S ||

add Close

The default authorizations that will be given to the new Safe Member are
selected. These authorizations can be configured in the Default Safe
Authorizations in the Web Access Options in the System Configuration page. For
more information, refer to Configuring the System through PVWA, page 1063.

3. Inthe Search edit box, enter either part of the name of the user or group to add
as a Safe member or the whole name. You can also leave the Search edit box
empty to search for all users.

4. Inthe Search In drop-down box, select Vault, then click Search; a list of users
and groups in the Vault whose names match the specified keyword is displayed.

5. Select the user or group to add as a Safe member, then select the authorizations
that they will have in the Safe. Select the checkbox next to the title of the
authorizations group to select all the authorizations in that group.

6. Click Add; the selected user or group is added and confirmation appears at the
bottom of the screen.
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7.

Click Close; the Safe Details page appears and displays the new Safe member in
the Members list.
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Adding Safe Members from LDAP

If the Vault is configured to support transparent user management, users that are
configured in an LDAP directory can be added through the PVWA.

1. Display the Safe Details page for the Safe where you will add a Safe member.

2. Inthe Members tab, click Add Member; the Add Safe Member window appeatrs.

3. Inthe Search In drop-down box, select the External Directory where the user that
you will add as a Safe member is defined.

4. Inthe Search edit box, enter either part of the name of the user or group to add
as a Safe member or the whole name. You can also leave the Search edit box
empty to search for all users.

5. Click Search; a list of users in the specified external directory whose names, user
ID or email match the keyword and the relevant Vault LDAP mapping rules is
displayed.

6. Select the user to add as a Safe member, then select the authorizations that they
will have in the Safe. Select the checkbox next to the title of the authorizations
group to select all the authorizations in that group.

7. Click Add; the selected user is added and confirmation appears at the bottom of
the screen.

8. Click Close; the Safe Details page appears and displays the new Safe member in

the Members list.

For more information about managing users in external directories, refer to
Transparent User Management, page 87.
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Updating Safe Member Authorizations

Users who are authorized to Manage Safe Members can update existing Safe
Member authorizations.

1. Inthe Safe Details page, in the Members tab, click the name of the Safe member
to update; the Update Safe Member window appears.

Update Safe Member

[ fccess
Uze passwords
Retrieve passwords
List passwords
I:‘ Password Management
Add passwords (imcludes update properties]
Update password walue
Update password properties
I:‘Initiate CPM password management operations
Specify next pazsword walue
[Irename passwards
I:‘ Delete passwords
[(Junlock passwords
I:‘ Safe Management
[ Moritor
Wiew audit
[#] Wieww SaFe Members
[ wwarkfaw
D Advanced

D hembership expires on date: I:I

Save Close

2. Update the Safe authorizations for this Safe member. Select the checkbox next to
the title of the authorizations group to select all the authorizations in that group.

3. Click Save; the user’s authorizations in the Safe are updated and the Safe Details
page is displayed again.
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Removing Safe Members

1. Inthe Safe Details page, in the Members tab, use the horizontal scroll bar to
scroll to the end of the Safe Member authorizations; you can see the Remove

Member icon.

POLICIES - ACCOUNTS APPLICATIONS REFORTS ADMINISTRATION 3 Kommnsin ’ (/]
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2. Click the Remove Member icon in the row of the user to remove; a message
appears prompting you for confirmation.

Windows Internet Explorer

\‘{/ Are you sure you want to delete this Safe member?

[ OK ] [ Cancel

]

3. Click OK to remove the user from the list of members for this Safe,

or,

Click Cancel to return to the Safe Members list without removing the user from it.
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Object Level Access Control

The Privileged Account Security solution provides granular access control for
passwords and files that are stored in the Vault. Object level access enables you to
control who can retrieve and use specific passwords and files in the Safe, regardless
of Safe level member authorizations. For example, an external vendor or technician
can be given retrieve or use authorizations for a specific password which he will be
able to use without being aware of any other passwords or files in the Safe.

When a new password or file is added to a Safe, each Safe member will have their
default permissions on that new object, as set in their Safe member authorizations.
However, these authorizations can be changed granularly for individual passwords or
files.

You can see a general summary of each user’s access control and authorizations in
the Entitlement report.

Configuring the Safe

Object level access control can be configured in the PVWA. It can be set either when
the Safe is created or by updating an existing Safe’s properties. Once enabled,
object level access control cannot be disabled.

To Configure the Safe

1. Display the Safe Details page for the Safe to update, then click Edit; the Edit
Safe page appears.

2. Select Enable Object Level Access Control, then click Save; object level
access is enabled for this Safe, and the Safe Details page displays the Safe
settings.
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Configuring User Accounts
Any user who is a Safe member can be given object level access.
To Configure User Accounts

= Add all users who will access passwords or files in the Safe as Safe member of
the Safe. The authorization that you select will affect access to objects in the Safe
as follows:

= If the user has the Use accounts or Retrieve accounts authorizations, you
can remove these authorizations from individual passwords or files to prevent
the user from accessing them.

= |f the user does not have either of the above authorizations, you can give
them individually on specific passwords and files to enable the user to access
them.

Viewing the Safe Members List

Authorized users can view a list of users who have permission to retrieve a selected
account or file in the Object Properties window. Users require the following Safe
member authorization in order to view the list of Safe members who are authorized to
retrieve a specific account or file:

= View Safe Members

Users who do not have this authorization will not be able to see the Permissions tab
in the Account Details window.

To View the Authorized Safe Members List

1. Display the Account Details window for the password for which you want to see
who has access.

2. Click the Permissions tab; a list of all the Safe Members for this Safe is
displayed. You can see which users have the ‘Use passwords’ authorization for
the current account and which have the ‘Retrieve passwords’ authorization for it.
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Managing Object Level Access Control

Authorized users can give use and retrieve permissions on individual passwords or
files to Safe members who do not have retrieval permissions in the Safe. These
users can also revoke retrieval permissions for specific users on individual
passwords or files. Users require the following Safe member authorizations in order
to manage Object Level Access Control:

View Safe Members
Manage Safe members
One of the following:

= Retrieve passwords authorization

= or
= Use passwords authorization
= or

= No ‘Retrieve passwords’ authorization or ‘Use passwords’ authorization, but
has authorization to access the password or file.

Users who do not have all of the above authorizations will not be able to add or
remove Safe members to the list of users who are authorized to use or retrieve the
specified password or file.

To Manage Access to a Password or File

1.

In the Permissions tab, click the name of the user to grant or deny access to the
password; the Change Permissions window appears. This window enables you to
change the user’s access permissions for this password or file.

Change Permissions For Owner: Lisa
Object name: Metwork Device-CiscoSSH

Perrmissions: | Use

Retrieve

QK ] Cancel I

Change the permission, then click OK; the user’s permission is changed and the
current permission is displayed in the Authorized Safe member list.
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Advanced Safe Management

Safes that are created in the PVWA are based on properties specified in a Safe
Template. Users who have the Manage Safe permission in the Safe can modify
some of the Safe properties that can be updated in the PVWA. This section
describes the properties that can be changed in the PrivateArk Administrative Client.
These tasks described in this section are for advanced management and
configuration and are rarely used

Creating Password Safes

When you create a Safe, you determine how the files in it will be stored, accessed,
and categorized. At any time after a Safe has been created, you can modify the Safe
property settings.

Different configurations influence the way you can work with the Safe. For example,
you can configure a Safe for Sharing, which mean that it can be accessed through a
variety of applications through the Password Vault Web Access.

A new Safe is defined in the New Safe window. The first tab is mandatory, although
every other tab contains default settings which you can accept as your own.

To Create a Password Safe
1. Inthe PrivateArk client, logon to a Vault.
2. From the File menu, select New, then Safe; the New Safe window appears.

3. Inthe General tab, specify the name of the Password Safe and any other relevant
detalils.

MNew Safe

Restrictions | Encryption I File Categories I Sharing I
General | Authorized Area | Histary I Preferences

General Details

Safe name: |[
il

Description; |

Location: |\ Browsze. .. |

[~ Enable Objsct Level Access Control
™ ContentValidated

[~ Content Filtered: " Text Orly
= Wius Free [ohsolete]

Capacity

@'\4 Maimun Safe Size (MB} [50

Sale Quota is currently owned by: You
™| Take Safe Bucta o my Accourt

B Usedspace: 0% 0 bytes
B Fresspace:  100% 50.00MB

e

4. If the passwords in the Safe will be managed by the CPM, display the
Preferences tab and make sure that Retrieved is selected.

This will enable the Safe Owners to track password activity at a glance, and
specifically, will enable the CPM user to identify passwords that are marked as
OneTimePasswords and have been added or retrieved.
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MNew Safe
Restrictions | Encryption | File Categories | Sharing |
General | Authorized Area | Histary Freferences

Accesz: Mark Updates

Mew Owners of this 5afe will initially receive automatic Access Mark updates
whenever a file [or an object) from this Safe is:

@ © i

@ W Modiied

@ v Betrieved

Other

[~ Mew Dwners of this Safe will initislly Retrieve for read-only

o

In the Restrictions tab, you can determine the hours during which a Safe can be
accessed, by selecting one of the following:

= All Hours — Safes can be accessed at any time.
= From — Safes can only be accessed between the specified hours.

Genwd | Asbonediss | Hetoy | Peteences |
Resticbon | Eroypton | FleCaegeies | Shang |
Safe can be accessed o
@ Wi Hoes C g [ |
To [ | =

Delaycpermg ol the Safetor [0 mnaes

You can also determine whether or not there will be a delay between when a
Safe is opened and when it can be accessed. Specify the length of the delay in
minutes.

In the File Categories tab, check that Use File Categories is selected. This
enables you to use password properties.

If the passwords in this Safe will be managed by the CPM, this option is required
for the CPM user to identify passwords.
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MNew Safe
General | Authorized Area | Hiztory | Preferences |
Restrictions | Encryption File Categories | Sharing

General
8 I™ Enforce File Degoriptions
™ Enforce File Keywords
Categaries
¥ Use File Categories
Mame ‘ Type | Walid Yalues | Default | Hequinﬂ
BlypolicyD  TEXT T
%UserName TEXT Mo
Bl sddress  TEWT Ma
Bl Resetimm... TEXT Ma
%Inplocess TERT Mo
%Extrapass... TEXT Mo
| TLYEN w TCWT 1~ i
il | ;IJ
r.. gdi. || Dok |
res_|

To create or add new account properties, refer to Defining Custom Account
Properties, page 162.

7. Inthe Sharing tab, select Share this Safe, and then select one of the following
options, depending on the type of authentication you specified during Password
Vault Web Access installation:

= Enable access to fully impersonated users

= Enable access to impersonated users with additional Server authentication.

8. From the Gateway Account drop-down list, select the Gateway Account group
that was created as part of the Password Vault installation, then click Add; the
Gateway Account group name is added to the list of Accounts that the Safe is
shared with.
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9. Inthe other tabs, specify additional Safe properties.

10. Click OK; the new Safe is now ready to store passwords in it, and can also be
accessed by authorized users through the Password Vault Web Access.
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Updating Safe Properties

If you have the Manage Safe authorization, you can modify the properties of an
existing Safe.

To Modify Safe Properties

= QOpen the Safe, then from the Safe menu, select Properties; the Properties for
Safe window appears.

This window is similar to the New Safe window, except that the Safe name
cannot be changed. You can modify all the properties in the different tabs as
described above, except for those in the Encryption tab.

To Rename a Safe
1. Open the door of the Safe to rename, but remain in the Safe view.

2. From the File menu, select Rename; the name of the Safe appears within a white
text box for you to change.

3. Type the new name of the Safe, then press Enter.

A Safe can be renamed even though other users might have files in the workspace.
However, when the user logs on or off from the PrivateArk Client, a message box will
appear to tell him that the files cannot be returned to the Safe, and to enable him to
save the files in a new location.

Deleting a Safe

The Safe and its files can be deleted from a Vault. However, you can only do this
after the version retention period has expired for all files.

To Delete a Safe

=  Select the Safe to delete, then from the File menu, select Delete; the Safe and all
its contents is deleted.

Note: You cannot recover a deleted Safe, so make sure that you will not need any
passwords or files that are stored in it.

For more information about Safe ownership, refer to Adding and Managing Safe
Members, page 69.

Privileged Account Security

83



84

Implementation Guide

Opening the Safe

After you log onto the Vault, the Safes that you are authorized to access appear in
the Working Area. You are a Safe Owner of these Safes.

Safe Owners are users who have the authority to enter the Safe and work with
passwords and files in the Safe or make changes to the Safe itself. Authorizations
may vary according to the settings of each Safe Owner. For a complete list of Safe
Owner rights, refer to Adding and Managing Safe Members, page 69.

A Safe Filter box enables the user to filter ‘his’ Safes and display a group of Safes,
rather than all of them at the same time. The filter box displays all the locations that
the user has access to, in addition to locations that contain Safes which the user
owns. By selecting a location, the user can view the Safes in that location and its
sublocations.

Safe Filter
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To begin working with the files in the Safe, open the Safe and then enter to display
the files inside.

To Open and Enter a Safe
1. Logon to a Vault. The available Safes are displayed in the Working Area.
2. Select a Safe, then from the Safe menu, select Open and Step Into,

or,

Double-click the Safe to open.

The contents of the Safe are displayed in the working area.

There are some advanced users who may wish to remain at the “Safe level”. By
opening the Safe, but still remaining outside the Safe itself— you can update the
Safe properties (e.g., size of the Safe) and perform other administrative tasks.
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To Open a Safe without Displaying its Contents

= Click on a Safe, then from the Safe menu, select Open. The Safe is opened, but
you remain outside the Safe itself.

You can configure your PrivateArk Client to open the Safe, but not to display the
contents of the Safe.

1. From the Tools menu, select Options; the Options window appears.

2. Inthe General tab, clear ‘Display Safe contents on double-click/Enter’, then click
OK.

To Display Safes by Location

The Safes you own are displayed automatically when you log onto the Vault. The
Safe Filter enables you to display Safes that have been created under a specific
location, and therefore reduces the number of Safes that appear on your screen.

= From the Safe Filter drop-down list, select the location where the Safes you want
to display were created; the Safes created in that location appear in the Safe
view.

Confirmation to Enter the Safe

You might not have the authority to open a particularly secure Safe until you receive
“clearance” from one or more of the Safe’s Owners. The Requests icons on the side
of your screen will indicate when clearance has been requested, and when you have
permission to enter the Safe.

Enter the Safe only at Specific Times

Another security feature prevents Safes from being opened except at certain times
(e.g., 8 a.m. to 5 p.m.). If you try to enter at a time that has not been designated for
access, you will receive a message that informs you that the Safe is unavailable.

Closing a Safe

When you close a Safe, all retrieved files that are in the PrivateArk Workspace are
returned automatically to the Safe. It is important to close the Safe after you've
finished working with your files to prevent them from being left outside the Vault
where they are not secure. Files that are in use by another application cannot be
returned until they are closed.

To Close a Safe

=  From the Safe menu, select Close; all retrieved files are returned to the Safe and
the Safe is closed.

If any files are in use by another application, a message box appears to inform
you. The message box prompts you to retry returning individual files to the Safe,
or to skip them and leave them out of the Safe.

= To return files that are in use, toggle to the open file, close it, then click Retry.
= To leave the files out of the Safe, click Skip.
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Inspecting Safe Activity

Whenever necessary, you can view records of all Safe activity. This includes the
activities of all Users or each individual User. The Safe activity window displays the
names of the Users who have handled files, when, and for what purpose.

For instance, a manager at a large firm can view the activity of everyone who has
opened a Safe or the Safe activity for an individual employee.

The Safe activity window can be displayed whether the Safe is opened or closed.
To Inspect Safe Activity

= Select a Safe, then from the Visual Security menu, select Inspect, then Safe
Activity,

or,
Select the Safe to inspect, then click Inspect on the toolbar.
Clearing Safe History

Periodically, you need to clear the Safe history to avoid unnecessarily long lists and
confusion. Only file versions and Safe history logs that have been held for longer
than the time specified in the Safe Properties History window can be deleted.

To Clear Safe History
= From the Tools menu, select Clear Expired History, then Safe.

The PrivateArk Client reminds you to clear expired Safe history on a regular basis
when you log on to the Safe, by displaying the following message.

Privateark x|
@ Do wou want ko clear expired Safe history now?

Clearing expired Safe history deletes the expired activity
log and expired filz versions, improving petformance. More
than 30 days have passed since the last time it was done, IF
wou would like to do this later, select “Clear Expired

History" from the Tools menu.

However, your System Administrator can make this action automatic so that expired
history is cleared regularly without displaying this message window.

Alerts
(&) This icon indicates routine Safe activity (e.g., logging on, opening a Safe, etc.)

/M This icon indicates an alert. (E.g., an attempt to log on to your account with an
incorrect password or incorrect key).
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Transparent User Management

The Privileged Account Security solution transparently supports User Accounts and
Groups of users whose details are stored externally in LDAP-compliant directories. In
order to maintain the typically high level of security in the Vault, the security attributes
of LDAP User Accounts and Groups are managed internally.

An LDAP User Account is created the first time a User is referenced in one of the
following situations:

= The user logs on to the Vault
= The user is added as a Safe member
= The user is added as a Group member

LDAP Groups are created when Groups that are defined in one or more external
directories are added as Safe Owners or as members of a regular group in the
CyberArk Vault.

A Directory Map determines whether a User Account or Group may be created in the
Vault, and according to which criteria. Each Map contains a rules list which specifies
the users and groups who can access the Vault, and a template which contains the
security attributes and authorizations that will be applied when an LDAP User
Account is created. During installation, the Privileged Account Security solution
creates built-in directory maps for the most common Privileged Account Security
solution users. You can use these directory maps immediately, modify them with
relevant mapping rules according to your enterprise standards, or create new
directory maps.

Security attributes and authorizations of an LDAP User or Group cannot be modified
in the same way as a User Account or Group that has been created directly in the
Vault. LDAP User Accounts and Groups are based on a template that is created as
part of the Directory Map, and any changes must be made there. The LDAP User's
Account properties are updated by the Directory Map each time the user logs on to
the Vault.

Personal User details are retrieved from the external directory each time the user
authenticates to the Vault, and therefore cannot be modified in the Vault, but only in
the LDAP directory.

LDAP Users and Groups that have been created in the Vault appear in the Users
list, marked with the LDAP User or Groups icon.
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Managing Directory Maps

Predefined Directory Maps

During installation, the Privileged Account Security solution creates four built-in
directory maps. You can use these directory maps immediately, modify them with
relevant mapping rules according to your enterprise standards, or create hew

directory maps.

The following list describes the built-in directory maps and their details.

Vault Users Mapping

Applies to:

Location:

User type:
Authentication:
Authorizations:

Default mapping rules:

Vault Groups Mapping

Applies to:

Location:

User type:
Authentication:
Authorizations:

Default mapping rules:

Vault Auditors Mapping

Applies to:

Location:

User type:
Authentication:
Authorizations:

Default mapping rules:

Vault Admins Mapping

Applies to:

Location:

User type:
Authentication:
Authorizations:

Default mapping rules:

Users

"
EPVUser
LDAP Auth
None

Groups

g

N/A

N/A

None

Map to base context

Users

"
EPVUser
LDAP Auth
Audit Users

Users

"

EPVUser
LDAP Auth

All permissions
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Creating a Directory Map

The directory map determines which users in the External Directories that the Vault
recognizes will be able to access the Vault. Therefore, only users who have a high
level of authority and responsibility in your organization should be given the “Manage
Directory Mapping” authorization in the Vault to perform this operation.

To Create a Directory Map

1.
2.

Log onto the PrivateArk Administrative Client as a Vault administrator.

From the Tools menu, select Administrative Tools, then Directory Mapping;
the Directory Mapping for Vault window appears.

Click Add; the New/Update Directory Map window appears.
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In the Map Name edit box, type the name of the Directory Map that will be
created.

In the Location edit box, specify the location in the Vault hierarchy where the
users who will be created according to this Map will be created.

Click Browse to display the Vault hierarchy and select the Location.

To create locations in the Vault according to the LDAP branches in the External
Directories, select Use LDAP Branches as Vault Locations.

Depending on whether this Map will create users or groups, or both, select
Users, Groups, or both.

If you select Users, the User Template button becomes active. Click User
Template to display the New Directory Map window and specify the user
properties that will be given to the External User Account when it is created.
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Mew Directory Map E

General IAuthenticationI Authorizationsl Time Limitationsl

General Details

Map Mame:  LDAP Management
User twpe: |{2=H IR Authorized Interfaces. .. |
Lo ation: b
USER
LATE

" Disable User

Trusted Met dreas. . |

Quata

[ Enable Quata

Size: I hB Used: 0 MB

M anitoring

I~ Send email notification if component iz not connected

oK I Cancel |

i. Inthe General tab, select the User type, then enable a quota, if necessary. To
monitor this user type’s activity, select Send email notification if
component is not connected.

ii. Inthe Authentication tab, specify the authentication method that the user will
use to log onto the Vault.

iii. In the Authorizations tab, select the Vault authorizations that will be allocated
to users created with this Map.

iv. Inthe Time Limitations tab, specify the time allocations that will be allocated
to users created with this Map.

9. When you have finished specifying the Directory Map, click OK; the new
Directory Map is created and New/ Update Directory Map window appears again.

10. In the Rules section, click Add; the New/Update Rule window appears.
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11.

12.

13.

14.
15.

16.

17.

In the Directory Name edit box, specify the name of the External Directory whose
users will be able to access the Vault with this map.

Click Browse to display a list of Directories and Branches that are available to
the Vault.

Select a directory, then click LDAP Connection to connect to the selected
External Directory; the Connect to Directory window appears.

Select Login automatically using the current user credentials to log onto the
external directory with the credentials of the current Windows user,

o,
Select Use other user credentials to specify the User's DN and Password.
Click Connect; you are connected to the specified external directory.

To log on as a different LDAP user, in the Choose Directory and Branch window,
click LDAP Connection, then specify different User credentials and click
Connect; the directories that this user has access to will appear.

Select the branch that lists users who will be able to log on with this Map, then
click Select; the New/Update Rule appears and displays the name of the
selected directory and branch.
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In the Query Filter, specify the filter that will be applied to the users in the
specified branch to ensure that only certain users will have access to the Vault.

Note: The query filter is optional and should only be used when the location-based
filtering is not focused enough to identify users.

18. In the Group Filter, specify the group in the specified branch that will be used to

map users according to LDAP group membership. You can specify values to this
field in regular expression format.

Note: The group filter is optional and should only be used when the location-based
filtering is not focused enough to identify users.

19. Click Test to display the users that meet the specified criteria and for whom an

External User Account can be created.
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20. If the list of users is correct, click OK to add the specified directory and branch to
the Rules list.

To add another rule to this Map, click Add and repeat steps 9-14.
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21. When you have finished specifying Rules, click OK; the Directory Mapping for
Vault window appears.
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All the Directory Maps that have been created in the Vault appear in the Map
Name list.

Allocating Map Order

The order in which the Maps appear in the Directory Mapping window indicates the
order in which the Maps are matched with users and groups from the External
Directory when determining if they can be created in the Vault.

The arrows next to the Map Name list enable you to move Maps higher or lower in
the list, thus altering their priority.
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Updating Directory Maps

You can update Directory Maps and change the rules and properties that will apply to
LDAP User Accounts and Groups created with that Map.

In LDAP User Accounts, you can change the security attributes and authorizations.
These properties will be applied when a new LDAP User Account is created or when
an existing LDAP User logs on again, or is added as a Safe member or a Group
member.

In LDAP Groups, you can change the type of locations hierarchy that will be used in
the Vault when LDAP Groups are created.

To Update a Directory Map
1. Log onto the PrivateArk Administrative Client as a Vault administrator.

2. Inthe Directory Mapping for Vault window, select the Map to update, then click
Update; the New/Update Directory Map window appears.

3. Update the Map rule and template as required.

Modifying External User Accounts

After External User Accounts and Groups have been created in the Vault, you can
view their properties and modify some of them in the External User Account in the
Vault.

To Modify External User Accounts
1. Log onto the PrivateArk Administrative Client as a Vault administrator.

2. From the Tools menu, select Administrative Tools and then Users and
Groups; the Users and Groups window appears.

The Users list displays all the users and groups that have been created in the
Vault. LDAP users and groups are marked with special icons.
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3. Select the External User Account to modify, then click Update; the Update Users
window appeatrs.

In the Update Users window, you can change the following user properties:

= The method that the user will use to authenticate to the Vault, including the
following:
= Password properties
= The user certificate DN

=  Whether a user is disabled or not.

4. Update the user account properties as required, then click OK; the modifications
are applied to the selected External User Account.

Setting Up PKI Authentication when the Certificate Subject Names are
different from the Active Directory DNs

If a user's Distinguished Name (DN) in the Active Directory does not match the
Subiject in their PKI certificate, their user will not be identified and they will not be
able to log onto the Vault. However, if at least one element of the DN matches the
certificate subject, you can configure the Vault to identify LDAP users according to
that specific element.

In the LDAP Prdfile file for the relevant directory, specify the following parameters:

= UserNameDNElement — The DN element of the Certificate Subject that will be
used to match the user who is attempting to log on with the given PKI certificate.

= ObjectCommonName — Specifies the field in the Active Directory that will be
matched with the value of the certificate DN element that is specified in the
UserNameDNElement parameter.

The following example shows the DN listed in the Active Directory and the
corresponding DN listed in the PKI certificate:
DN in Active Directory: CN=User;0OU=mycompany;DC=com
Subject in PKI certificate: CN=User;0U=mycompany;DC=eu

As the values of CN and OU are the same in both DNs, in the Profile set, you could
specify either of them in the UserNameDNElement parameter. If you decide to
specify CN, you would also specify CN in the ObjectCommonName parameter to
enable the system to search in the Active Directory according to this DN element.

Privileged Account Security



Transparent User Management

Changing the External User’s Certificate

If the certificates that can be used to enable PKI authentication to the Vault are in the
external directory, you can change the certificate that is specified in the External
User’s Account.

To Change the External User’s Certificate
1. Log onto the PrivateArk Administrative Client as a Vault administrator.

2. From the Tools menu, select Administrative Tools and then Users and
Groups; the Users and Groups window appears.

3. From the Users list, select the LDAP User Account to modify, then click Update;
the Update Users window appears.

4. Select the Authentication tab; the User’s authentication settings appear.
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Click Select; the Choose Certificate window appears.

Select a certificate from a local certificate store:

i. Select From Local Store, then click Browse, and select the certificate from
the certificate list; the certificates Distinguished Name appears in the Choose
Certificate window.

ii. Click OK; the specified certificate’s Distinguished Name appears in the
authentication tab of the Update User window and can now be used to
authenticate the LDAP user to the Vault.

or,

Select a certificate from an LDAP directory:

i. Select From Directory, then click Browse to display the Choose Directory
and Branch window.

ii. Select a directory. If you are not logged on to the LDAP directory, the Connect
to Directory window appears,
or,
To log on as a different user and choose a group from a different LDAP
directory, click LDAP Connection and specify the User credentials that will
give you access to those directories.

iii. Select the branch that contains the required certificate, then click Select; the
directory name and branch appear in the Choose Certificate window.
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iv. Specify the Query Filter, then click Search; all the certificates that meet the
query filter criteria are displayed in the Search Results.
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v. Select the required certificate, then click OK; the specified certificate’s
Distinguished Name appears in the authentication tab of the Update User
window and will now be used to authenticate the LDAP User to the Vault.

7. Click OK; the LDAP User Account’s authentication properties will be updated.

Modifying LDAP Groups’ Properties

After LDAP groups have been created in the Vault, their Safe Ownership properties
can be altered.

To Modify LDAP Groups
1. Log onto the PrivateArk Administrative Client as a Vault administrator.

2. From the Tools menu, select Administrative Tools and then Users and
Groups; the Users and Groups window appears.

3. Select the LDAP group to modify; only the Delete and Safe Ownership buttons
are active, indicating that these are the only activities that can be carried out on
these groups.

4. Modify the Safe Ownership properties as required, then click OK; the
modifications are applied to the selected Group.
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Managing Safe Ownership for LDAP Users and Groups

After LDAP User Accounts and Groups have been created in the Vault according to
Directory Maps, they can be given Safe ownership rights in the same way as any
other user account in the Vault. Alternatively, LDAP Users and Groups can be added
to the Safe owners list directly from the external directory.

Safe ownership for LDAP users and groups can also be managed in the PVWA. For
more information, refer to Adding and Managing Safe Members, page 69.

To Grant Safe Ownership to LDAP Users and Groups
1. Log onto the PrivateArk Administrative Client as a Vault administrator.

2. Open the Safe to which to add Owners, then from the Safe menu, select
Oowners,

or,
Click Owners on the PrivateArk toolbar.
The Owners window appears.

3. Click Add; the Add Owners dialog box appears.
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Select the name of a user or group to add to the Safe Owners list.

If the name of the user to add as a Safe Owner doesn’t appear in the list, click
Expand List to display all users who share Safes with you (‘known users’)

or,

Add the LDAP user directly from one of the external directories that can be
accessed by the Vault:

i. Click Add From LDAP; the Find External User/Group window appears.

ii. Select the directory that contains the user or group to add as a Safe owner.
ii. Click Search For then select either Users or Groups.
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iv. In the Filter edit box, specify the filter that will identify users or groups to add
as external users or groups, then click Search; a list of users or groups that
meet the specified criteria appears in the Search Results.

The filter keywords you enter will be matched against users’ first and last
names, as well as their email address and actual user or group hame in the
external directory.
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v. Select an item in the list, then click OK; the selected user or group is added to
the Add Owners list in the PrivateArk Client.

Note: If you cannot see a user in the hierarchy, you might not be ‘familiar’
with him. Type his CyberArk Vault username manually in the Selected
User(s) field.

Select the Safe Owner authorizations and preferences.

Click OK; the Safe Owner is added to the Safe Owners list with the authorizations
that you have set.

For more information about Safe ownership, refer to Adding and Managing Safe
Members, page 69.

Adding LDAP Users to Vault Groups

You can add External Users to groups in the Vault either after the External User
Account has been created in the Vault or through a direct connection to the external
directory.

To Add an External User to a Vault Group

1.
2.

Log onto the PrivateArk Administrative Client as a Vault administrator.

From the Tools menu, select Administrative Tools and then Users and
Groups; the Users and Groups window appears.

Select the Group to add the External User to, then click Update; the Update
Group window appears.

In the Members section of the window, click Add; a drop-down list enables you to
add either external users or LDAP groups to the group.

Select User; the Add Members to ‘Group’ window appears.
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6. If the External User to add appears in this list, select it, then click the arrow to
move the user over to the Selected User(s) list,

or,
Select the External Group directly from the external directory:

i. Click Add from LDAP; the Find External User/Group window appears.
ii. Select the directory that contains the user to add as a Safe owner.
iii. Click Search For and select Users, or leave it as the default value.

iv. In the Filter edit box, specify the filter that will be applied to the users in the
specified branch, then click Search; a list of users that meet the specified
criteria appears in the Search Results.

In the Filter edit box, specify the filter that will identify the users to add as
external users, and later to add as group members, then click Search; a list of
users that meet the specified criteria appears in the Search Results.

The filter keywords you enter will be matched against users’ first and last
name, as well as their email address and actual user name in the external
directory.

v. Select a user, then click OK; the selected user appears in the External Group
edit box in the Update Group window.

7. Click OK to add the External User as a member of the Vault group.

Adding LDAP Groups to Vault Groups

You can add LDAP Groups to groups in the Vault either after the LDAP Group has
been created in the Vault or through a direct connection to the LDAP directory.

To Add an LDAP Group to a Vault Group
1. Log onto the PrivateArk Administrative Client as a Vault administrator.

2. From the Tools menu, select Administrative Tools and then Users and
Groups; the Users and Groups window appears.

3. Select the Group to add the LDAP Group to, then click Update; the Update
Group window appears.

4. Inthe Members section of the window, click Add; a drop-down list enables you to
add either external users or LDAP groups to the group.

5. Select LDAP Group; the Add External Group to ‘Group’ window appears.

This window displays all the LDAP Groups that have already been created in the
Vault.

6. If the LDAP Group to add appears in this list, select it, then click the arrow to
move the group name over to the edit box. You can add as many LDAP groups
as necessary.

Or,
Select the LDAP Group directly from the external directory:

i. Click Add from LDAP; the Find External User/Group window appears.
ii. Select the directory that contains the user or group to add as a Safe owner.
ii. Click Search For then select Groups.

iv. In the Filter edit box, specify the filter that will identify groups to add as
external group, then click Search; a list of groups that meet the specified
criteria appears in the Search Results.
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v. Select a group, then click OK; the selected group appears in the External
Group edit box in the Update Group window.

7. Click OK to add the LDAP Group as a member of the Vault group.

Deleting LDAP Users and Groups

As LDAP Users and Groups are dependent on the external directory to log onto the
Vault, deleting their user accounts does little more than erase any changes that may
have been made in the Vault User Accounts after they were created. If the User’s
name and details appear in the LDAP directory, he will be able to log onto the Vault
and create a new User account at any time.

After a User has been removed from the LDAP directory, he can no longer log onto
the Vault. However, his User name still appears in the Vault’s User hierarchy until the
next time that the Vault hierarchy is synchronized with the LDAP directory, when his
User Account in the Vault will be erased.

After a Group has been removed from an external directory, the corresponding
Group in the Vault is erased the next time that the Vault hierarchy is synchronized
with the external directory.

For additional information and installation instructions, contact CyberArk support.

Configuring LDAP Connectivity for Users’ Logon

When the Vault is configured to work with LDAP directories, it can be configured to
work in the following ways:

= Requires connectivity with LDAP — The Vault server will only start working if it
can connect to the configured LDAP directories. If the Vault server is already
running, but the connection to configured LDAP directories is not active, LDAP
users will not be able to log on and the offline synchronization process between
the LDAP directory and the Vault server will fail.

This configuration ensures that the Vault will not operate if it cannot connect to
the LDAP directory to synchronize details. It provides the highest level of security
and ensures that users can access the Vault according to their real-time
configurations in the LDAP directory.

= Does not require connectivity with LDAP — The Vault server will start working
regardless of the LDAP connectivity status, although a warning message will be
displayed. All LDAP users (except those authenticating with LDAP authentication)
will be able to log onto the Vault and their definitions will not be updated from the
directory. In addition, the offline synchronization process between the LDAP
directory and the Vault server will fail.

This configuration provides full Vault availability for LDAP users who can log onto
the Vault at any time, regardless of the connectivity status of the LDAP server.

In DBParm.ini, add the RequireLDAPConnectivity parameter and set it according to
your implementation needs. This parameter enables you to configure whether or not
the Vault will start up when there is no active connection with the configured LDAP
directory. By default, this parameter is set to No, which means that the Vault will start
running, regardless of an active LDAP connection.
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Managing Users and Groups who are Listed in Multiple
Directories

In order to prevent naming collisions of users and groups with the same name that
reside in multiple directories, you can provision and authenticate LDAP users and
groups who are listed in multiple LDAP directories by adding the LDAP domain name
to the name of the corresponding user or group that is created in the Vault.

For example, PaulBlack who is listed in an LDAP domain called Company.com will
have a Vault user called PaulBlack@Company.com. If this user is also listed in an
LDAP domain called Branch.Company.com, a different Vault user called
PaulBlack@Branch.Company.com will also be created. The same process is
applied to groups that are provisioned in the Vault.

This name structure is configured separately for each directory that is recognized by
the Vault.

Note: Currently, this can only be configured for Microsoft Active Directory.

The CyberArk solution provisions non-unique user names across multiple directories
for the following authentication methods:

=  PVWA Windows authentication

= LDAP or RADIUS authentication which requires the users to specify the full user
name in the following format: USER@DOMAIN.

Existing LDAP users whose name does not include the domain name can still
authenticate to the Vault with their current user name.

Note: If the domain name changes after you configure the Vault to recognize it, contact your
CyberArk Support representative.

To Append the LDAP Domain Name to a Vault User or Group Name

1. Log onto the PVWA as an administrator user. Make sure that this user belongs to
the Vault Admins group so that you have the required permissions to configure
LDAP integration.

2. Click ADMINISTRATION to display the System Configuration page, then click
LDAP Integration; the LDAP Integration page appears.

3. Select LDAP; the LDAP properties are displayed in the Properties pane.

4. Specify the following value:

= AddDomainToUserName — Whether or not the Domain name will be added
to Vault user or group names when a corresponding user account is created.
Specify Yes.
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5. Expand Directories and select the Directory whose name will be added to the
Vault user or group name; the Directory properties are displayed.

6. Specify the following value:

= DomainName — The Domain name that will be added to the name of the user
or group that is created in the Vault for users or groups listed in this LDAP
directory. Specify the pre-Windows 2000 Domain name of the Microsoft
Active Directory, as it is defined in the Active Directory Domains and Trusts
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7. Make sure that the VaultObjectNamesPrefix property does not specify a value.

8. Click Save to save the new configurations.
= These changes will be applied within the PVWA refresh period, which could

be up to one hour.

= To apply these changes immediately, run iisreset.
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The Master Policy

The Master Policy offers a centralized overview of the security and compliance policy
of privileged accounts in your organization while allowing you to configure
compliance driven rules that are defined as the baseline for your enterprise. It is
configured out-of-the-box and can be used immediately after implementation,
providing an intuitive, simplified user experience and enhanced bottom-line insight for
administrators, IT personnel, managers and auditors.

The Privileged Account Security solution separates higher-level and compliance
driven policy rules such as privileged access workflows, account management and
session monitoring requirements from technical settings that determine how the
policy will be carried out on each platform.

The Master Policy groups together sets of rules and offers better visibility and control
over policy configurations and enforcement. Each policy rule has basic settings and,

sometimes, advanced settings that are displayed when you select the rule, as well as
context-sensitive help that explains each rule and its interdependency on other rules.

Although the Privileged Account Security solution’s Master Policy can be applied to
most privileged accounts in your organization, you can create rule exceptions to
manage specific workflows. For example, you can define a dual control workflow for
highly sensitive accounts on a specific platform that require permission from
authorized users before they can be used, while access to other accounts in the
organization does not require such confirmation.

The Master Policy defines basic system behavior for the entire lifecycle of privilege
account management and access.

The Master Policy includes the following main concepts:

= Basic policy rules allow you to define specific aspects of privileged account
management. These rules include several groups of policy rules for the access
workflow, management of passwords, session monitoring and auditing.

= In addition, some policy rules have related advanced settings. For example, in the
basic policy rules you can determine whether users will be allowed to
transparently connect to target systems using ‘Click to Connect’. In the related
advanced settings, you can determine whether users will also be able to view
passwords.

= The new Master Policy model introduces the ability to define Exceptions. These
are policy rules that differ from the overall Master Policy for a specific scope of
accounts, for example accounts associated with a specific platform. Each
exception contains the basic policy rule as well as its related advanced settings.
For example, the Master Policy may define that Dual Control is disabled in the
organization. However, the Windows PCI production servers require Dual Control
to be enabled because of their higher sensitivity. You can make this allowance by
creating an exception to the Dual Control rule that enables Dual Control
enforcement on the scope of Windows PCI production servers platform.

In the Platform Management settings, the IT administrator can configure technical
settings defined by your organization’s environment and security policies to control
how the system manages accounts on various platforms. Most of these settings have
default values that do not need to be changed, but certain specific features need to
be set according to your organizational requirements.
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Working with Master Policy Rules

The Master Policy enables you to define a baseline for how you manage accounts in
your organization. You can define and view these rules in the Master Policy page.
Click a section title to display the policy rules defined in that section, as well as the
status of each rule and possible exceptions to it.

In order to display this page, users must be members of the Vault Admins group.
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The Master Policy Page enables you to set Master Policy rules for privileged access
workflows, password management, and session management. These are all
described below:

= Privileged Access Workflows — This enables you to view the main policy rules
and settings that define how you manage access to privileged accounts in your
organization.

= Require dual control password access approval - Users must receive
approval from authorized users before they can access passwords. This
enables you to see who wants to access passwords, when, and for what
purpose. By default, this rule is inactive.

. Advanced settings enable you to determine the following workflows:

=  Whether requests for privileged accounts require approval from multiple
levels of users.

=  Whether requests for privileged accounts must be approved by a direct
manager.

= The number of authorized users required to confirm requests.

For more information, refer to Dual Control, page 261.

= Enforce check-in/check-out exclusive access — Users can check out an
account and lock it so that no other users can retrieve it at the same time.
After the user has used the password, they check the password back into the
Vault. Together with enforcing one-time password access, this restricts
access to a single user, ensuring exclusive usage of the privileged account
and guaranteeing accountability. By default, this rule is inactive.

For more information, refer to Accounts Check-out and Check-in, page 256.
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Enforce one-time password access — Accounts can be retrieved for one-
time use only, and the password stored inside must be changed after each
use before the account is released and can be used again. Passwords can be
changed automatically by the Privileged Account Security solution’s password
management capability. By default, this rule is inactive.

For more information, refer to Accounts Check-out and Check-in, page 256.

Allow EPV transparent connections (‘Click to connect’) — Users can
connect to remote devices without needing to know or specify the required
password. This prevents the password from being exposed to the user and
maintains productivity as the user does not have to open a login session and
then copy and paste the password credentials into it. In addition, advanced
settings define whether or not users are permitted to view passwords. This
enforces strong authentication for accessing managed devices and restricts
user access to passwords according to granular access control. By default,
this rule is active.

For more information, refer to Configuring Transparent Connections, page
583.

Require users to specify reason for access — Users can only retrieve
accounts after they specify a reason that explains why they want to retrieve
them. By default, this rule is active.

An advanced setting determines whether users will be able to specify a free
text reason in the Reason edit box or will be required to select one of the
predefined reasons.

Password Management — This enables you to view the rules that determine how
passwords are managed.

Require password change every X days — The Master Policy determines
how frequently passwords must be changed. By default, passwords are
changed every 90 days. You can see when password changes are planned in
the Compliance Report.

Require password verification every X days — You can define a Master
Policy to verify passwords after the timeframe specified in the previous rule.
Passwords can be changed manually or replaced by a unigue and highly
secure password that is randomly generated by the Password Vault. By
default, passwords are verified every 7 days.

Session Management — This enables you to view the rules that determine
whether or not privileged sessions are recorded, and how they are monitored.

Require privileged session monitoring and isolation — You can define a
Master Policy to monitor and isolate all IT administrator privileged sessions on
remote machines. By default, this rule is inactive.

Record and save session activity — You can define a Master Policy to
record all the activities in each privileged session in text and/or video format,
and stored them in the Vault, compressed, for future auditing. These
recordings are transparent to users and cannot be bypassed. By default, this
rule is active.

Audit — This rule enables you to determine how Safe audits are retained.

Activities audit retention period — The Master Policy controls the number of
days that Safe activities audits are retained. By default, audits of activities are
kept for 90 days.

Note: If this parameter is set to zero, activities in the Safe will not be written in
an audit log.
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Exceptions

After setting a Master Policy that determines how accounts will be managed in the
entire organization, you can create exceptions to add granularity as needed and set
different behavior for specific platforms that will override the corresponding rules set
by the Master Policy. Execptions can be set for a scope of accounts associated with
a specific platform. The Master Policy, together with the exceptions defined on each
platform, determine the resultant behavior of the system on each account, based on
its Platform.

To define more granularity for a specific scope of accounts, such as the Windows
PCI accounts, after you define the Master Policy, you can duplicate a Windows
platform in Platform Management and define an exception that contains specific rules
that are relevant to Windows PCI only. The unique combination of the Master Policy
rules together with the exception ensures that each platform is managed exactly
according to your needs, with minimum configuration.

Initially, when a user adds an exception, it inherits all values from the Master Policy
and these values still adopt any changes made in the Master Policy. However, if a
user changes the value of any setting in the exception, either basic or advanced, the
new value overrides the value that was inherited from the Master Policy and
disconnects the setting value from the Master Policy. To emphasize this, a broken
chain icon is displayed next to the ‘disconnected’ setting.

In addition, any changes made in a Master Policy after an exception is created do not
affect any settings in the exception that override the Master Policy; they only affect
the settings in the exception that inherit directly from Master Policy. This is especially
relevant when a rule contains several basic and advanced settings, and some of the
exception settings may inherit values from the Master Policy and some override it.

For example, an enterprise decides that users can connect directly to target systems
(“Click to Connect”) but can still view passwords when needed (i.e. utilize the “Show”
or “Copy” functions). However, the Windows PCI accounts cannot be viewed by
users and can only be accessed through the ‘Connect’ button. In this case, an
exception will be created for the rule that defines that users can connect directly to
target systems on a Windows PCI platform. The basic setting remains without
changes (meaning that it inherits from the Master Policy), while the advanced setting
that determines that users can view passwords will be disabled, overriding the
Master Palicy.

Example

The following scenario describes a typical workflow using the Master Policy and
Platform Management technical settings.

In a large enterprise that manages multiple accounts on local and remote machines,
a Risk Manager has issued a security policy defining that all passwords in the
organization must be changed every 90 days. In response, the IT/IS Group Manager
informed him that passwords for the Windows PCI systems in the organization’s US
offices only need to be changed once a year. In addition, the Vault Administrator has
suggested using a different port to manage Windows_US PCI systems.

To ensure compliance with enterprise and standard policies, the Compliance Auditor
emphasizes the importance of compliancy and wants to know how to verify that all
accounts comply with the Master Policy.
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The new Master Policy enables all the above users to get what they want:

= The Master Policy defines password changes for all privileged accounts every 90
days.

= An exception is created within the Master Policy to change passwords on
Windows PCI systems in the US offices once a year.

= The Compliance Auditor can see the effective accounts policy that is enforced
throughout the organization in the Master Policy, and can view compliancy to it in
the standard compliance report.

= Finally, technical settings that are set in the new Platform Management page
enable the Vault administrator to set a different port or any other technical
settings for all accounts that are managed on the Windows_US PCI system.

Auditing Master Policy Activity

Authorized users can view a list of changes that have been made in the Master
Policy by generating an Activities report. This includes changes made in Master
Policy rules, as well as adding, modifying, and deleting exceptions.

For more information about generating reports, refer to Generating Reports in the
PVWA, page 384.

Viewing the Effective Policy by Platform

The Policy by Platform view displays the effective policy settings per platform based
on the Master Policy, together with any exceptions that were defined for this platform.
When a selected rule has an exception, the Rule Preview pane specifies the value
for this rule and indicates that the basic value and/or Advanced values are
disconnected from the Master Policy.

To View the Effective Policy for a Specific Platform

1. Inthe POLICIES page, click Policy by Platform; the Policy by Platform window
displays a list of platforms.

d” Policy by Piatform X

Select a platform to view its effective policy: whatshe @

Name Device Type Status -

Cisco touter via SS ce Active

MNotwark 0

Openating Systam Active L
VIAVY ESX Accou Operating System

Apphcahor

VI Apphcatiorn Acre
ir ccounts Operating System Acthe
Windows Domain Accourn Oparating Systsm Active

Aindor
Windows Servet Local Accousns Opetating System Actne
Mia

[Sample Password Group Platform Inactive

Inactre
Inactive

Inactrs
Inactve

Privileged Account Security

107



108

Implementation Guide

Select a platform, then click Select; the effective policy settings for the selected

platform are displayed.

This page displays the following information for each rule:

= Value — This column indicates the effective value of this rule based on the
Master Policy value together with the value of any exceptions defined for this
platform.

= Exception — This column indicates whether or not an exception to this rule

exists for the selected platform. The Rule Preview pane indicates whether the
exception exists in the basic value and/or the Advanced value.

The following example shows the effective policy for Windows Server Local
Accounts.

POLICIES Policy for: Windows PCl @ = Crange Putarm Rule Preview
°
Mashsr Pedicy T Z VALUE
v -nawegeaﬂ<:ess\homfoms
Polcy by Pltiorm s nactve

Access Control (Safos) ST R SO T i Yon B0 Dsceonected fam samer Saicy

7

CYBERARK

¥ ADVANCED SETTINGS

Nooe

v Password Managoment

v Session Management

To Change the Platform

1.

In the Policy by Platform page, click Change Platform; the list of platforms
appears again.

Select the platform whose effective policy you want to display, then click Select;
the effective policy settings for the selected platform are displayed.
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Managing Target/Service Account Platforms

Target account platforms and service account platforms define the technical settings
which determine how the system manages accounts on different platforms. All the
platforms supported by the Privileged Account Security solution are configured out-
of-the-box with default values for most of the settings. The technical settings under
each platform include settings that determine how password management operations
take place, transparent connections, PSM connections, etc. Some settings, such as
logon or reconcile accounts, do not have defaults and require setting up when
needed. You can manage target account platforms as well as service account
platforms.

The Privileged Account Security solution supports remote password management
and change on the following target platforms:

= QOperating Systems

= Databases

= Security Appliances

= Network Devices

= Directories

= Applications

Predefined platform settings for each platform determine the following:

= How frequently a password will be changed and/or verified, the password
management timeframe, notification settings, and a variety of other management
criteria and capabilities. For more information, refer to Changing Passwords,
page 207.

= The rules that must be applied when a new random password is generated.
These rules must match the password rules on the remote machine where the
password will be used, so that the password will be accepted during the
password change operation as well as during logon.

= Additional information common to all accounts associated with this platform.

In order for users to be able to add passwords to the Vault through the Password
Vault Web Access, the supported platform must be specified. A list of platforms can
be accessed and configured in the Platform Management page. You can use the
default parameters as they are or you can add/edit mandatory or optional password
properties. In this way, you can customize the system to meet your own
organization’s policy requirements.

When the user adds a password in the Password Vault Web Access, he will be able
to allocate any predefined supported platform. The required and optional properties
for the selected platform will appear automatically, so that he can specify the required
information.
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The following options in the platform settings page enable you to customize account
management on supported target platforms:

= Ul & Workflows — Customizes account management workflows on target
accounts, such as ticketing systems and associated logon and verification
accounts.

= Automatic Password Management — Defines how passwords are managed in
the Privileged Account Security solution.

These configurations can be viewed and modified by default by users with
membership in the following group:

=  Vault Admins

Note: By default, platform configurations are applied to all Safes. From a security aspect, it
is recommended to use the AllowedSafe parameter to enable platforms for specific
Safes.

Modifying Target Account Platforms

You can customize target account platforms to define technical settings for specific
platforms and password management workflows.

To Customize a Target Account Platform

1. Inthe list of supported target account platforms, select the platform to modify,
then click Edit; the platform settings page appears.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

2. Change existing parameter values and/or add new values to customize the
platform.

3. Click Apply to save the new configurations and apply them immediately,
or,

Click Save to save the new configurations and apply them after the period of time
specified in the RefreshPeriod parameter.

For more information about the above parameters, refer to Configuring the PVWA,
page 546.
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Adding New Platforms

You can add new platforms in either of the following ways:

Duplicate existing platforms - Duplicate existing platforms and customize them
to support accounts on target accounts according to very specific standards. For
more information, refer to Duplicating an Existing Platform, page 111.

Import new platforms - Import new platforms that are not included in the default
installation directly into the Privileged Account Security solution. For more
information, refer to Importing New Platforms, page 112.

Defining Account Properties in the Vault

Before you can set new custom properties in a platform as optional or required, they
must be defined in as password properties in the Vault.

In the PrivateArk Administrative Client, define the new password properties that
will be added to the target account platform.

For more information and specific instructions about adding password properties
in the Vault, refer to Defining Custom Account Properties, page 162.

Duplicating an Existing Platform

1.

Click ADMINISTRATION to display the System Configuration page, then click
Platform Management to display a list of supported target account platforms.

Select an existing platform that is similar to the new target account platform, then
click Duplicate; the Duplicate Platform window appears.

O Duplicate Platform X

Source Platform

Platform AS400

Duplicate to

Cancel

Type the name and a description of the new platform, then click Save & Close to
create the new platform.

Select the new target account platform, and then click Edit; the configuration
page for the selected platform appears.

Change existing parameter values and/or add new values to define the new
platform.

Privileged Account Security

111



112

Implementation Guide

Click Apply to save the new configurations and apply them immediately,
or,

Click Save to save the new configurations and apply them after the period of time
specified in the RefreshPeriod parameter.

Importing New Platforms

You will receive a platform package from your CyberArk support representative. The
following procedure describes how to import the new platforms in this package.

1.

In the Platform Management page, click Import Platform; the Open window
appears.
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Navigate to the location of the platform package to import and select it, then click
Open; the Privileged Account Security solution imports the new platform and
applies the new platform settings to all the relevant components. The new
supported platform appears in the list of Target Account Platforms.

Deleting Platforms

If you are sure that you will not support accounts on a certain target platform, you can
delete the platform.

To Delete a Platform

1.

In the list of Target Account Platforms, select the platform to delete, then click
Delete; the following confirmation message appears.

Remove Platform Confirmation #

2} Are you sure you wish to delete the platform?
\.‘»/

s Mo

Click Yes to delete this platform,
or,
Click No to close this message and return to the Target Account Platforms list.
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Activating and Deactivating Platforms

The Privileged Account Security solution supports over 50 built-in platforms out-of-
the-box and lists them all in the Platform Name drop-down list that is displayed when
users create new accounts. To simplify implementations, your Vault administrator
can mark the platforms that are not currently relevant to your implementation as
‘Inactive’, hiding them from end-users and reducing the size of the list. As these
platforms are only marked as ‘Inactive’ and have not been deleted, they can be
marked ‘Active’ at any time and will be included in the list of supported platforms
again. This also facilitates step-by-step implementations during which platforms can
be made active at different phases.

The Target Account Platforms list displays all the supported platforms and their
status. In addition, the status of each platform is displayed in the Platform Preview
pane.

The CPM does not manage inactive platforms and they cannot be assigned to new or
modified accounts.

Note: This is only relevant to Target Account Platforms and not to Service Account

Platforms.
POLICIES  ACCOUNTS  APPLICATIONS  AEPORTS - ADMDESTRATNION
ADMINISTRATION Piatform Management @ Platform Preview

Patturm Masagameet Target Accourt Piefforrms Sical o NAME

DESCRIPTION
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T

<
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To Set the Status of a Platform
1. Inthe list of Target Account Platforms, select the platform to mark.

2. Inthe Platform Preview pane, you can see the current status of the selected
platform. To change its status, click the Edit icon; the following options appear:

= Active — The platform will be included in the Platform Name drop-down list
that is displayed when users create new accounts.

= Inactive — The platform will not be included in the Platform Name drop-down
list that is displayed when users create new accounts, and will not be
managed by the CPM.
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ACCOUNTS  APFFLICATONS HEPORTS  ADMINISTRATION

ADMINISTRATION Platform Management @ Platform Preview
Livde v 55H

DESCRIPTION

i

STATUS ©
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3. Select Active, then click the Save icon to save the new platform status. The
status is also updated in the list of Target Account Platforms.

When users add new accounts, the list of Platform Names for each Device Type will
only display the active platforms for that device that can be applied to passwords
stored in the selected Safe, as shown in the following example.

POLICIES ACCOUNTS  APPLICATIONS REPORIS  ADMINISTRATION L"‘J"““"”" |o

Sigm out

Add Account

mable maorman: Tanagerett for S account

s | ]

Sove Careel

For more information about limiting platforms to passwords stored in specific Safes,
refer to Limit Platforms to Specific Safes, page 120.
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Service Account Platforms

The Service Account platforms define additional service accounts that are required

for use in different resources, such as Windows services or Windows scheduled

tasks. These service accounts are referred to in the platform parameters. Required

and optional properties, and linked accounts are set for each usage.

The following example shows the main Service Account Platform page.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION
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Platform Management
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For more information about service accounts, refer to Managing Service Accounts,

page 152.
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Duplicating an Existing Service Account Platform

1. Click ADMINISTRATION to display the System Configuration page, then click
Platform Management to display a list of supported service account platforms.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

Admresiiaton = Fulloss Macagemess

ADMINISTRATION Platform Management g
Target Accourt Platforms [Semce Account Platforms]
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XML Cordig File

2. Select an existing platform that is similar to the new service account platform,
then click Duplicate; the Duplicate service account platform window appears.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION adminisy sva

AdTErerYaton » Purfoem Massgommed

ADMINISTRATION Platform Management @ Piatform Preview
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3. Type the name and a description of the new platform, then click Save & Close to

create the new platform.

() Duplicate Service Account Platform X

Source Platform
Text Config File
Duplicate to
Name

A vl phatiorm name

Descripion

4. Select the new service account platform, then click Edit; the configuration page

for the selected platform appears.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION
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5. Change existing parameter values and/or add new values to define the new

platform. For example, the names of the process and prompts files.

SCUM v Peershed] . Propertes
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6. Copy the usage plugin files to the Password Manager\bin folder.

Configuring Usage Integration

1. Click ADMINISTRATION to display the System Configuration page, then click Platform

Management to display a list of supported target account platforms.

2. Select the relevant target account platform, and then click Edit; the configuration page for

the selected platform appears.

3. Expand Ul & Workflow, right-click Usages, then select Add Usage; the new usage is

now created.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

Fdaosly ok 92 cancel

Windows Server Local Accounts «| Properties
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=
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4 =) Privileged Session Management
=] :_';‘] Connection Components
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The selected item exposes no properties, Please choose another item.
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4. In the Name field, specify the name of the policy without white spaces.

5. Click OK to save.

Supported Built-in Platforms

The following table lists the platforms that are supported by the Privileged Account

Security solution, and their default status:

Active Platforms Inactive Platforms

Cisco router via SSH

Microsoft SQL Server

Oracle Database

Unix via SSH

VMWare ESX Account

VMWare vCenter Shared Accounts
Windows Desktop Local Accounts
Windows Domain Account
Windows Server Local Accounts

AS400

Check Point FireWall-1
Cisco Pix via SSH

Cisco Pix via Telnet
Cisco router via Telnet
CyberArk Vault

DB2 on Unix via SSH
DB2 on Unix via Telnet
DB2 on Windows

DRAC via SSH

Facebook via https

HPILO via SSH

HPILO via Telnet

IBM Tivoli

Informix on Unix via SSH
Informix on Unix via Telnet
Informix on Windows
MSActiveDirectory
MySQL Server

NetScreen via SSH
NetScreen via Telnet
Novell eDirectory server
Oracle Internet Directory
0S390 via FTP

0S390 via SSH

0S390 via Telnet
PSMSecureConnect

SAP

SunOne Directory
SunOne directory via SSL
Sybase ASE

Unix Subnet via SSH
Unix via SSH Keys

Unix via Telnet

VMWare ESX Account API
VMWarevCenterPersonal
Windows Local Accounts WMI
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Limit Platforms to Specific Safes

Target account platforms can be restricted to accounts stored in specific Safes. This
feature is especially relevant if you implement the reconciliation functionality to
prevent automatic reconciliation being performed on every Safe and giving
unauthorized users access to passwords.

In large-scale environments, it is very important to enable the CPM to focus its
search operations on specific Safes, instead of scanning all Safes it is allowed to see
in the Vault.

To Limit a Platform to a Specific Safe

1.

In the list of supported target account platforms, select the platform to modify,
then click Edit; the Target Account platform settings page appears.

Expand Automatic Password Management, then select General; the list of
General properties is displayed.

In the AllowedSafes parameter, specify the name(s) of the Safe(s) where this
platform will be used. The default value is .*, which allows the platform to be
applied in all Safes.

= For example, to limit this platform to Safes called ‘LinuxPasswords’ and

‘AlXPasswords’, specify
AllowedSafes=(LinuxPasswords) | (AIXPasswords)

Click Apply to save the new configurations and apply them immediately,
or,

Click Save to save the new configurations and apply them after the period of time
specified in the RefreshPeriod parameter.

Privileged Account Security



Managing Target/Service Account Platforms

Linked Accounts

The linked accounts feature enables you to specify extra accounts that are required
by the CPM to logon to a remote device or to log on as a privileged user to change
the original password. For example, a Cisco user can log on to a remote machine as
a ‘regular’ user, and then use the ‘enable’ account to acquire the authorization
required to change the password on the remote machine. The Password Vault
supports up to three extra accounts.

Target platform definitions specify the parameters for its linked account(s) in either
the Target Account or Service Account that requires them. When the linked accounts
are specified in the Target Account platform, they appear in the CPM pane of the
Account Details page. When they are specified in the Service Account platform, they
appear in the CPM pane of the Service Account Details page.

The following example shows the Linked Accounts section in the platform settings
page for Cisco SSH passwords.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION Owutaliell lo

Sgn out

Ciecn rasstar vea S50 Praperties

e I rasieAccount

The Linked Accounts section is in the Target Account platform, indicating that the
extra account can be linked from the Account Details page. The platform in the above
example offers three types of linked accounts — an Enable account, a Logon account,
and a Reconcile account.

Each linked account is defined by three properties, as shown in the Properties list in
the above example — the Name of the linked account, the DisplayName, which
determines the text that will appear in the PVWA, and the Propertylndex, which is for
internal processing.
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As a result of the above example, the PVWA will display the following pane when the
user adds a Cisco account.
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For more information about adding a linked account to new and existing accounts,
refer to Linked Accounts, page 230.
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Creating Accounts

Adding Accounts

Accounts can be added to the Password Vault in any of the following ways:

PVWA — You can provision accounts individually in the Vault in the Add Accounts
page of the PVWA. For more information, refer to To Add an Account, below.

Accounts Feed — You can configure the CPM to scan an organizational network
and retrieve a list of accounts and their dependencies. For more information, refer
to Accounts Feed, page 169.

Note: This will replace the auto-detection, which will become obsolete.

Provisioning Accounts Automatically (auto-detection) — You can detect and
provision accounts automatically providing a full life-cycle automatic management
system for privileged accounts and their dependencies.For more information,
refer to Provisioning Accounts Automatically, page 155.

Note: This auto-detection functionality will be phased out over time and will be
replaced by the Accounts Feed, as described in Accounts Feed, page
169.

Web Service — You can provision accounts using the AddAccount web service.
For more information, refer to the Privileged Account Security Web Services SDK
Implementation Guide.

Bulk upload — You can provision multiple accounts with the Password Upload
utility. For more information, refer to Implementing the Password Upload Utility,
page 910.
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To Add an Account in the PVYWA

1.
2.

10.

11.

Click ACCOUNTS to display the Accounts page.
Click Add Account; the Add Account page appears.

Note: This button will only be displayed if you have the Add accounts, Update
password value, or update password properties authorization in at least
one Safe.

From the Safe drop-down list, select the Safe where the account will be stored.

From the Device drop-down list, select the platform on which the new password is
used.

From the Platform Name drop-down list, select an active target platform.

Required or optional properties for the type of account that you have selected will
appear automatically, according to the definitions in the target platform
configurations.

Specify the account’s Required Properties and any relevant Optional
Properties. For more information about the properties for for each platform, refer
to Account Properties, page 125.

In the Password field, specify the password. Make sure this password meets
your enterprise password policy requirements.

In the Confirm Password field, specify the password again.

To generate a password hame automatically, select Auto-generated. For more
information about naming passwords automatically, refer to Identifying Accounts,
page 563.

To specify a password name, enter the name in the Custom field.

To disable automatic password management by the CPM for this password so
that it will be managed manually, select Disable automatic management for the
account. You can also enter a reason for doing this.

Note: The CPM user must be an owner of the Safe where the password will be stored
and a platform name of an active target account platform must be specified in
order for the password to be managed by the CPM.

Click Save; the new account is added.

If the PVWA is configured to automatically change or verify passwords when they
are added, this will be done now. For more information about configuring this
feature, refer to Adding Accounts, page 626, in Configuring the PVWA.

The account is now created in the specified Safe and the new account details are
displayed in the Account Details page. If the specified password contains leading
and/or trailing white space character(s), a message appears in the Account
Details page indicating that they will automatically be removed.

The following diagram shows an example of the Account Details page that might
be displayed when a Cisco router via SSH account is added. For each type of
account, the Account Details page displays the relevant properties.
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12. Some platforms require additional information. You can specify this information in
the tabs in the Account Details page.

Account Properties

CyberArk Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this account, and is specified in
the platform. The default platform name for CyberArk accounts is
CyberArk.

Address The IP/DNS address, Windows domain or machine name, or TNS
name of the remote machine where the password will be used.

User Name The name of the user on the remote machine who the password
belongs to.

Optional Properties

Port The Vault IP port. The default port number is 1858.

Timeout The number of seconds to wait for a Vault to respond to a command
before a timeout message is displayed. The default timeout is 30
seconds.

ReconnectPeriod The number of seconds to wait before the sessions with the Vault is
re-established. The default is 60 seconds.

ProxyType The type of proxy through which the Vault is accessed. Options are
HTTP, HTTPS, SOCKS4, SOCKS5, NOPROXY.
Default value: NOPROXY.

ProxyAddress The proxy server’s IP/DNS address. This is mandatory when using a
proxy server.

ProxyPort The Proxy server IP port.
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Parameter Description

ProxyAuthDomain The domain for the Proxy server if NTLM authentication is required.

ProxyUser User for Proxy server if NTLM authentication is required.

ProxyPassword The password for Proxy server if NTLM authentication is required.

BehindFirewall Whether or not the Vault is accessed via a Firewall.
Default value: No.

UseOnlyHTTP1 Whether or not to use only HTTP 1.0 protocol. Valid either with proxy
settings or with BehindFirewall.
Default value: No.

For more information, refer to CyberArk Vault Accounts, page 514, in Setting Up
Supported Platforms.

SAP Accounts

Parameter Description

Required Properties

Platform Name  The platform name that is relevant for this account, and is specified in
the platform. The default platform name for SAP accounts is SAP.

Address The address of the remote machine where the password will be used.

User Name The name of the user on the remote machine who the password belongs
to.

SAP System The SAP system number.

Number

SAP Client The SAP Client

For more information, refer to SAP Applications Accounts, page 514, in Setting Up
Supported Platforms.
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VMWare vCenter Personal Accounts

This platform is used to define access to vCenter machines by PSM for Virtualization.
VMWare vCenter can be configured to work with personal accounts (i.e. end-users’
Windows accounts). The accounts defined by this platform describe the vCenter
machine.

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this account, and is specified
in the platform. The default platform name for personal accounts for
VMWare vCenter environments is VMWarevCenterPersonal.

Address The address of the remote machine where the password will be
used.
Machine Type The type of machine where the password will be used. By default, a

vCenterMachine type is already defined, although you can define
new machine types.

Password Specify a fictitious password when creating this account. Users will
be prompted for their actual password when they attempt to log
onto the vCenter machine.

Disable automatic Select this option to ensure that the CPM does not manage this
management for this  account.
account

For more information, refer to Configuring PSM Connections, page 682.
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VMWare vCenter Shared Accounts

Parameter Description

Required Properties

Platform The platform name that is relevant for this account, and is specified in the
Name platform. The default platform name for personal accounts for VMWare
vCenter environments is VMWarevCenterShared.

Address The address of the remote machine where the password will be used.

User Name The name of the user on the remote machine to whom the password
belongs.

Optional Properties

Logon To The domain of the account.

To connect to the remote machine with transparent connection, specify the
NETBIOS name of the domain that the logon user belongs to. For example,
a domain whose full name is mycompany.com might have the NETBIOS
name mycompany_dom, which users would specify in this property.

To try to resolve the remote machine’s domain automatically, click
Resolve; if the PVWA can identify the remote machine’s domain
automatically, the domain name will appear in the ‘Logon To’ field. If not, a
message will appear prompting you to specify it manually.

User DN User’s distinguished name.

Port The port that will be used to access the remote machine.

Limit Domain  Add the addresses/hostnames of the remote machines to which this
Access To domain account can be used to connect, separated with an Enter.

For more information, refer to Configuring PSM Connections, page 682.

DB2 Unix SSH Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this account, and is specified in
the platform. The default platform name for DB2 Unix SSH accounts
is DB2 on Unix via SSH.

Address The address of the remote machine where the password will be used.
User Name The name of the user on the remote machine who the password
belongs to.

Additional accounts

Logon account An extra account that contains the password that is required to log
onto the remote machine. For more information, refer to Linked
Accounts, page 230.

For more information, refer to DB2 Accounts, page 498, in Setting Up Supported
Platforms.
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DB2 Unix Telnet Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this account, and is specified in the
platform. The default platform name for DB2 Unix Telnet accounts is
DB2UnixTelnet.

Address The address of the remote machine where the password will be used.
User Name The name of the user on the remote machine to whom the password
belongs.

Additional Accounts

Logon account An extra account that contains the password that is required to log onto
the remote machine. For more information, refer to Linked Accounts,
page 230.

For more information, refer to DB2 Accounts, page 498, in Setting Up Supported
Platforms.

DB2 Windows Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this account, and is specified in the
platform. The default platform name for DB2 Windows accounts is DB2
on Windows.

Address The address of the remote machine where the password will be used.
User Name The name of the user on the remote machine who the password belongs
to.

For more information, refer to DB2 Accounts, page 498, in Setting Up Supported
Platforms.

Informix Unix SSH Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this account, and is specified in the
platform. The default platform name for Informix Unix SSH accounts is
Informix on Unix via SSH.

Address The address of the remote machine where the password will be used.
User Name The name of the user on the remote machine who the password belongs
to.
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Parameter Description

Additional Accounts

Logon account An extra account that contains the password that is required to log onto
the remote machine. For more information, refer to Linked Accounts,
page 230.

For more information, refer to Informix Accounts, page 499, in Setting Up Supported
Platforms.

Informix Unix Telnet Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this account, and is specified in the
platform. The default platform name for Informix Unix Telnet accounts is
Informix on Unix via Telnet.

Address The address of the remote machine where the password will be used.
User Name The name of the user on the remote machine who the password belongs
to.

Additional accounts

Logon account An extra account that contains the password that is required to log onto
the remote machine. For more information, refer to Linked Accounts,
page 230.

For more information, refer to Informix Accounts, page 499, in Setting Up Supported
Platforms.

Informix Windows Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this account, and is specified in the
platform. The default platform name for Informix Windows accounts is
InformixWindows.

Address The address of the remote machine where the password will be used.
User Name The name of the user on the remote machine who the password belongs
to.

For more information, refer to Informix Accounts, page 499, in Setting Up Supported
Platforms.
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MSSql Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this password, and is
specified in the platform. The default platform name for Microsoft
SQL Server passwords is MSSql.

User Name The name of the user on the remote machine.

Optional Properties

DSN The name of the DSN connection that will be used.
Use either this parameter or ‘ConnectionStringFile’.
Address The IP address of the remote machine where the password will be
used.
Port The port that will be used to access the remote machine.
Database The name of the database where the account will be used.

Additional accounts

Reconcile account An extra account that contains the password used in reconciliation
processes. For more information, refer to Reconciling Passwords,
page 217.

Windows reconcile Whether the reconcile account is a Microsoft Windows account or
account an SQL account.

For more information, refer to Microsoft SQL Server Accounts, page 482, in Setting
Up Supported Platforms.

Oracle Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this password, and is specified
in the platform. The default platform name for Oracle passwords is
Oracle.

User Name The name of the user on the remote machine.

Optional Properties

DSN The name of the DSN connection that will be used.
Use either this parameter or ‘ConnectionStringFile’.
Address The IP address of the remote machine where the password will be
used.
Port The port that will be used to access the remote machine.
Database The name of the database where the account will be used.
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Parameter Description

Additional accounts

Reconcile account An extra account that contains the password used in reconciliation
processes. For more information, refer to Reconciling Passwords,
page 217.

For more information, refer to Oracle Database Accounts, page 476, in Setting Up
Supported Platforms.

Sybase Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this password, and is specified
in the platform. The default platform name for Sybase passwords is
Sybase.

User Name The name of the user on the remote machine.

Optional Properties

DSN The name of the DSN connection that will be used.
Use either this parameter or ‘ConnectionStringFile’.
Address The IP address of the remote machine where the password will be
used.
Port The port that will be used to access the remote machine.
Database The name of the database where the account will be used.

Additional accounts

Reconcile account An extra account that contains the password used in reconciliation
processes. For more information, refer to Reconciling Passwords,
page 217.

For more information, refer to Sybase Database Accounts, page 487, in Setting Up
Supported Platforms.

Novell eDirectory Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this password, and is specified
in the platform. The default platform name for Novell eDirectory
passwords is Novell-eDirectory.

Address The IP address of the remote machine where the password will be
used.

Optional Properties

Port The port that will be used to access the remote machine.
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Parameter Description

UserDN The distinguished name of the user.

Additional accounts

Reconcile account An extra account that contains the password used in reconciliation
processes. For more information, refer to Reconciling Passwords,
page 217.

For more information, refer to Novell eDirectory Accounts, page 512, in Setting Up
Supported Platforms.

SunOne Directory Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this password, and is specified
in the platform. The default platform name for SunOne Directory
passwords is SunOneDirectory.

Address The IP address of the remote machine where the password will be
used.

Optional Properties

Port The port that will be used to access the remote machine.

UserDN The distinguished name of the user.

Additional accounts

Reconcile account An extra account that contains the password used in reconciliation
processes. For more information, refer to Reconciling Passwords,
page 217.

For more information, refer to SunOne Directory Accounts, page 513, in Setting Up
Supported Platforms.

SunOne Directory SSL Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this password, and is specified
in the platform. The default platform name for SunOne Directory SSL
passwords is SunOneDirectorySSL.

Address The IP address of the remote machine where the password will be
used.

Optional Properties

Port The port that will be used to access the remote machine.

UserDN The distinguished name of the user.
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Parameter Description

Additional accounts

Reconcile account An extra account that contains the password used in reconciliation
processes. For more information, refer to Reconciling Passwords,
page 217.

For more information, refer to SunOne Directory Accounts, page 513, in Setting Up
Supported Platforms.

Cisco SSH Accounts

Parameter Description

Required Properties

Platform Name  The platform name that is relevant for this password, and is specified
in the platform. The default platform name for Cisco SSH passwords is
CiscoSSH.

Type The type of password to use. Specify one of the following:

= ciscouser
= ciscoenable
= ciscoterminal

Optional Properties

User Name The name of the user on the router that this password belongs to.
Specify one of the following:

= ciscouser — the name of the user on the PIX machine.
= ciscoenable — nothing

Address The IP address of the remote machine where the password will be
used.

Port The port that will be used to access the router.

vty The virtual terminal line that will connect to the router.

Additional accounts

Enable account An extra account that contains the password that will enable the CPM
to switch to ‘enable’ mode and change the password on the remote
machine.

Logon account  An extra account that contains the password that contains logon
information that will enable the CPM to log onto the remote machine
where the password will be changed.

For more information, refer to Cisco Router Accounts, page 508, in Setting Up
Supported Platforms.
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Cisco Telnet Accounts

Parameter Description

Required Properties

Platform Name  The platform name that is relevant for this password, and is specified
in the platform. The default platform name for Cisco Telnet passwords
is CiscoTelnet.

Type The type of password to use. Specify one of the following:

= ciscouser
= ciscoenable
= ciscoterminal

Optional Properties

User Name The name of the user on the router that this password belongs to.
Specify one of the following:

= ciscouser — the name of the user on the PIX machine.
= ciscoenable — nothing

Address The IP address of the remote machine where the password will be
used.

Port The port that will be used to access the router.

vty The virtual terminal line that will connect to the router.

Additional accounts

Enable account An extra account that contains the password that will enable the CPM
to switch to ‘enable’ mode and change the password on the remote
machine.

Logon account  An extra account that contains the password that contains logon
information that will enable the CPM to log onto the remote machine
where the password will be changed.

For more information, refer to Cisco Router Accounts, page 508, in Setting Up
Supported Platforms.

AS400 (iSeries) Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this password, and is
specified in the platform. The default platform name for as400
passwords is as400.

Address The IP address of the remote machine where the password will be
used.

User Name The name of the user on the remote machine who this password
belongs to.
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Parameter Description

Optional Properties

AS400 Account The type of the AS400 (iSeries) account. Specify one of the
Type following:

= RegularUserProfile — An account type for regular OS users
(default).

= ServiceToolUser — An account type for either Dedicated Service
Tools (DST) users or System Service Tools (SST) users.

Additional accounts

Logon account An extra account that contains the password that is required to log
onto the remote machine for Service Tools accounts. For more
information, refer to Linked Accounts, page 230.

This account must be defined as a RegularUserProfile type account.

Reconcile account An extra account that contains the password used in reconciliation
processes for Service Tools accounts. For more information, refer to
Reconciling Passwords, page 217.
This account must be defined as the same type as the main account
type.

For more information, refer to AS400 (iSeries) Accounts, page 464, in Setting Up
Supported Platforms.

0S/390 (Z/0OS) FTP Accounts

Parameter Description

Required Properties

Platform Name  The platform name that is relevant for this password, and is specified
in the platform. The default platform name for 0S/390 (Z/0OS) FTP
passwords is OS390FTP.

Address The IP address of the remote machine where the password will be
used.

User Name The name of the user on the remote machine who this password
belongs to.

For more information, refer to OS/390 (Z/OS) Accounts, page 467, in Setting Up
Supported Platforms.

0S/390 (Z/0OS) SSH Accounts

Parameter Description

Required Properties

Platform Name  The platform name that is relevant for this password, and is specified
in the platform. The default platform name for 0S/390 (Z/0S) SSH
passwords is OS390SSH.

Address The IP address of the remote machine where the password will be
used.
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Parameter Description
User Name The name of the user on the remote machine who this password
belongs to.

Additional accounts

Logon account  An extra account that contains the password that is required to log
onto the remote machine. For more information, refer to Linked
Accounts, page 230.

For more information, refer to OS/390 (Z/OS) Accounts, page 467, in Setting Up
Supported Platforms.

0S/390 (Z/OS) Telnet Accounts

Parameter Description

Required Properties

Platform Name  The platform name that is relevant for this password, and is specified
in the platform. The default platform name for 0S/390 (Z/OS) Telnet
passwords is 0S390Telnet.

Address The IP address of the remote machine where the password will be
used.

User Name The name of the user on the remote machine who this password
belongs to.

Additional accounts

Logon account  An extra account that contains the password that is required to log
onto the remote machine. For more information, refer to Linked
Accounts, page 230.

For more information, refer to OS/390 (Z/OS) Accounts, page 467, in Setting Up
Supported Platforms.

ESX/i Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this account, and is specified in
the platform. The default platform name for ESX/i accounts is
VMWareESX-API.

Address The address of the remote machine where the password will be used.

User Name The name of the user on the remote machine who this password
belongs to. Specify a local ESX/ESX/i account or ‘root’.
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Parameter Description

Additional accounts

Logon account An extra account that contains the password that is required to log
onto the remote machine. This must also be an ESX/i local or root
account.

For more information, refer to Linked Accounts, page 230.

Reconcile account An extra account that contains the password used in reconciliation
processes. This must also be an ESX/i local or root account.
For more information, refer to Reconciling Passwords, page 217.

For more information, refer to ESX/i Accounts, page 468, in Setting Up Supported
Platforms.

Unix SSH Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this password, and is specified
in the platform. The default platform name for Unix SSH passwords is
Unix via SSH.

Address The IP address of the remote machine where the password will be
used.

User Name The name of the user on the remote machine who this password
belongs to.

Additional accounts

Logon account An extra account that contains the password that is required to log
onto the remote machine. For more information, refer to Linked
Accounts, page 230.

Reconcile account An extra account that contains the password used in reconciliation
processes. For more information, refer to Reconciling Passwords,
page 217.

For more information, refer to Unix Accounts, page 463, in Setting Up Supported
Platforms.

Unix Accounts with SSH Keys

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this account, and is specified in
the platform. The default platform name for Unix accounts with SSH
Keys is Unix via SSH Keys.

Address The IP address of the remote machine where the private SSH key will
be used together with a public SSH key stored on that machine.
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Parameter Description

User Name The name of the user on the remote machine who is authorized to use
the private SSH key.

SSH Key The content of the private SSH key. This can be specified as either a
key file or as the actual key content.

Additional accounts

Reconcile account An extra account that contains the password or SSH Key used in
reconciliation processes. For more information, refer to Reconciling
Passwords, page 217.

You can also add accounts using the AccountUploader utility. For more information,
refer to Appendix E: Adding Accounts with SSH Keys using the AccountUploader
Utility, page 1132.

For more information, refer to Unix Accounts, page 463, in Setting Up Supported
Platforms.

Unix Telnet Accounts

Parameter Description

Required Properties

Platform Name  The platform name that is relevant for this password, and is specified
in the platform. The default platform name for Unix Telnet passwords is

UnixTelnet.

Address The IP address of the remote machine where the password will be
used.

User Name The name of the user on the remote machine who this password
belongs to.

For more information, refer to Unix Accounts, page 463, in Setting Up Supported
Platforms.

Unix Domain/NIS Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this password, and
is specified in the platform. This platform is not predefined
and must be configured manually.

For more information about using these accounts in PSM
connections, refer to Configuring UNIX Domain/NIS ,
page 691.

For more information about using these accounts in
PSMP connections, refer to Configuring UNIX
Domain/NIS Accounts, page 831.
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Address The domain name of the machine where the password
will be used. This can either be specified as an IP
address or as a Fully Qualified Domain Name (FQDN).
For example, mycompany.com.

User Name The name of the domain user who can access the
machine where the password will be used.

Optional Properties

Limit Domain Access To Add the addresses/hostnames of the remote machines to
which this domain account can be used to connect,
separated with an Enter.

For more information, refer to Unix Accounts, page 463, in Setting Up Supported
Platforms.

If you are configuring Domain Accounts for access to remote target machines
through PSM, refer to Configuring Domain Accounts, page 691.

VMWare ESX Accounts

Parameter  Description

Required Properties

Platform The platform name that is relevant for this account, and is specified in the
Name platform. The default platform name for personal accounts for VMWare ESX
environments is VMWareESX.

Address The address of the remote machine where the password will be used.

User Name  The name of the user on the remote machine who the password belongs to.

For more information, refer to Configuring PSM Connections, page 682.

Windows Domain Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this password, and is
specified in the platform. The default platform name for
Windows Domain Accounts is WinDomain.

Address The Windows domain name of the remote machine where the
password will be used. This can be specified as a Fully
Qualified Domain Name (FQDN). For example,
mycompany.com.

User Name The name of the user on the remote machine.
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Parameter

Optional Properties

Description

Logon To

The name of the domain where the account will be used. When

the account is managed automatically, the CPM uses this
value for authentication.

Note: To connect to a remote machine with a transparent
connection, specify the FQDN name of the domain that the
logon user belongs to. For example, mycompany.com. This
replaces the domain’s NETBIOS name.

User DN

User’s distinguished name.

Port

The port that will be used to access the remote machine.

Limit Domain Access To

Add the addresses/hostnames of the remote machines to
which this domain account can be used to connect, separated
with an Enter.

Additional accounts

Logon account

An extra account that contains the password that is required to
log onto the remote machine. For more information, refer to
Linked Accounts, page 230.

Reconcile account

An extra account that contains the password used in
reconciliation processes. For more information, refer to
Reconciling Passwords, page 217.

Multiple copies of accounts — Multiple copies of Windows domain accounts can be
synchronized and used in the following different resources. For more information, refer to
Managing Service Accounts, page 152.

Windows Services

A Windows domain account password can be synchronized
with multiple copies of the same password used in different
services, after it has been changed successfully.

Windows Scheduled
Tasks

A Windows domain accounts can be synchronized with other
occurrences of the same password in different Windows
scheduled tasks, after it has been changed successfully.

Windows IIS Pools

A Windows domain account password can be synchronized
with multiple copies of the same password used in Windows
IIS Application Pools, after it has been changed successfully.

Windows COM+
Applications

A Windows domain account password can be synchronized
with multiple copies of the same password used in Windows
COM+ applications, after it has been changed successfully.

Windows IIS Directory
Security (Anonymous
Access)

A Windows domain account password can be synchronized
with multiple copies of the same password used in IS
Directory Security with Anonymous Access definition, after it
has been changed successfully.

For more information, refer to Windows Domain Accounts, page 428, in Setting Up

Supported Platforms.

If you are configuring Domain Accounts for access to remote target machines
through PSM, refer to Configuring Domain Accounts, page 691.
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Windows Local Accounts

Parameter Description

Required Properties

Platform Name

The platform name that is relevant for this password, and is specified in the
platform. The default platform name for Windows local accounts is
WinServerLocal.

Address The network name or IP address of the remote machine where the
password will be used.
User Name The name of the user on the remote machine who this password belongs to.

Optional Properties

Logon To The domain of the account.
If you intend to connect to the remote machine with transparent connection,
specify the NETBIOS name of the domain that the logon user belongs to.
For example, a domain whose full name is mycompany.com might have
the NETBIOS name mycompany_dom, which users would specify in this
property.
To try to resolve the remote machine’s domain automatically, click Resolve;
if the PVWA can identify the remote machine’s domain automatically, the
domain name will appear in the ‘Logon To’ field. If not, a message will
appear prompting you to specify it manually.

User DN User’s distinguished name.

Port The port that will be used to access the remote machine.

Additional accounts

Logon account

An extra account that contains the password that is required to log onto
the remote machine. For more information, refer to Linked Accounts,
page 230.

Reconcile account  An extra account that contains the password used in reconciliation

processes. For more information, refer to Reconciling Passwords, page
217.

Multiple copies of accounts — Multiple copies of Windows local accounts can be
synchronized and used in the following different resources. For more information, refer to
Managing Service Accounts, page 152.

Windows Services A Windows domain account password can be synchronized with multiple

copies of the same password used in different services, after it has been
changed successfully.

Windows
Scheduled Tasks

A Windows domain accounts can be synchronized with other
occurrences of the same password in different Windows scheduled
tasks, after it has been changed successfully.

Windows IIS
Pools

A Windows domain account password can be synchronized with multiple
copies of the same password used in Windows IIS Application Pools,
after it has been changed successfully.

Windows COM+
Applications

A Windows domain account password can be synchronized with multiple
copies of the same password used in Windows COM+ applications, after
it has been changed successfully.
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Parameter Description

Windows IIS A Windows domain account password can be synchronized with multiple
Directory Security  copies of the same password used in IS Directory Security with
(Anonymous Anonymous Access definition, after it has been changed successfully.
Access)

For more information, refer to Windows Local Accounts, page 430, in Setting Up
Supported Platforms.

Windows Local Accounts with WMI

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this password, and
is specified in the platform. The default platform name for
Windows Local Accounts with WMI is WinLocalWMI.

Address The IP/DNS address, Windows domain or machine name,
or TNS name of the remote machine where the password
will be used.

User Name The name of the user on the remote machine.

Optional Properties

LogonDomain The domain where the account will be used.
Location The physical location of the Windows machine.
OwnerName The full name of the desktop owner.

Additional accounts

Logon account An extra account that contains the password that is
required to log onto the remote machine. For more
information, refer to Linked Accounts, page 230.

Reconcile account An extra account that contains the password used in
reconciliation processes. For more information, refer to
Reconciling Passwords, page 217. By default, a platform
reconcile account is configured, although you can override
it by associating a different reconcile account in the
Account Details page.

Multiple copies of accounts — Multiple copies of Windows local accounts with WMI can
be synchronized and used in the following different resources. For more information, refer
to Managing Service Accounts, page 152.

Windows Services A Windows local account password can be synchronized
with multiple copies of the same password used in different
services, after it has been changed successfully.

Windows Scheduled Tasks A Windows local account password can be synchronized
with other occurrences of the same password in different
Windows scheduled tasks, after it has been changed
successfully.
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Windows IIS Pools A Windows local account password can be synchronized
with multiple copies of the same password used in
Windows IIS Application Pools, after it has been changed
successfully.

Windows Registry A Windows local account password can be synchronized
with multiple copies of the same password used in different
registries, after it has been changed successfully.

Windows COM+ Applications A Windows local account password can be synchronized
with multiple copies of the same password used in
Windows COM+ applications, after it has been changed
successfully.

Windows IIS Directory A Windows local account password can be synchronized
Security (Anonymous with multiple copies of the same password used in IS
Access) Directory Security with Anonymous Access definition, after

it has been changed successfully.

For more information, refer to Windows Local Accounts with WMI, page 432, in
Setting Up Supported Platforms.

Windows Local Desktop Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this password, and is
specified in the platform. The default platform name for
Windows Local Desktop Accounts is WinDesktopLocal.

Address The IP/DNS address, Windows domain or machine name,
or TNS name of the remote machine where the password
will be used.

User Name The name of the user on the remote machine.

Optional Properties

LogonDomain The domain where the account will be used.
Location The physical location of the Windows machine.
OwnerName The full name of the desktop owner.

Additional accounts

Logon account An extra account that contains the password that is required
to log onto the remote machine. For more information, refer
to Linked Accounts, page 230.

Reconcile account An extra account that contains the password used in
reconciliation processes. For more information, refer to
Reconciling Passwords, page 217.
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Parameter Description

Multiple copies of accounts — Multiple copies of Windows local desktop accounts can be
synchronized and used in the following different resources. For more information, refer to
Managing Service Accounts, page 152.

Windows Services A Windows local desktop account password can be
synchronized with multiple copies of the same password
used in different services, after it has been changed
successfully.

Windows Scheduled Tasks A Windows local desktop account password can be
synchronized with other occurrences of the same password
in different Windows scheduled tasks, after it has been
changed successfully.

Windows IIS Pools A Windows local desktop account password can be
synchronized with multiple copies of the same password
used in Windows IS Application Pools, after it has been
changed successfully.

Windows COM+ Applications A Windows local desktop account password can be
synchronized with multiple copies of the same password
used in Windows COM+ applications, after it has been
changed successfully.

Windows IIS Directory Security A Windows local desktop account password can be

(Anonymous Access) synchronized with multiple copies of the same password
used in 1S Directory Security with Anonymous Access
definition, after it has been changed successfully.

For more information, refer to Windows Local Accounts, page 430, in Setting Up
Supported Platforms.

Cisco PIX SSH Accounts

Parameter Description

Required Properties

platform name  The platform name that is relevant for this password, and is specified
in the platform. The default platform name for Cisco PIX SSH
passwords is CiscoPixSSH.

Address The IP address of the remote machine where the password will be
used.
Type The type of password to use. Specify one of the following:

= ciscouser
= ciscoenable
= ciscoterminal

Optional Properties

User Name The name of the user on the router that this password belongs to.
Specify one of the following:

= ciscouser — the name of the user on the PIX machine.
= ciscoenable — nothing

Port The port that will be used to access the router.
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Parameter Description

Additional accounts

Enable account An extra account that contains the password that will enable the CPM
to switch to ‘enable’ mode and change the password on the remote
machine.

Logon account  An extra account that contains the password that contains logon
information that will enable the CPM to log onto the remote machine
where the password will be changed.

For more information, refer to Cisco PIX Accounts, page 510, in Setting Up
Supported Platforms.

Cisco PIX Telnet Accounts

Parameter Description

Required Properties

Platform Name  The platform name that is relevant for this password, and is specified
in the platform. The default platform name for Cisco PIX Telnet
passwords is CiscoPixTelnet.

Address The IP address of the remote machine where the password will be
used.
Type The type of password to use. Specify one of the following:

= ciscouser
= ciscoenable
= ciscoterminal

Optional Properties

User Name The name of the user on the router that this password belongs to.
Specify one of the following:

= ciscouser — the name of the user on the PIX machine.
= ciscoenable — nothing

Port The port that will be used to access the router.

Additional Accounts

Enable account An extra account that contains the password that will enable the CPM
to switch to ‘enable’ mode and change the password on the remote
machine.

Logon account  An extra account that contains the password that contains logon
information that will enable the CPM to log onto the remote machine
where the password will be changed.

For more information, refer to Cisco PIX Accounts, page 510, in Setting Up
Supported Platforms.
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CheckPoint Firewall-1 Accounts

Parameter Description

Required Properties

Platform Name  The platform name that is relevant for this password, and is specified
in the platform. The default platform name for CheckPoint Firewall-1
passwords is Firewall1.

Address The IP address of the remote machine where the password will be
used.

User Name The name of the user on the remote machine to whom this password
belongs.

ClientDN The distinguished name of the client entity.

ServerDN The distinguished name of the SmartCenter module.

Optional Properties

SicCertFile The path and name of the sic certification file. Default: opsec.p12
which should be placed in the Password Manager Bin directory.

Port The port that will be used to access the router.

For more information, refer to CheckPoint Firewall-1 NG Accounts, page 502, in
Setting Up Supported Platforms.

NetScreen SSH Accounts

Parameter Description

Required Properties

Platform Name  The platform name that is relevant for this password, and is specified
in the platform. The default platform name for NetScreen SSH
passwords is NetScreenSSH.

Address The IP address of the remote machine where the password will be
used.

User Name The name of the user on the remote machine who this password
belongs to.

For more information, refer to NetScreen Firewall Accounts, page 504, in Setting Up
Supported Platforms.
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NetScreen Telnet Accounts

Parameter Description

Required Properties

Platform Name  The platform name that is relevant for this password, and is specified
in the platform. The default platform name for NetScreen Telnet
passwords is NetScreenTelnet.

Address The IP address of the remote machine where the password will be
used.

User Name The name of the user on the remote machine who this password
belongs to.

For more information, refer to NetScreen Firewall Accounts, page 504, in Setting Up
Supported Platforms.

RSA Authentication Manager Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this account, and is specified
in the platform.

= For the Operation System User, use the Unix SSH platform.
= For other RSA SecurlD users, use the RSA Authentication
Manager platform.

User Name The name of the user as it is defined in the RSA Authentication
Manager.
Address The FQDN address of the RSA Authentication Manager
RSA User Type The type of RSA user. Specify one of the following users:
= QOperation System User
= Security User
= QOperation User
= Command Client User
Automatic Whether or not the account will be automatically managed.
management For the Security User and the Operation User, clear Disable

automatic management for this account.

For more information, refer to RSA Authentication Manager Accounts, page 505, in
Setting Up Supported Platforms.
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Facebook Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this account, and is specified in the
platform. The default platform name for Facebook accounts is Facebook.

Address The address of Facebook’s website, www.facebook.com. This address
appears by default.

User Name The name of the Facebook user to whom the password belongs.

For more information, refer to Facebook Accounts, page 528, in Setting Up
Supported Platforms.

Amazon Web Services (AWS) Accounts

Parameter Description

Required Properties

Platform Name  The platform name that is relevant for this account, and is specified in
the platform. The default platform name for Amazon Web Services
(AWS) accounts is Amazon Web Services (AWS).

Address The address of the Amazon Web Services (AWS) website,
www.AWS.com. This address appears by default.

Optional Properties

User Name The name of the AWS user who the password belongs to.

AWS ARN Role The role that can securely access the AWS console.

AWS Policy The policy that enables access to the AWS console for the specified
user.

AWS Address The AWS address. This is used for connecting to the AWS govcloud
through the PSM and must be configured manually.

Additional Accounts

Logon account  An extra account that contains the password that contains logon
information that will enable the CPM to log onto the remote machine
where the password will be changed.

Specify the following properties:

= Access Key ID
= Secret Access Key

Reconciliation An extra account that contains the password that will enable the CPM to
Account switch to ‘enable’ mode and change the password on the remote
machine.

For more information, refer to Amazon Web Services (AWS) Accounts, page 540, in
Setting Up Supported Platforms.
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Amazon Web Services (AWS) Access Keys

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this account, and is
specified in the platform. The default platform name for Amazon
Web Services (AWS) access keys is Amazon Web Services —
AWS- Access Keys.

AWS Access Key ID The unique ID of the Amazon Web Services (AWS) access key
that is used by APlIs to access the AWS console.
AWS |IAM Username The user of the AWS |AM account.

Key Content

AWS Access Key Secret The AWS access key secret that is required to access an AWS
platform.

For more information, refer to Amazon Web Services (AWS) Access Keys, page 541,
in Setting Up Supported Platforms.

Microsoft Azure Management Accounts

Parameter  Description

Required Properties

Platform The platform name that is relevant for this account, and is specified in the
Name platform. The default platform name for Microsoft Azure Management
accounts is Microsoft Azure Management.

User Name  The name of the Microsoft Azure user to whom the password belongs.

Address The address of the Microsoft Azure Management website, Azure. This value
is not used so you can specify any value.

For more information, refer to Microsoft Azure Accounts, page 542, in Setting Up
Supported Platforms.
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RSA Authentication Manager Accounts

Parameter Description

Required Properties

Platform Name The platform name that is relevant for this account, and is specified
in the platform.

= For the Operation System User, use the Unix SSH platform.
= For other RSA SecurlD users, use the RSA Authentication
Manager platform.

User Name The name of the user as it is defined in the RSA Authentication
Manager.
Address The FQDN address of the RSA Authentication Manager
RSA User Type The type of RSA user. Specify one of the following users:
=  QOperation System User
= Security User
= QOperation User
= Command Client User
Automatic Whether or not the account will be automatically managed.
management For the Security User and the Operation User, clear Disable

automatic management for this account.

For more information, refer to RSA Authentication Manager Accounts, page 505, in
Setting Up Supported Platforms.

Privileged Account Security

151



152

Implementation Guide

Managing Service Accounts

The CPM can synchronize multiple copies of accounts that contain a password that
has been changed and is used in different resources. These copies are also known
as service accounts.

The following diagram shows the procedure that is carried out when the CPM
changes and synchronizes passwords in accounts on Windows services. A full
description of the procedure appears after the diagram.

Cyber-Ark Vault
Central Polcy Manager b

- ! Windows service
Windows account account txtra account
(e L’ (w i’ _
, P, P, é

Windows Windows
Account Service

After the CPM has replaced a Windows Account password successfully, it searches
for Windows Services where the same password is used. If a logon password is
required to log onto the Windows Service machine, the CPM searches for the
associated account that is linked to the Windows service account and uses it to log
on. Finally, the CPM replaces the password in the Windows Service account.

The following table lists the multiple service accounts supported by the CPM, by
default.

= Windows Services

= Windows Scheduled Tasks

= Windows Registry

= Windows IIS Application Pools

=  Windows COM+ Applications

= Windows IIS Directory Security (Anonymous Access)
= Configuration Files

= Database String

=  Web Application Accounts

For more information about customized support for additional platforms, contact your
CyberArk support representative.
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To Create a Service Account

1. Inthe Accounts List, click an existing account; the Account Details window
appears.

According to the PVWA environment, different Service Account tabs are

displayed which enable you to work with accounts in the Password Vault in a
variety of ways.

2. Inthe relevant service account pane (eg., Windows Services), click Add.
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The Add Service Account page appears.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

Privileged Account Windows Desktop Local Accounts-win_admin-1.1.123: Add Windows
Service

3. Specify the required information, then click Save; the service accounts that use
the displayed account appear in the Service Accounts list.

The following example shows a list for service accounts of Windows Desktop
Local accounts.
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To Modify a Service Account

1. Inthe service account tab, select the service account to modify then click Edit;
the Edit page appears.

2. Modify the account properties as necessary, then click Save; the Account Details
page appears with the details of the modified service account.

To Delete a Service Account

1. Inthe service account tab, click the Delete the Password icon in the account
row; a confirmation message appears.

2. Click Yes to delete the service account,
or,
Click No to leave the service account and return to the Account Details window.
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Provisioning Accounts Automatically

The Accounts Feed, which is the next generation workflow for discovering and
provisioning privileged accounts, replaces auto-detection functionality. For more
information, refer to Accounts Feed, page 169.

The Privileged Account Security solution facilitates automatic full life-cycle
management for Windows accounts and their service accounts in your enterprise,
such as Windows Services, Scheduled Tasks, etc. This ranges from provisioning to
removal or archiving, and includes all management tasks in between, ensuring
complete control and secure management. This capability provides the following
features:

Automatic provisioning for Windows local accounts — Your enterprise’s
external directory can be integrated with the Password Vault to create, update,
and remove privileged accounts automatically in the Vault for Windows machines
in Windows domains.

Automatic provisioning for VMware Unix/Linux guest machines Root
accounts — Your enterprise’s vCenter directory can be integrated with the
Password Vault to create, update, and remove privileged accounts automatically
in the Vault for Root or local accounts in VMware Unix/Linux guest machines.

Automatic provisioning for VMware ESX host Root accounts — Your
enterprise’s vCenter directory can be integrated with the Password Vault to
create, update, and remove privileged accounts automatically in the Vault for
Root accounts in VMware ESX host machines. This enables you to maintain the
organization password policy across your vCenter environment.

Automatic provisioning for usages — All local and domain service accounts
can be detected and provisioned automatically in the Password Vault, where they
benefit from all of CyberArk’s standard account life-cycle management features.
This greatly reduces administration overhead required by the IT personnel when
machines are added or updated, or when existing machines are removed from
the external directory.

Flag domain or accounts used in Windows Services, Schedules tasks, etc,
and are not currently managed by the Privileged Account Security solution
— Accounts that have not been used for a while and/or are not currently managed
in the Password Vault can be automatically identified and flagged. This prompts
the Privileged Account Security solution to notify and/or automatically start
managing any potential shared/privileged domain/local account that is used in a
Windows Service or other Windows usage, and is not currently managed by the
Privileged Account Security solution.

On demand automatic detection and reporting — Users can initiate specific
automatic detection processes for local and domain service accounts and
generate a report of all the detected service accounts, with or without provisioning
them in the Vault.

Auditing Automatic Detection Activities — A record of all automatic detection
activities is maintained in the Vault, and a report can be generated at any time
with all these details, providing a full audit of every account and usage that is
detected and/or provisioned in the Vault.
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Provisioning Accounts and their Services

Due to the large number of Windows accounts that are used in enterprises today, it is
a major challenge to keep track of each account, where it is used and when. As a
result, many organizations avoid centrally managing and periodically changing the
passwords of these accounts, as required by regulations and to maintain a higher
level of security, in order to prevent failures of services, scheduled tasks, IIS settings,
and other service accounts due to unsynchronized credentials. Maintaining accounts
and their linked service accounts is tedious and time-consuming, and is almost
impossible to manage manually in large enterprises, and is frequently neglected. In
addition, accounts that are not used on a regular basis can be forgotten, and their
services become unusable due to a lack of management and tracking.

The Privileged Account Security solution can detect accounts and their services in
domain machines that are defined in the corporate AD and provision them
automatically in the Vault, providing a full life-cycle automatic management system
for Windows accounts and their services. This enables the Privileged Account
Security solution to automatically manage Windows privileged accounts in
environments that contain large numbers of Windows desktops and laptops, and
transparently handle frequent machine moves, additions, and changes. This
automatic detection and provisioning ensures that every usage in your enterprise for
services, scheduled tasks, application pools, and every other usage supported in the
Vault is identified and managed securely, according to enterprise policies.

According to predefined processes, the Central Policy Manager scans the enterprise
Active Directory to detect all relevant machines, including new and removed ones,
and can provision local accounts for each of those machines based on predefined
templates. Default properties are assigned to these accounts so that the relevant
platform can be applied to them. The CPM can also scan each of these machines for
different types of service accounts for each account and provision them in the Vault

Once provisioned, depending on how the process is configured, the CPM can
immediately initiate automatic management for accounts and service accounts,
based on the associated platforms. After an account’s password is changed, all
service accounts associated with it are automatically synchronized. In addition,
accounts and service accounts in the Vault are updated and removed to reflect their
status in the domain, for example, when a machine is added or removed from the
domain. Enterprises that do not wish the CPM to start managing accounts on remote
devices as soon as the machine is detected can specify a delay between the time
that the CPM detects a new machine in the domain and when the CPM will begin to
manage accounts. This is particularly useful for enterprises that have a build process
when new machines are added to the network.

While the CPM is scanning domain machines for service accounts, it can detect
domain or local accounts that are not managed in the Privileged Account Security
solution and either add them automatically or notify users of their existence, with a
view to provisioning them automatically.
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The flexibility of auto-detection processes provides multiple options for managing
accounts and service accounts, as shown in the following examples:

= In one enterprise, a domain account that was created for a specific antivirus client
is used to run the antivirus Windows service on multiple Windows machines, such
as servers, desktops, and laptops. This enterprise has configured the Privileged
Account Security solution to automatically detect all the service accounts for this
domain account and, in addition, while the system is scanning domain machines
for service accounts, it will also automatically detect domain accounts that are not
currently managed in the Privileged Account Security solution and will
immediately create them in the Vault without any human intervention.

= In another implementation, an enterprise wishes to centrally manage the local
Windows administrators or all end users’ workstations, desktops and laptops. The
implementation can be configured to provision these local accounts automatically
according to a preconfigured template, and to automatically detect any additional
service accounts such as Windows Services on these machine, where the local
administrator is used to run the service. Each time a usage is detected, if it is
associated with the relevant provisioned local account, the Central Policy
Manager automatically manages these accounts and their service accounts
based on the associated predefined platform, including automatically changing
and verifying their passwords, as well as keeping the service accounts
synchronized accordingly.

The CPM process that defines auto-detection specifies the machines to detect and
scan, as well as the types of accounts and service accounts to provision in the Vault.
Users determine how frequently machines are detected or scanned according to
intervals and time frames. For more information about configuring the CPM to detect
Windows accounts and service accounts automatically, refer to Configuring
Automatic Provisioning, page 434.

The CPM can be configured to manage accounts that are auto-detected as members
of a single group. For more information, refer to Managing Auto-Detected Accounts
with Groups, page 461.

Invoking Automatic Provisioning Manually in the PVWA

Users can initiate detection processes manually in the PVWA, using the Detect Now
option in the Accounts List, according to preconfigured auto-detection processes.
When selecting an auto-detection process, users can specify any combination of the
following three processes:

= Detect machines — The process will detect any new or removed machines in
preconfigured domains.

= Scan newly detected machines — The process will scan new machines that
have just been detected for accounts and service accounts. This option is
selected together with ‘Detect machines’.

= Scan Machines — The process will scan previously detected machines for
accounts and service accounts.

= All other configurations will be taken from the selected process configuration.
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In order to initiate an auto-detection process manually, users must be members of
the group that is authorized to configure the PVWA. By default, this is the Vault
Admins group.

This feature must be enabled manually. For more information about enabling this
feature, refer to Configuring Automatic Provisioning, page 434.

Running Auto-Detection in Simulation Mode

Auto-detection processes can be initiated in the PVWA in ‘simulation mode’ without
provisioning new accounts or service accounts in the Vault or creating notifications.
All the machines, accounts, and service accounts that are detected are listed in a
report that is generated and saved in the Reports Safe. This mode enables users to
make sure that all the auto-detection processes are defined according to their needs.

To Invoke Automatic Provisioning Manually in the PVWA

1. Display the Accounts List; members of the Vault Admins group can see the
Detect Now button. This button enables authorized users to run auto-detection
processes manually.

POLICIES ACCOUNTS APPLICATIONS REPORTS |
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2. Click Detect Now; the Detect Machines and Usages window appears. This
window enables you to select a process and customize where and how it will run
in the manually activated process. These customizations override the
configurations defined in the auto-detection process.
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In the CPM drop-down list, select PasswordManager, which is the name of the
CPM that manages the auto-detection process. This was defined when this
process was configured. If you are authorized to run auto-detection processes for
the selected CPM, the list of processes that can be run by this CPM are
displayed. If not, a message is displayed indicating that you are not authorized to
run auto-detection processes for this CPM.

Select the process to run; the name of the selected process appears under the
list of processes and the details of the process appear in the Properties list.
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Select the following options to indicate which machines the auto-detection
process will run on.

= Auto-detect new/removed machines — The process will detect machines in
the external directory defined in the process. If the process is not configured
to auto-detect machines, this option will be disabled and you will not be able
to select it.

= Automatically scan newly detected machines — The process will scan new
machines that have just been detected by the CPM. This option is dependent
on the previous option, and can only be selected if the previous option is
enabled.

= Scan machines — The process will scan machines that have been detected
previously by the CPM.

To run the auto-detection process in simulation mode, select Run in simulation
mode. This option is enabled for users who are members of the group that is
authorized to access the System Configuration page (by default, Vault Admins)
and the group that is authorized to monitor the PVWA (by default, PYWAMonitor).

Click OK to start running the auto-detection process; the following message
appears.
Detect Machines and Usages X

i Submitting auto-detection process Windows Local Account Provisioning. An e-mail notification
\) wil be sent upon completion.

Qi
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8.

= |f the process is running in simulation mode, the following message appears.

Detect Machines and Usages %

D Submitting auto-detection process Windows Local Account Provisioning for simulation. An
‘\I) e-mail notification will be sent upon completion.

o

0K

Click OK; the auto-detection process begins running.

9. When the process has finished, a notification will be sent to the user who initiated

the manual auto-detection process.

If the process was run in simulation mode, the privileged accounts and service
accounts detected by the process are saved in a file in the Vault and a link is sent
to the user who initiated the manual auto-detection process that enables them to
generate a report from this file and view the information before running the
process again and provisioning them directly in the Vault.

The following example shows the notification that is received after an auto-
detection process is run in simulation mode.
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To Generate the Simulation Report

1.

In the notification that you received after the auto-detection process simulation
was completed successfully, click the link to display the Generate Auto-detection
Report page.

Specify the name of the auto-detection report that will be generated, and which
will contain details of all the detected privileged accounts and service accounts,
then click Generate; the report will be generated immediately and can be
accessed in the Reports List.
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Checking for New Accounts

You can check for new accounts that have been added to any of the Safes where
you are an owner.

= |n the Accounts page, click New Accounts.
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The Accounts List displays all the accounts that were added to your Safes during

a predefined number of days. This number of days appears in the tooltip that
appears when you point to New Accounts.

If the PVWA is configured to check for new and locked passwords automatically,
the New Accounts counter that displays the number of new accounts in the Vault
will be updated each time the Accounts page is displayed or refreshed. For more

information, refer to Displaying New and Locked Accounts, page 549.
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Defining Custom Account Properties

During installation, a number of password properties are created automatically in the
Vault. These properties enable the passwords to be managed automatically by the
Privileged Account Security solution. Users who have the Manage Vault File
Categories authorization can specify additional password properties manually that
can be applied to all passwords that are stored in the Vault.

Creating an Account Property

1.
2.

Log onto the PrivateArk Client with an administrative user.

From the File menu, select Server File Categories; the File Categories window
appears.

The File Categories window displays the following information:

Column Displays

Name The name of the category

Type The type of the category. This might be text, numeric, or list.

Valid Values  The available options from which you can choose if the category is a
list.

Default The default setting for the category.

Required Indicates whether or not the user is required to supply the category

before the file/object can be stored.

Click New; the Add File Category dialog box appears.

In the Name edit box, type the new category. For example, if you want to be able
to find files according to the IP address where the password will be used, you
would type ‘IP address’.

From the Type drop-down list, specify the type of category. Choose from text,
numeric or list.

If the category is a List type, the Valid values section of the dialog box becomes
active.

= To add a value, in the Value edit box, type the first value for the list, then click
Add; the value is added to the list. Add as many values as necessary.

= To set a value as the default value which will appear automatically as the
property, select a value, then click Set as Default.

=  Toremove a value from the Values list, select the value, then click Delete.
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To make the password properties a requirement for every password stored in the
Vault, select Required Category.
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Click OK; the new File Category appears in the File Categories window.

To ensure that this password property is used in all Safes that will be created
from now on, select Use File Categories in new Safes, then click OK to set the
new password property in the Vault.

Updating Account Property Definitions

After an account property has been defined, it can be changed and, if it is a list of
values, more values can be added to it.

To Update Password Property Definitions

1.

In the PrivateArk Client, display the File Categories on Vault window.

The list of categories displays all the password properties that are currently
available.

= To create a hew password property, click New; the New File Category
window appears. Specify the password property as explained in Creating an
Account Property, page 162.

= To edit an account property, click Edit; the Edit File Category window
appears. In the Name edit box, select the property to edit.
= |If the property is text or numeric, you can change it now.

= If the property is a value, select the property, then in the Type edit box,
specify a value and click Add; the new value is added to the list of values
for that property.

= To delete a password property, select the property to delete, then click
Delete.

In the File Categories window, click OK; the changes to the password property
are applied and can be used when specifying properties on new or existing
passwords.
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Moving Accounts between Safes

Users can move accounts between Safes and reorganize accounts. This procedure
deletes the original account from the current Safe and moves the entire account to a
target Safe, including all the account properties. This feature moves the following
information:

Accounts — Accounts can be moved between Safes, including the password and
the account properties.

Account groups and group members — Members of account groups can be
moved between Safes.

Accounts and their usages — Accounts can be moved between Safes, together
with all associated service accounts.

Before Moving Accounts

Before you move the selected account(s), check the following:

In the source Safe:

1.

Check that the user has the following authorizations:

= List passwords

= Retrieve passwords

= Update password properties

= Delete passwords

= Access Safe without confirmation — If the user doesn't have this authorization,
they must have a confirmed request so that they can access the password.

Check the current CPM status for the account:

= |s the CPM currently performing an account management task? Passwords
that are in the process of being managed cannot be moved. Wait until the
CPM has completed its tasks, then move the password.

= Has the account been marked for a CPM management task? As the account
is disabled before it is moved, the CPM will not be able to complete its
management tasks on this account. You can either wait until the CPM has
finished its management tasks on this account and then move it, or move it
and it will be managed in the target Safe.

If passwords are in exclusive mode, make sure that the password is not locked,
as locked passwords cannot be moved. Wait until the password has been
released then move the password.

Make sure that you are aware of the following:

When an account is moved to a different Safe, the following information is not
moved with it:

= Audit records — All records of activity on the accounts that are moved are left
in the source Safes.
= Versions of the password — All previous versions of accounts that are saved

in the Safe according to the Safe history configurations are left in the source
Safe.
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= Requests — All requests for access and confirmations that have been
received from authorized users.

= Object Level Access Control configurations — Specific access control at
account level.

= Links to the account — Accounts that are associated with the accounts that
are moved are not updated with the new Safe details. In addition, accounts
that are referenced in platforms (e.g. reconcile accounts) should be updated
with the new Safe name.

= One-time passwords — Accounts that are configured for one-time use and
have been used but not changed before they are moved to a different Safe
will not be changed before they are used again.

= PSM Recordings —When accounts that are connected to PSM recordings
are moved to a different Safe, the connection between the account and the
recording is lost. Relevant recordings can be found by performing a search
through the MONITORING page.

= Moving accounts to subfolders — When an account is moved to the target
Safe, folders one level below the ‘Root’ level will be created automatically. If
an account is in a lower level in the source Safe, the user must create the
folder tree in the PrivateArk Administrative Client.

= Moving exclusive account groups — When members of exclusive account
groups are moved to a different Safe, it is recommended to move all the
members in the group and not just some of them. If only some of the
members of the group are moved, the rest of the members in the group are
locked and they must be released manually before they become available to
other users. For more information about exclusive accounts, refer to Accounts
Check-out and Check-in, page 256.

In the target Safe:
1. Check that the user has the following authorizations:

= List passwords

= Create passwords

= Update passwords

= Update password properties

2. Check that the name of the password being moved is unique. If there is an
account with the same name in the target Safe, the account will not be moved.
However, if there is a deleted account with the same name, the account will be
moved successfully.

3. Inthe platform that the password is linked to, check that the target Safe is listed
in the AllowedSafes parameter. This ensures that the same platform can be
applied to passwords after they have been moved.
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Moving Accounts

1.

Select the account(s) to move:
= Inthe Accounts List, select one or more accounts,
or,
= Display the Account Details page for the account to move.
Click Move; the following message appears:

Move Account *

Please note that moving accounts between Safes could result in changes to access control and
automated management settings. For more details, click here.

OK ] Cancel ]

Click here to display more information about which information is moved with the
account and which information can be lost when accounts are moved.

Note: Itis essential that you are aware of the implications of moving accounts
between Safes before you move them.

Move Account *®

Please note the following:
1. In case a different CPM manages the target Safe, it must have the relevant policies.
2. The target Safe must be included in the "AllowedSafes" parameter in the relevant
account policies.
3. Links to the account must be recreated.
4. Account level permissions (OLAC) must be recreated based on new Safe members, if
relevant.
0ld password versions will not be moved.
The account activity history will not be moved.
Existing requests to access the account will expire.
One-time passwords that were used and have not yet been changed wil not be changed
before they are used again.
For more details, please refer to the PIM Suite Implementation Guide.

| ~anhen

oK ] Cancel ]

For more information about points 2, 5, 6, 7, and 8, refer to Before Moving
Accounts above. Make sure that you have checked all these points before
starting to move the account(s).

For more information about points 1, 3 and 4, refer to After Moving Accounts
below.

After you have read the information in the above message, click OK; the Move
Accounts window appears.

Specify the Safe where the accounts will be moved to, then click OK; the
accounts are moved to the target Safe.

= If you specify the name of a Safe that does not exist or which you are not
authorized to access, the target Safe edit box will be cleared as shown in the
following example:

Move Accounts *

Chooze a target Safe:

oK ] Cancel ]

Select a Safe name from the drop-down Safe list, then click OK.
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6. A progress bar indicates the status of the process.
= If the accounts are moved successfully, the following message is displayed:

Move Accounts

The account was moved successfully

Close

Click Close; the Accounts List or Account Details page is displayed,
depending on the page in which you selected accounts to move.

= |If one or move of the accounts could not be moved successfully, the errors
are displayed:
Move Accounts

3 accounts were nok prepared successfully, Click Continue o move the remaining accounts.

3 errors have occurred
Mo.  Account Mame Errar

3 Cperating SystemaninDomain-1 1.1 223300 omA dmin EPYP&012E Object Operating System-WinDomain-1.1.1.223

2 Cperating SystemaninDomain-11.1.111-2dministrator EP“P&012E Ohject Operating System-winDomain-1.1.1,111-,
1 Operating Svystem-UnixS5H-1.1.15-root EP%PADZEE Object Operating System-UnixS5H-1.1.1.5-root
Continue ] Cancel ]

Click Continue to continue moving the account(s) that can be moved
successfully to the target Safe,

or,

Click Cancel to cancel the entire Accounts transfer process and close the
Move Accounts window.
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After Moving Accounts
1. Accounts that were not moved successfully are disabled for automatic CPM

management in the source Safe. Enable them manually so that they will be
managed automatically according to your enterprise policies.

Check that all the accounts that were moved to a target Safe are associated with
the correct platforms.

For accounts that were linked to the moved accounts in the previous Safe,
recreate all the relevant links.

i. Inthe Accounts page, search for the name of the password that was moved.

ii. Inthe list of search results, display the Account Details page for each
password, and in the CPM tab, check if the original password is used as a
logon or reconcile account.

iii. If so, in the additional passwords section, click Associate to re-link either the
logon account or the reconcile account; a list of accounts appears.

iv. Select the account that was moved, then click Associate; the selected
account is associated with the original account and is listed in the CPM pane
of the Account Details page.

For more information about linked accounts, refer to Linked Accounts, page
230.

In addition, check in the Ul &Workflows parameters of the platform settings if
any of the moved accounts are used in platforms as a reconcile account, and
update the Safe name to indicate its new location.

For accounts that were configured for account level permissions, recreate these
access permissions, based on the Safe members in the new Safe.

If all the members of a group have been moved to another Safe, the group
manager object in the source Safe will be deleted and cannot be undeleted. If
necessary, the group in the source Safe must be recreated manually.

If you moved only some of the members of a group that is configured for
exclusive mode, the rest of the members in the group in the original Safe are
locked and they must be released manually before they become available to
other users. This can be done by releasing any of the group members in the
source Safe. For more information about exclusive accounts, refer to Accounts
Check-out and Check-in, page 256.
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Accounts Feed

CyberArk’s new Account Feed introduces the next generation workflow of
discovering and provisioning privileged accounts. This workflow is aligned with
business processes in order to simplify and accelerate the deployment and
management of privileged account security. The Accounts Feed process is divided
into three main steps:

= Discover — Automate privileged account discovery, which is designed to quickly
locate critical accounts and credentials.

= Analyze — Provide an easy view of all discovered accounts that enable you to
analyze, determine which account is no longer needed and can be deleted, and
assess the risk of each account.

= Provision — The scope of the accounts to manage can be provisioned in the
Vault in a simple and intuitive way.

The Privileged Account Security solution scans your machines according to the
source that was defined, such as Active Directory or a CSV file, to discover privileged
accounts in your organization (such as Windows and Unix accounts) and their
dependencies (such as Windows Services), giving you a clear and comprehensive
picture of existing accounts in your organization.

The Privileged Account Security solution uses the CyberArk Central Policy Manager
Scanner to run account discoveries. A scanner is installed with each CPM in your
environment, enabling you to scan all distributed networks in your organization.

When scanning a specified domain, the CPM Scanner automatically retrieves
information about discovered accounts that is stored in trusted domains, without
requiring additional permission. Likewise, the CPM Scanner can retrieve information
about discovered accounts from trusted domains in the forest trust. However, in order
to discover accounts (not just information about them) in domains that are not
specified as the source, the user who runs the discovery requires permissions in
those domains.

All the detected accounts are displayed in the Pending Accounts page in the PVWA,
where you can view them and onboard them, based on various criteria that you can
define. You can schedule account discoveries to run automatically, once or at regular
intervals, streamlining account management and ensuring that the pending account
list contains the most up-to-date details about the privileged accounts in your
environment. Then you can view recurring discoveries and see when they last ran,
when they’ll next run, and how long each one took.
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Supported Target Machines

The Accounts Feed can scan the following target machines:

=  Windows Accounts

Discovery processes detect the following Windows accounts:
= Local accounts

= Domain accounts

Discovery processes detect the following dependencies:

= Windows Services accounts

= Scheduled Tasks accounts

IIS Application Pools accounts

= ]IS Directory Security (Anonymous Access) accounts

= COM+ Applications accounts

Note: When scanning a specified domain, the discovery automatically retrieves
information about discovered accounts that is stored in trusted domains,
without requiring additional permission.Specifically, the discovery only
retrieves information about Windows Services dependencies and
Scheduled Tasks dependencies that derive from trusted domains.

Supported Active Directory
= Microsoft Active Directory 2003, 2008, 2012

Note: The Discovery does not support scanning Active Directory domain
controllers.

Credentials for Scanning
= In the Active Directory:

= Read permissions in the OU to scan and all sub-OUs
= On target machines:

= Domain Administrator

= or,

= Equivalent Domain User:

= User with read permissions on the Active Directory

= User with local administrative rights for Windows on the target
machine.

= User with permissions to logon remotely to the target machine
Note:

= |n Windows Vista or newer, the domain user must belong to the Administrators
group or to a group nested within the Administrators group.

= |n older versions of Windows, the domain user can be a member of any privileged
group.

Servers:

=  Windows 2000

=  Windows 2003

=  Windows 2008

=  Windows 2012

=  Windows 2016
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Workstations:

=  Windows 2000
=  Windows XP

=  Windows Vista

=  Windows 7
=  Windows 8
=  Windows 10

Supported Target Computers for Discovering Dependencies
= Servers:

=  Windows 2003

=  Windows 2008/2008R2 with Service Pack 1

=  Windows 2012/2012R2

Notes:

= To discover Scheduled Tasks on Windows 2012, the CyberArk Scanner
(CPM) must be installed on Windows 2012.

= Todiscover IIS Application Pools accounts, IIS Directory Security (Anonymous
Access) accounts and COM+ Applications accounts, [I1S7.5 or 8.5 must be
installed.

Supported protocols:

= The following protocols are supported when accessing the Active
Directory:

= LDAPs (default)

Note: To support LDAPS in discoveries, this protocol must be configured in
the Active Directory.

= LDAP

Network Protocols

= Windows File and Printer Sharing
=  Windows (WMI)

For information about how to enable the Windows (WMI) Protocol in your
environment, see Appendix G: Enabling WMI Ports on Windows Client
Machines, on page 1136.

For more information about the ports that EPV uses to access remote
machines, refer to Ports used for Accounts Discovery in the Privileged
Account Security System Requirements.

= Unix Accounts

Discovery processes detect the following Unix accounts:
= Local accounts

Note: Domain users that are used to authenticate to Unix machines (using
AD-Bridge integration) are currently not discovered.

= SSH Keys and their trusts
Credentials for Scanning Local Accounts
= At least one of the following privileges:

Privilege Enables user to retrieve ...

root or user with uid=0 All account details
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sudoers for the "cat /etc/passwd" The minimum details required to create a
command pending account (user name and
address)

sudoers for the following commands: All account details

cat "/etc/shadow"

cat "/etc/passwd"

cat "/etc/security/passwd” (AIX)
cat "/etc/security/lastlog” (AlIX)
cat /etc/group

cat "/etc/sudoers”

lastlog | grep -v ™

hostname —s

Is -d /etc/[A-Za-z]*[_-][rvie[lr]* |
grep -v 'Isb\|os\|system’

= test -f "{0}"; echo $?

= Credentials for Scanning SSH Keys

Note: In order to scan Unix machines for SSH keys, your CyberArk license
must include SSHKM. For more information, contact your CyberArk
representative.

= At least one of the following privileges:
Privilege Enables user to retrieve ...
user with uid=0 All account details
sudoers for the "cat /etc/passwd” command The minimum details required to

create a pending account (user
name and address)

sudoers for the following commands: All account details

= Linux: uname, Is, test, cat, lastlog, getent,
grep, wc, find, xargs, ssh-keygen, echo, rm,
date, hostname, ifconfig

= AIX: uname, Is, test, cat, Isdev, grep, wc,
ssh-keygen, echo, rm, istat, hostname,
ifconfig

=  Solaris: uname, echo, test, cat, getent,
grep, psrinfo, wc, find, xargs, ssh-keygen,
Is, rm, truss, hostname, ifconfig

= Unix platforms:
= RHEL 4-7.1
= Solaris Intel and Solaris SPARC 9, 10, 11
= AIX536.1,71
= ESXi5.0,5.1

= SUSE 10
= Fedora 18,19, 20
= CentOS 6

= Qracle Linux 5
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= Supported Sudo Replacements solutions

= CA Privileged Identity Manager/ControlMinder — This solution contains the
sesudo command.

= Centrify Access Manager/DirectAudit - This solution contains the dzdo
command.

Managing Discovery Processes

The Discovery Management page allows you to create new discovery processes and
view their statuses. In addition, you can select an existing discovery process and
view its details in the Preview pane. The grid can be refreshed to update discovery
processes that are currently running in the system, providing you with a clear and
concise view of discovery processes in real time.
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The Discovery Setup grid gives you an at-a glance view of configured discoveries.
Select a discovery to view more details.

The following table describes the information displayed in the Discovery Setup grid.

Column DI EVE

Discovery name The name of the defined discovery.
Type The type of discovery process. Possible values are:
= Onetime

= Recurring

State The current state of the discovery process. Possible values are:
= Running
= Pending
= The next run date and time (for recurring discoveries)

For more information, refer to Viewing the Status of the Discovery
Process, page 187.

Last run time The time on the scanner machine when this discovery starts. If this is a
recurring discovery, this time indicates the last time this discovery was
started.

Last run status The status of the discovery the last time it was run.
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Viewing Discovery Details

You can view the details of each discovery in the Preview pane in the Discovery
Management page. These details give you an overall view of the discovery and its
status.

The details in the Preview Pane change, depending on whether the selected
discovery is Windows or Unix.

To View Discovery Details

= Select or click a discovery row; its details are displayed in the Discovery Preview
pane.
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The following table describes the information displayed in the Discovery Preview
pane.

Column Displays

Discovery name The name of the defined discovery, which indicates the following:

= Type of discovery — Windows or Unix
= Discovery source — Domain, OU, or file

Note: These details differ according to the type of discovery.

Communication The type of communication used to access remote machines during
Type (Port discoveries. Possible values are:
number) = Secure (636)
= Non Secure (389)
CPM Scanner The name of the CPM scanner that will run this discovery.
State The current state of the discovery. Possible values are:
= Running
= Pending

= The next run date and time (for recurring discoveries)

For more information, refer to Viewing the Status of the Discovery
Process, page 187.
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Column Displays

Type The type of discovery process. Possible values are:
= Onetime
= Recurring
Recurs on The days on which the discovery runs.
Starting from The time when the discovery runs.
Created on The date and time when the discovery was created.
Created by The name of the user who created this discovery.

Start running time The time when the discovery started.

Last run time The last time when this discovery was started, according to the time on
the scanner machine.

Last run end time The last time that this discovery ended.

Last run status The final status of the discovery the last time it was run.

Creating Discovery Processes

Discovery processes scan predefined machines for new and modified accounts and
their dependencies, and then display the discovered accounts so that you can see
which accounts should be onboarded into the Vault where they can be managed
automatically and securely, according to your enterprise compliancy policies.

Before creating discovery processes, make sure that the user who will perform the
discovery has the required permissions, as listed in Supported Target Machines,
page 170.

In organizations where privileged access is not permitted to remote Unix machines, a
logon account that only has permission to logon remotely is required to log onto the
remote machine. After this logon account has authenticated to the remote machine,
the privileged user can run discoveries. In these environments, before creating
discoveries, associate a logon account to the account that will be used to run
discoveries on remote Unix machines. For more information about creating and
associating logon accounts, refer to Linked Accounts, page 230.

To Create a Discovery Process for Windows Accounts
1. Log onto the PVWA with a user who is a member of the Vault Admin group.

2. Inthe ACCOUNTS page, under Accounts Management, click Accounts
Discovery; the Pending Accounts page appears.

3. Inthe Pending Accounts page, click Discovery Management; the Discovery
Management page appears.

4. In the Discovery Management page, click New Windows Discovery; the New
Windows Accounts Discovery window appears.
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New Windows Accounts Discovery X

Set discovery from Active Directory Introdaction to Accounts
[¥scovery
» Which account 1o use for scanning?
il ana Me
10 De - s T .
Sedect trom Vel Specify Accoont ineent SAXIQNA! MNOnEQr
NESNONE DD )

» What to scan?

All CF

» Which CPM Scanner to use?

Under Which account to use for scanning?, do the following:

i. Specify the Active Directory domain from which the list of machines to scan
will be retrieved.

Notes:

= Make sure that the PVWA machine has access to the Active Directory in order to
show the tree-view of the OUs.

= Make sure that the CPM scanner that will perform the scan has access to the
Active Directory.

= Specify the domain name in fully-qualified domain name (FQDN) format and with
up to 170 characters.

ii. To configure the discovery to connect to remote machines using an LDAPS
secure connection, select Connect to the Active Directory using a secure
connection.

By default, this option is selected.

ii. Select the user who will perform the scan. Either select an account from the
Vault or manually specify a user and password:

=  Select from Vault — Select a Vault account to run the scan. This is
recommended for recurrent scans.

i. Click Click to select an account from the Vault; a list of Vault
accounts appears. These are all domain accounts in the specified
domain.
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Select Account from the Vault x
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ii. Selectthe account to use for the discovery process, then click Select
Account; details of the selected account are displayed.

Note: Make sure the user in this account has the relevant permissions. For
more information, refer to Creating Discovery Processes, page 175.

Specify Account — Specify a domain account that will run the scan.
i. Click Specify Account; prompts for the required details appear.

Now Windows Accounts Discovary *

Set discovery from Active Directory Introaarnon o AcTounts
DRscovery

> Which accoamt to use Sor scanning?

Sedact fioen Vit Epacily Accourt

» What to scan?

ii. Specify the following information:

= User — The Active Directory user that will access the domain to
retrieve the list of machines and will access each machine to
perform the scan.
Notes:

= Specify the user name in username or domain\username format.
= This user requires read permissions in the OU and all sub-OUs to
scan.

= Password — The domain user’s password.
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6. Under What to scan?, specify the OU that will be scanned for accounts and their
dependencies. You can either select it from the tree view or type its distinguished
name.

To select the OU from a tree — Click Browse; the PVWA connects to the

Active Directory using the user credentials specified in the 'Which user to use

for scanning?' section and displays the accessible Active Directory tree.

= |f Connect to the Active Directory using a secure connection is
selected, the PVWA connects to the Active Directory using a secure
connection.

= Select the OU to scan, then click OK; the selected OU appears in the
Accounts Discovery window. This OU will be scanned recursively.

Note: You can only select one OU. If no OUs are selected, by default, the
selected domain will be scanned.

To type the OU’s distinguished name — In OU to scan, type the
distinguished name of the OU.

7. Under Which CPM scanner to use? select the CPM scanner that will scan for
accounts and their dependencies. The CPM scanner will scan only machines that
it can physically access.

Set discovery from Actve Deeclory Introduction e Accounts
Discowry
+ What to acan?
> Which CPM Scammer 1o use?
PasreccdVanapn
v What recuming pattem 1o aet for thin Discovery?
= |f multiple CPM scanners are installed, select the relevant scanner from the
drop-down list.
= If only one CPM scanner is installed, only the name of that scanner will be
displayed and it will be automatically selected.

8. Under What recurring pattern to set for this Discovery? select one of the

following:

Recurring — Enables you to define an automatic recurring discoveries.
Specify the following details:

= Recur On — Select the day(s) when the discovery will run.
= Starting — Set the time after which the discovery will run.
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New Windows Accounts Discovery x
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= One time — Defines a one time discovery process that will run after you finish

setting it up.
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9. Click Done; the following message appears:

New Accounts Discovery

° Windows dscovery from Compulérsi@company com has been added successiully

10. Click OK; the discovery is added to the list of discoveries in the Discovery

Management page.

= One time discoveries are performed as soon as the scanner finishes current

discoveries.

= Recurrent discoveries are added to the list of pending discoveries and will be

performed on the defined day at the specified time.
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To Create a Discovery Process for Unix Accounts and SSH Keys

Before creating a discover process for Unix accounts and SSH keys, create the CSV
file that contains a list of all the Unix/Linux machine addresses that will be scanned.
These addresses can be listed as |IP addresses, machine host names or machine
FQDN (full DNS names). For a full list of supported Unix/Linux machines, refer to
Supported Target Machines, page 170,

1.
2.

Log onto the PVWA with a user who is a member of the Vault Admin group.

In the ACCOUNTS page, under Accounts Management, click Accounts
Discovery; the Pending Accounts page appears.

In the Pending Accounts page, click Discovery Management; the Discovery
Management page appears.

In the Discovery Management page, click New Unix Discovery; the New Unix
Accounts Discovery window appears.

New Unix Accounts Discovery X

Set discovery from list Motz odicton to Accomets
Xscovery

+ Which 8o contaies the |ist of machines?

» Which umer will scan tha machines

v What i the wser's defaull pessworrd 7

» Which CPM Scanner to wse?

FaisaoroManager

» Do you went to discover SSM Koys?

Under Which file contains the list of machines?, click Browse, then select the
CSV source file that the discovery will use. The CSV file contains a list of Unix
machine addresses that can be specified as IP addresses, machine host name or
machine FQDN (full DNS name). There is no header line and each machine
address is specified on a new line, as shown in the following example:

=R e
=R e
=R e
s WwN e
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6. Under Which user will scan the machines?, specify the name of a user who
will connect to the Unix machines to scan them. The system will search the Vault
for this user’s password credentials for each machine that is listed in the source
list. If the account contains only an SSH key, the default password will be used.

Note: The following Master Policy rules are not applied to this account when it is
used in discoveries:
= Require dual control password access approval
= Enforce check-in/check-out exclusive access
= Enforce one-time password access
= Require users to specify reason for access
7. Under What is the user’s default password?, specify the password to use
when the system cannot find the specified user in the Vault.

8. Under Which CPM scanner to use? select the CPM scanner that will scan for
Unix accounts. The CPM scanner will scan only machines that it can physically
access.

= If multiple CPM scanners are installed, select the relevant scanner from the
drop-down list.

= If only one CPM scanner is installed, only the name of that scanner will be
displayed and it will be automatically selected.

9. To scan for SSH keys and their trusts, select Scan SSH Keys.

New Unix Accounts Discovery X

Set discovery from list Introduction to Accounts
Discovery

» Which CPM Scanner 10 wse !

PasswordMansgar

» Do you want 1o discover SSH Kays?

» What recurring pamern %o sot $or this Dlscovery ?

Privileged Account Security



182

Implementation Guide

10. Under What recurring pattern to set for this Discovery? select one of the
following:

= Recurring — Enables you to define an automatic recurring discoveries.
Specify the following details:
= Recur On — Select the day(s) when the discovery will run.
= Starting — Set the time after which the discovery will run.

= One time — Defines a one time discovery process that will run after you finish
setting it up.

New Unix Accounts Discovery X

Set discovery from Est Imroduction to Acconnts
Dscovery
"ias € ~

r Which CPM Scamamr 1 use ?

:
Paszsorctanaper At

v Do you want to discower SSH Keys?

» What recuning patiumm o sel for this Discovery? el "V *
e Vi

et m e SO Uviong
3

11. Click Done; the following message appears:

New Accounts Discovery

° Untx discavery from fite (MachneScan csv) has Seen added successhily

12. Click OK; the discovery is added to the list of discoveries in the Discovery
Management page.

= One time discoveries are performed as soon as the scanner finishes current
discoveries.

= Recurring discoveries are added to the list of pending discoveries and will be
performed on the defined day at the specified time.
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Deleting Discovery Processes

When discovery processes are no longer required and they become redundant, they
can be deleted, so that only the necessary scheduled processes are listed.

Note: A discovery process cannot be deleted while it is running.
To Delete Discovery Processes
1. Inthe Discovery Management Page, select the discovery process to delete.
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2. Click Delete; the following message appears, prompting you for confirmation:

Dedete Discovery

° Are you sare you st 10 delete Diacovery Windows disceomey fom OU1 @company com?

T

3. Click Delete discovery; the system deletes the discovery process in one of the
following ways:

= Recurrent discoveries — The selected discovery is deleted together with all
its details and details of the previous times it ran.
= Onetime discoveries — The selected discovery is deleted.

4. After the discovery has been deleted successfully, the following message
appears:

Delele Discovery

° Duscovary Windows decewy fiom OUT@company com’ kas been delstad
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Discovering Accounts and SSH Keys

The Accounts Feed discovers local and domain accounts, as well as SSH keys. In
Windows discoveries, each account is classified, so that you know whether it is a
local or domain account, and privileged or not. In Unix discoveries, accounts are
classified so that you know whether it is a local account or SSH key, and privileged or
not. Additional information also helps you understand the type of accounts that have
been discovered and helps you to assess the risks associated with each account.

In addition, in Windows discoveries, the discovery finds Windows Services and
Windows Scheduled Tasks that use the detected privileged accounts. In Unix
discoveries, the discovery does not find dependencies of local accounts on Unix
machines although it does find SSH key trusts.

Accounts that already exist in the Vault will not be rediscovered. This refers to
accounts that were added in the PVWA, onboarded using the Accounts Feed, or
provisioned using the AddAccount web service.

Accounts that are displayed in the Pending Accounts list may have changed since
they were initially discovered. In order to make sure that the Pending Accounts list
reflects the current status, you can perform a new discovery process in which the
same accounts are rediscovered and their details are updated.

Notes:

= When you configure the discovery to scan a company domain, sub-domains will not be
scanned automatically. For example, when you scan the mycompany.com domain, the
sub.mycompany.com domain will not be scanned automatically.

= When scanning accounts and groups in a trusted domain, it is recommended to perform a
separate scan for each existing domain.

= Only one discovery process at a time can be executed by the Scanner. If you define
multiple discoveries that are using the same CPM scanner, they will wait in the queue as
pending and will be run one after the other.

Stopping Discoveries

Discoveries can be stopped manually while pending or when running. When a
discovery is stopped, a list of pending accounts is created which includes accounts
that were already discovered. As the discovery is not completed, some account
dependencies may not be included.

After a discovery has been stopped, a discovery log is written that contains details
about the user who stopped it and the time when it was stopped. This discovery log
can be accessed by a link in the Discovery Preview pane. These details are also
written in the central CACPMScanner.log file in the PasswordManager\Logs folder.

To Stop a Running Discovery

1. Inthe Discovery Management page, select the discovery to stop.
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The following message appears:

Stop Discovery

o Are you sure you want to stop the Windows discovery fram child. parent.com?

Discovery will run again according the predefined recurring pattern

Cancel

Click Stop Discovery; the following confirmation message appears:

Stop Discovery

Windows discovery from child.parent.com will be stopped. This may take a few
minutes.

Click OK; while the discovery is being stopped, its state is changed to Stopping.
This appeatrs in the State column in the Discovery Management page.

Privileged Account Security

185



186

Implementation Guide

POUCES ACCOUNTS  APPLICATIONS . ADMMNISTRATION

ACCOUNTS

b Wy Acxostmy

Aczoutts Dacovary

Festag Azzaen

<

-

Discovery Management

Ty mets:

[hrover) s

e @ P Lod e 1

Introouchon to Accounts
Ciscovary Management

1105 Bape Empeeys e Alciurts
Do swery grox wamen et swrw
CWMORRE Y W WY ACCOMTES
D Oomtry AN 03062 O'C W0
hers rx ey smcosmd detate
Mo dnas

Ciek S Wircces Domvery @
Yoo O Ovsnarvery’ b esdy
Wik & 1w A eowets Decivery
procema Accouts ceciing
AT & (M ey prOCess o te
tart P e Pendeg Accsert
e

4. After the discovery has been stopped, its Last Run Status is changed to
Stopped. You can see this in the Discovery grid and in the Discovery Preview

pane.
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5. To open the Dicovery Log and view the details of this activity, in the Discovery
Preview pane, click Open Discovery Log. For more information about viewing
discovery logs, refer to Viewing Discovery Logs, page 187.
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Viewing the Status of the Discovery Process

Once you have defined a Discovery process, and while it is running, you can check
its status in the Discovery Management page. The following statuses are displayed:

= Running — The discovery is currently running and scanning for accounts.

= Stopping — The discovery is in the process of being stopped. After the discovery
has been stopped, its Last Run Status changes to ‘Stopped’.

= Pending — The discovery is still waiting to be run and has not yet started.

= Completed Successful — The discovery was completed successfully and no
errors were encountered during the scan.

= Completed with errors — The discovery was completed but errors occurred. You
can view the errors that occurred during this discovery in the specific discovery
log. For more information, refer to Viewing Discovery Logs, page 187.

*= Failed — The discovery failed to run. Usually this happens because of a fatal
error, such as a failed connection to the Active Directory or a user with insufficient
privileges. The discovery will stop immediately and update its status to Failed. For
more information about why the discovery failed, refer to the the discovery log.

For information about errors, refer to the CACPMScanner.log file in the
PasswordManager\Logs folder. After you have solved the problem, create a hew
discovery process that will run again. For more information, refer to CyberArk Central
Policy Manager Scanner Logs, page 559.

Viewing Discovery Logs

You can view a dedicated log that only contains the errors that occurred during a
discovery that was not completed successfully. This log is created for discoveries
that finish in any of the following ways:

= Discoveries that ended with a failure
= Discoveries that completed with errors
= Discoveries that were stopped manually

For each of these discoveries, a log is created that lists the errors which occurred
when the discovery stopped. This enables users to easily access the relevant
information so that they can fix any problems and re-run the discovery successfully.

Users can access this discovery log from the Discovery Management page, in the
Discovery Preview pane. If the discovery finished successfully, this log is not created
and, therefore, a link to this log is not displayed.

These errors are also included in the central CACPMScanner.log file in the
PasswordManager\Logs folder, where all the activities for every discovery is written.

When discoveries are deleted, their log files are also deleted. Logs that are created
for recurring discoveries are overwritten each time the discovery starts running again.
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Pending Accounts

The Pending Accounts page displays all the accounts and SSH keys that were
discovered during multiple scans by the CPM Scanner. Pending accounts that were
added by external scanners using the AddPendingAccounts Web Service will also be
displayed. Accounts that were previously onboarded into the Vault using the Add
Account page or the Add SSH Key page in the PVWA, using the onboarding option in
the Accounts Feed or using the AddAccount web service are not displayed in this list.

The accounts and SSH keys listed in this view will only be onboarded to the system
and managed automatically after you manually initiate the onboarding process.
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To View Account or SSH Key Details

= Select an account or SSH key to view its details in the Account Preview pane.
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The following table describes the information displayed in the Pending Accounts grid
and the Account Preview pane. This information changes, depending on whether the
selected pending account is a Windows account, a Unix account or an SSH Key.

Privileged Account Security

189



190

Implementation Guide

Column Displays

Username The login name of the account or SSH key about which information
was retrieved in either the scanned domain or a trusted domain.

Address The IP address/DNS of the discovered account in either the scanned
domain or a trusted domain.

Platform The platform that the discovery attached to the discovered privileged
accounts.

Fingerprint The fingerprint of the discovered SSH key. The public and private

keys of the same trust have the same fingerprint.
This is relevant for SSH keys only.

Length The length of the SSH key.
This is relevant for SSH keys only.

Format The format used when the SSH key was generated. Currently only
OpenSSH format is supported.

This is relevant for SSH keys only.

Key encryption The encryption method that was used to generate the key.
This is relevant for SSH keys only.

Comments Any text that was added when the key was created.
This is relevant for SSH keys only.

Path The location of the discovered public SSH key on the remote
machine.

This is relevant for SSH keys only.

Trust The number of discovered SSH key trusts associated with the
selected account.

This is relevant for SSH keys only.

Age The current age of the account, in days, in either the scanned domain
or a trusted domain. This will appear as a fraction if the age is less
than one day.

Last set The date and time when the password or SSH key fingerprint was
last set in either the scanned domain or a trusted domain.
Note: For SSH keys, this date indicates when the file where the key is
located was last changed.

Dependencies The number of dependencies that use the detected account,
including dependencies in the scanned domain that are run by users
from trusted domains.

Click the specified number of dependencies to view the
dependencies’ details. For more information, refer to Viewing Account
Dependencies, page 192.

This is relevant for Windows accounts only. For Unix accounts, this
column will always be empty.

Last login date Displays the last date and time that the account was used for login by
users in either the scanned domain or a trusted domain.

= |ocal accounts — The last date and time the account was used to
log into the current computer.
This is relevant for Windows and Unix accounts.
Note: In Solaris, the last login date is N/A.

= Domain accounts — The last date and time the account was used
to log into any computer in the domain.
This is relevant for Windows accounts only.
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Column Displays

Account category  Whether the target account is privileged or non-privileged.
= Windows accounts — This column displays the following values:

=  Privileged — The account is a member of the Administrators
or Power Users group in the scanned domain.

= Non-Privileged — The account is a non-privileged local or
domain account in the scanned domain.

= Unix accounts — This category only applies to local accounts.
This column displays the following values:

= Privileged — Indicates the following:
= The account is a member of the GID=0 group
= The account is set to UID=0
= Local account privileges have been escalated using the
sudoers file, unless a sudo-replacement solution is used

Note: In AlX, this might indicate that the account has an
"admin” attribute in the /etc/security/user file.

= Non-Privileged — The account is a hon-privileged local
account.

Domain The name of the domain where the account was discovered.
This is relevant for Windows accounts only. For Unix accounts, this
column will always be empty.

UID or GID The unique ID of the account’s user or group.
This is relevant for Unix accounts only.

Account groups The name of the local groups of which the account is a member in the
scanned domain. If the account does not belong to any local group,
N/A is displayed.

This column will be updated to include a list of groups of which the
account is a member after each new discovery.

Account type The type of account.

= Local — Indicates a local account. This is relevant for Windows
and Unix accounts.
= Domain - Indicates a Windows domain account.

Discovered by The type of scanner that discovered the account.

= The name of the CPM scanner that discovered the account.
=  Whether the account was discovered by an external scanner,
initiated by the AddPending Accounts web service.

Account state The current state of the discovered account in either the scanned
domain or a trusted domain.
= Disabled
= Enabled

Password never Whether or not the password was configured never to expire. This
expires indicates that the user will not be required to change their password
based on the password policy.

This is relevant for Windows accounts in either the scanned domain
or a trusted domain and Unix accounts only.

Account The date and time when the account is configured to expire in either
expiration date the scanned domain or a trusted domain.

Account display The account display name as it appears in the account properties in
name either the scanned domain or a trusted domain.
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Column Displays

OS version The operating system version.

= Windows accounts — The OS version that is defined in the
computer’s account in the Active Directory.

= Unix accounts — The OS version, including the type of Unix
platform and its version.

Machine type Whether the computer is a server or a workstation.

Account The account’s description as it appears in the account properties in
description either the scanned domain or a trusted domain.

Organizational The Organizational Unit (OU) as defined in the Active Directory.

unit This is only relevant for Windows accounts in the trusted domain. For

Unix accounts, this column will always be empty.

Discovery date The date when the account was discovered.

Updating Pending Accounts

Accounts that were discovered by the CPM Scanner and are displayed in the
Pending Accounts list might have changed since they were initially discovered and
may have been rediscovered in repeated discovery processes by the CPM Scanner.
The Pending Accounts list is automatically updated to reflect these changes, which
include:

= Age

= Dependencies

= Last login date

= Account category

= Account expiration date

= Password never expires

= Account state (enabled/disabled)
= Account group

If a new dependency was discovered, the pending account dependencies will be
updated with this new dependency. If the account was already onboarded through
the Accounts Feed, newly detected dependencies will be automatically onboarded as
well, in order to maintain a complete picture of the environment and simplify the
onboarding process. For more information about onboarding pending accounts and
their dependencies, refer to Onboarding Accounts, page 198.

This updated information gives a clear and concise view of accounts in your
environment in real time, and helps you decide what to onboard.

Viewing Account Dependencies

In the Pending Accounts page you can view the number of dependencies that use
the detected accounts, as well as the details of each dependency, including the
address where the dependency is configured and the type of dependency.
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To View Dependencies

In the Pending Accounts page, in an account row, click the displayed number of

dependencies.
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Or,
1.

2.

In the Pending Accounts page, select an account; its details are displayed in the
Account Preview pane.

In the Account Preview pane, click the Dependencies link.
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The Dependencies of Pending Account window appears and displays details
about all the discovered dependencies for that account.

Dependencies of Pending Account x
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The following table below explains the columns in the Dependencies of Pending
Accounts window.

Column Specifies

Dependency Name The name of the discovered dependency.
Address The IP address/DNS of the discovered dependency.
Dependency Type The type of dependency. For example, Windows Service or

Windows Scheduled Task.
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Viewing SSH Key Trusts

In the Pending Accounts page you can view the number of SSH key trusts that were
located during the discovery, as well as the details of each trust, including the
address where the private SSH key was found and a list of users who can access it.

To View SSH Key Trusts

In the Pending Accounts page, in an SSH key row, click the displayed number of
trusts.

Or,
1.

2.

= =
S

In the Pending Accounts page, select an SSH key; its details are displayed in the
Account Preview pane.

In the Account Preview pane, click the Trusts link.

Privileged Account Security

195



196

Implementation Guide

The Trusts for SSH Key window appears and displays details about all the
discovered trusts for that SSH key.

Trusts for Pending SSH Key X
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The following table below explains the columns in the Trusts for SSH Key window.

Column Specifies

Address The machine where the private SSH key was discovered.

User Owner The users who can access this private SSH key.
If no permissions are defined for this key, "root" will be displayed.

Path The path of the private SSH key on the discovered machine.

Key Encryption The encryption method that was used when the SSH key was
generated.

Format The format used when the SSH key was generated.

Length The length of the SSH key.
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Search and Filtering Options

In order to reduce the scope of accounts displayed in the Pending Accounts grid, you
can refine the list by using either the Keywords field or the other filter options. You
can select filtering options to view results according to the selected filter, and then
clear these filters to list all pending accounts.

Apply — Display a list of accounts in the grid according to the selected filter.

Clear — Clear the list of filtered accounts and display all the discovered accounts.

Refine by

Keywords

System Type
Windows
Unix

Account Type
Local
Domain

Account Category
Privileged

Mon-privileged

Discovered by
CPM Scanner
External source

You can refine the filtering options with any of the following options:

Keywords — In the Keywords field, specify an account keyword to search for.
Specify multiple keywords separated by a space. For example, administrator
Windows domain.com.

System Type — Select the relevant filter:

=  Windows — View only Windows accounts
= Unix — View only Unix accounts
Account Type — Select the relevant filter:

= Local — View only Windows local accounts.
=  Domain - View only Windows domain accounts.
Account Category — Select the relevant filter:

= Privileged — View only privileged accounts.
= Non-privileged — View only non-privileged accounts.
Discovered by — Select the relevant filter:

= CPM scanner — View only accounts detected by the Accounts Feed scanner

= External source — View only accounts detected by an external privilege
account scanner.
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Onboarding Accounts and SSH Keys

You can onboard accounts and SSH keys that are displayed in the Pending Accounts
page so that you can manage them automatically.

You can select a specific or multiple accounts or SSH keys to onboard to the Vault,
regardless of the number of accounts or SSH keys that were discovered during a
scan. All the selected accounts must be associated with the same platform.

If an account contains dependencies, the dependencies are automatically onboarded
with the account. A newly discovered dependency could potentially be non-legitimate
or malicious. Therefore it is recommended to review and approve each newly
discovered dependency to prevent such dependencies from being onboarded
automatically by the system. When a discovery finds new dependencies associated
with a domain account that was previously onboarded or already exists in the
system, by default, the dependencies will automatically be onboarded and the
account will be disabled for automatic CPM management. For more information
about enabling dependencies, refer to Resuming Automatic Management, page 224.

When onboarding multiple accounts that share the same SSH key, the private SSH
key will only be associated with one account. After onboarding, associate all these
accounts with the same group so that they can all use the same SSH key.

To Onboard Windows and Unix Accounts

1. Inthe Pending Accounts page, select the account(s) to onboard. If multiple
accounts are selected, the number of accounts to be onboarded will be displayed
in the Preview pane. If only one account is selected, the Preview pane will display
additional account details.

Make sure that all the selected accounts are associated with the same platform.

POLICIES  ACCOUNTS  AMLICATIONS  TRPOETS  ADMIMISTIATION
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At the bottom of the Account Preview pane, click Onboard Accounts; the
Onboard Accounts window appears.

Set up the onboarding process:

i. Specify the Safe where the account will be stored when it is onboarded to the

Vault;

Onboard Accounts x
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Setup accounts onboarding Introduction to Accownts

Oebasrding

Canced

= From the Store in Safe drop-down list, select a Safe.
Notes:

= Only Safes where the user is a member with the Add accounts permission

are displayed in this list.
= Internal Safes are not displayed in this list.

= Or,
= Create a new Safe:

a. From the Store in Safe drop-down list, select Create New Safe; the

Create New Safe window appears.

Create New Safe X

The new safe will be created according to the safe template configuration.

After onboarding the acccunt, you will be able 1o define access confrod for this Saf

edit the Safe’s details

and

i

Safename:  New Safe 1 X |

b. Inthe Create New Safe window, enter a name for the new Safe and

click Create; the new Safe is created and will be automatically
selected in the Store in Safe list in the Onboard Accounts window.
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Notes:

= Users require the Add Safes permission at Vault level to create a new Safe.
= Safes that are created in the PVWA are based on properties specified in a
Safe Template. Safe properties and access control can be configured
afterwards. For further information, refer to Updating Safe Properties in the
PVWA, page 67.
From the Assign Platform drop-down list, select the platform that will be
associated with the onboarded account .

Notes:

= Only active platforms are displayed in this list.

= Only platforms that can be associated with accounts in this Safe are displayed in
this list.

In the Password section, choose whether or not to automatically reconcile

credentials during onboarding by selecting one of the following

options:Choose whether or not to automatically reconcile credentials during

onboarding:

= Automatically reconcile password — The CPM will reconcile the
credentials for all selected accounts after they are onboarded to the Vault.
This option is only enabled for platforms that are configured for account
reconciliation. For more information about configuring platforms for
credential reconciliation, refer to Modifying Target Account Platforms,
page 110.

Onboard Accounts x
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S=tup accounts onboarding ntrodustion 19 Accounts
Unboarding
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If the selected platform is not configured for reconciliation, you cannot
select this option and a relevant message appears, as shown in the
following example:

Onbeard Accounts *

rtoavdng ) selacted acoourts

Setup accoumt|s) enboarding Il odertaun (0 Accousss
Onbowdng

Windows Deskiop Locad Accoonts

Set a default password — You can define the password for all the
selected accounts that will be set when they are onboarded to the Vault.

Specify the password that will be set in the selected accounts, and then

confirm it.

Note: This sets passwords stored in accounts in the Vault, but does not
reset actual passwords on target systems. For more information
about synchronizing passwords in the Vault with passwords on target
systems, refer to Reconciling Passwords, page 217.

Onbeard Accounts x
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4. Click Onboard; the onboarding process begins. The following window indicates

its progress.

Onboarding Accounts

Onboarding 1 of 2 selected account(s)

Note: Refreshing this page will stop the onboarding process

e
“en B

‘ee

5. When the onboard process has finished successfully and the selected accounts
and their dependencies have been onboarded to the Vault where they are stored
securely and can be managed automatically, the Onboarding Completed
message appears.

Onboarding Completed

apendencies

6. Click Done to acknowledge the successful onboard process.

If the system cannot onboard an account, the following message appears and the
entire onboarding process stops. This does not affect the accounts that were
successfully onboarded before this error occurred.

Onboarding Stopped
Successfully onboarded 0 account(s) and related dependencies

Server2003-1000U19.olya-domain.com-caadmin-ccbaScal-9f0e-

o Failed to onboard 2 account(s). Reason: EPVPA0Z28E Object
4354-94e2-eff0033ede9a is locked.

Mote: Whenever a new dependency is discoverad, it will be

automatically onboarded.
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To Onboard SSH Keys

1.

In the Pending Accounts page, select the account(s) to onboard. If multiple

accounts are selected, the number of accounts to be onboarded will be displayed
in the Preview pane. If only one account is selected, the Preview pane will display

additional account details.

Make sure that all the selected accounts are associated with the same platform.

POLRCIES  ACCOUNTS  AILICATIONS  TREPOETS  ALMIMISTIATION

ACCOUNTS Fending Azcounts

At the bottom of the Account Preview pane, click Onboard Accounts; the
Onboard Accounts window appears.

Set up the onboarding process:

i. Specify the Safe where the account will be stored when it is onboarded to the

Vault:
Onboard Accounts x
OeDOMSN) 7 MROCIM ACooung
Setup accounts onboarding Introduction to Accourts

Onbosrding
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= From the Store in Safe drop-down list, select a Safe.
Notes:
= Only Safes where the user is a member with the Add accounts permission

are displayed in this list.
= Internal Safes are not displayed in this list.

= Or,
= Create a new Safe:

a. From the Store in Safe drop-down list, select Create New Safe; the
Create New Safe window appears.

Create New Safe X

The new safe will be created according to the safe template configuration.

ccess confrol for this Safe and

Safename:  New Safe 1 X

b. Inthe Create New Safe window, enter a name for the new Safe and
click Create; the new Safe is created and will be automatically
selected in the Store in Safe list in the Onboard Accounts window.

Notes:

= Users require the Add Safes permission at Vault level to create a new Safe.
= Safes that are created in the PVWA are based on properties specified in a
Safe Template. Safe properties and access control can be configured
afterwards. For further information, refer to Updating Safe Properties in the
PVWA, page 67.
ii. From the Assign Platform drop-down list, select the platform that will be
associated with the onboarded account .

Notes:

= Only active platforms are displayed in this list.
= Only platforms that can be associated with accounts in this Safe are displayed in
this list.
ii. Inthe Credentials section, choose whether or not to automatically reconcile
credentials during onboarding by selecting one of the following options:

= Select Automatically reconcile credentials to determine that the CPM
will reconcile the SSH key fingerprint for all selected SSH keys after they
are onboarded to the Vault. However, when onboarding multiple accounts
that share the same SSH key, the private SSH key will only be associated
with one account. After onboarding, associate all these accounts with the
same group so that they can all use the same SSH key.
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This option is only enabled for platforms that are configured for account
reconciliation. For more information about configuring platforms for
credential reconciliation, refer to Modifying Target Account Platforms,
page 110.

If the selected platform is not configured for reconciliation, you cannot
select this option.

= Clear Automatically reconcile credentials to prevent the CPM from
reconciling the SSH key fingerprint for all selected SSH keys after they
are onboarded to the Vault. This leaves all discovered SSH key trusts
intact.

Satup accounts onboarding IO ARCHOn 1 SCCOMIN
Omhoacsing

4. Click Onboard; the onboarding process begins. The following window indicates
its progress.

Onboarding Accounts

Onboarding 1 of 2 selected account(s)

Note: Refreshing this page will stop the onboarding process
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5. When the onboard process has finished successfully and the selected accounts
and their dependencies have been onboarded to the Vault where they are stored
securely and can be managed automatically, the Onboarding Completed
message appears.

Onboarding Completed

Successfully onboarded 2 account(s) and related
NALY

dependencies

dependency is discovered, it will be

6. Click Done to acknowledge the successful onboard process.

If the system cannot onboard an account, the following message appears and the
entire onboarding process stops. This does not affect the accounts that were
successfully onboarded before this error occurred.

Onboarding Stopped

Successfully onboarded 0 account(s) and related dependencies

Failed to onboard 2 account(s). Reason: EPVPAO2EE Object
Server2003-1000U19.olya-domain.com-caadmin-cc6a5ca0-9file-
4354-94e2-eff0033ede9a is locked.

Note: Whenever a new dependency is discovered, it will be
automatically onboarded.
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Automatic and Manual Account Management

Enabling Automatic Account Management for Platforms

In environments where multiple CPMs manage accounts in the same Safe, accounts
can be managed by different CPMs according to platform. The platforms managed by
each CPM are defined in the following parameter in the CPM configuration file.

= PlatformsToManage — Determines the platforms that will be managed by each
CPM. You can specify multiple platforms, separated by a comma. For example,
PlatformsToManage=WinDesktopLocal,AS400,UnixSSH.

Changing Passwords

Authorized users can change passwords that are stored in the Safe through the
Password Vault Web Access. These passwords can be changed manually or
replaced by a new password that is randomly generated by the Password Vault.

The CPM generates unique and highly secure passwords using the password policy
and the random password generation mechanism. Therefore, passwords that are
managed by the CPM do not need to be specified manually.

Passwords are changed automatically by the CPM in the following scenarios:

= Expiration period — Passwords that have an expiration period assigned to them
are changed at the end of the specified period. This is configured in the Master
Policy with the Require password change every X days rule.

= One-time and exclusive passwords — Passwords that are defined as one-time
passwords or that are stored in Safes that are configured for Exclusive Account
mode are changed after every use. These are configured in the Master Policy
with the Enforce one-time password access and Enforce check-in/check-out
exclusive access rules. When a one-time or exclusive account that is a member
of a group has been used and the exclusive account has been checked-in to the
Safe again, the password values for the entire group will be changed. These
passwords are changed after accounts are checked-in manually or automatically
after a minimum validity period defined in the Master Policy or based on the
request timeframe described below.

= Request timeframe — Passwords that are accessed after a request for access
during a timeframe has been confirmed will be changed automatically when the
timeframe expires, unless manually checked-in before then.

= Manual initiation — after the user clicks ‘change’ or ‘reconcile’ and initiates an
immediate change or reconcile CPM operation.

If you decide to specify a password manually, ensure that it is secure by using a
combination of letters and numbers. If a predefined platform is enforced, the
password complexity requirements are displayed in the Change Password window so
that you know which types of characters to include or exclude. In addition, if the CPM
prevents you from reusing a certain number of predefined passwords, that is
displayed too.
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Changing Passwords that are Managed Automatically by the CPM

Users who have the following Safe member authorizations can initiate a password
change process by the CPM on multiple passwords:

= |nitiate CPM password management operations

In addition, users with the following authorization can specify the new password that
will be used:

= Specify next password value
To Select a Single Account

1. Display the Account Details page of the account that contains the password to
change then, on the toolbar, click Change; the Change Password window
appears.

or,
1. Inthe Accounts page, select the account that contains the password to change.

2. On the toolbar, click Manage then, from the drop-down list, select Change; the
Change Password window appears.

To Select Multiple Accounts

1. Inthe Accounts page, select the accounts that contain the password to change,
or,

Display the Account Details page of the account that contains the password to
change.

2. On the toolbar, click Change; the Change Password window appears.

Authorized users can change passwords in any of the following ways, according to
the options in the Change Password window.

Change Password e

() Change the password immediately (by the CPM)
() Specify the password for the next CPM change

(") Change the password only in the Vault

Ok Cancel

Select the relevant Change Password option:

= Change the password immediately (by the CPM) — Initiate an immediate
password change in which the CPM will change the password to a new random
password.

= Specify the password for the next CPM change — Specify the password that
the CPM will use the next time it changes the password,

= Change the password only in the Vault — This option is disabled if multiple
accounts are selected.

= Accounts groups — If any of the selected passwords in a member of an
accounts group, additional options will be displayed.

These processes are described below in more detail.
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To Change the Password Immediately with the CPM

Authorized users can initiate an immediate password change in which the CPM will
change the password to a new random password. To perform this task, users require
the following Safe member authorizations:

1.

Initiate CPM password management operations

In the Change Password window, select Change the password immediately
(by the CPM).

If the account belongs to an accounts group, additional options that are relevant
to groups are displayed.

Change Password %

(%) Change the password immediately (by the CPM)
(") Spedify the password for the next CPM change

(_) Change the password only in the Vault

The account belongs to an accounts group. The CPM will:
(%) Change the password of the entire group

() Synchronize the current account's password with the group’s password

K Cancel

= To change the password in all the accounts that belong to the same group,
select Change the password of the entire group.

= To change the password in this account and synchronize it with the password
specified in all the other members of the accounts group, select Synchronize
the current account’s password with the group’s password.

Click OK; the CPM changes the selected password to a new random password
that is generated automatically by the CPM according to the predefined password
policy. Its progress is displayed in a progress bar.

Note: During the procedure, you can click Cancel to cancel the password
change.

When the password has been changed successfully, click Close.

Change Password

Done

Close

The Change Password window is closed and the Account Details page is
displayed again.

If the password could not be changed, an error message is displayed below the
progress bar, explaining why the password(s) could not be changed.
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Change Pazsword

Mo passwords could be changed successfully

1 error has occurred

Mo, Account Mame Error

1 Operating System-UnixSSH-unix-ssh EPYPADT 2E Ohject Operating System-UnixSEH-unix-zsh

Close

Using the information in the error message, make the necessary changes so that
you will be able to initiate this procedure again successfully.

To Specify the Password for the CPM to Use

Authorized users can initiate a password change process in an account that is
managed by the CPM and specify the new password that will be used. The password
can be changed in the Vault and reconciled on the remote machine by the CPM
during the next CPM process. To perform this task, users require the following Safe
member authorizations:

= Initiate CPM password management operations
= Specify next password value

1. Inthe Change Password window, select Specify the password for the next
CPM change.

Change Password »
Change the passwvord immediately by the CPM)
@ Specify the password for the next OPM change
Change the password only in the Vault
The new password must comply with the foliowing rules:
Must contain:
At least 8 characters
- Alleast | digts
At least 2 lower case characters
- Atleast 2 upper case characters
Atleast 1 spocial characters
Must not cantain:
Speca characters: 1?
- Identical passwords 1o the last 7 passwords

Password:
Confirm Password

Change the password immedately

0K Cance

If a predefined password policy is enforced for the account being changed, the
password complexity requirements of that policy are displayed.
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In the Password edit box, specify the password for the CPM to use.
In the Confirm Password edit box, type the password again to confirm it.

By default, Change the password immediately is selected. This will initiate an
immediate password change by the CPM after you click OK.

To prevent an immediate password change, clear this checkbox.

Click OK; if the specified password contains leading and/or trailing white space
character(s), a message appears indicating that they will automatically be
removed. For more information about configuring this feature, refer to Removing
White Spaces from Passwords, page 549.

Click OK; any white spaces are removed from the specified password and the
specified password is either saved for the next time the CPM changes this
password, or is used to change the password immediately. The progress of the
CPM is displayed in the progress bar.

Change Password

Done

Close

At the end of the password change process, click Close; the Change Password
window is closed and the Account Details page is displayed again.

= |f the selected accounts are in Safes that are managed by a CPM that is
configured to enforce password policy rules and the accounts are associated
with different password policies, the following window appeatrs.
Change Passwords b
Change the password immediately (by the CPM)

@) Spedfy the password for the next CPM change

Accounts assodated with different policies have been selected. To display password complexity
details, either select a single account or select multiple accounts that are assodated with the
same CPM policy.

Password:

Confirm Password:

Change the password immediately

0K Cancel

i. Click Cancel to return to the Accounts page, then either select a single
account or select multiple accounts that are associated with the same
platform.

ii. Repeat this procedure to specify the password that the CPM will use
when it changes the password.
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To Change the Password in the Vault

Users who have the following Safe member authorization can change passwords that

are managed manually:

1.

Update password value

In the Change Password window, select Change the password only in the
Vault. If a predefined password policy is enforced for the account being changed,
the password complexity requirements of that policy are displayed.

Change Password ®

(@ Change the password only in the Vault

The new password must comply with the following rules:
Must contain:

- At least 8 characters

- At least 1 digits

- At least 2 lower case characters

- At least 2 upper case characters

- At least 1 special characters

Must not contain:

- Special characters: &

- Identical passwords to the last 7 passwords

Password:

Confirm Password:

~ | Generate Password

oK Cancel

In addition, if the CPM is configured to prevent users from reusing a specific
number of previous passwords, that is displayed too.

If the account belongs to an accounts group, additional options that are relevant
to groups are displayed.

Change Pasvword %

Change the password immedately (by the CPM)
Specify the pessword for the next OPM change
@ Charge the password only in the Vault

The new passward must comply wath the following rules:

Must contan:

~ At least 8 characters

- Atleast 1 digts

- At least 2 lower case characters

- Atleast 2 upper case characters

- At least 1 special characters

Must not contan:

- Specel characters: 17

- Identical passwords to the (2t 7 passwords

Password:

Confirm Password:
The acoount belongs to the accounts group Doman Managers, The CPM will:
@ Change the password of the entire group

Change the passward of this account only

v Generate Pasaword
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In the Password edit box, specify the password for the CPM to use.
In the Confirm Password edit box, type the password again to confirm it.
To set an empty password, do not specify a password then select Set an empty

password.

If the account belongs to an account group, select the relevant accounts group

management option:

To generate a password automatically, click Generate Password; the Change
Password window expands to display the Generate Password options.

If the CPM is configured to enforce a password policy rule for the account being
changed, you cannot change the password complexity rules.

To change the password in all the accounts that belong to the same group,
select Change the password of the entire group.

To change the password in this account only, select Change the password
of this account only. This option will not change the passwords in any of the

other members of this group.

Change Pasvword

If the CPM is not configured to enforce a password policy rule, users can specify
password complexity rules themselves, the following window appears:

Charge T pastnord immedately (by e CPM)
Specify the pasoward for the next OPM change

® Change the password only I the Vault

The new passviord must comply with the follovang rules:
Must contan
- Aleast & characies
- Alieast | dots
At loast 2 lower case chavacters
- Atleast 2 upper case charactars
- At keast 1 special characters
Must not contars:
Spocial characters: 1?7
- Identcal passwords to the last 7 passwords

Password:

Confrm Password:

The account bejongs to e accounts groun Domain Managers. The CPM wil:

@ Change the password of e éntre group

Change the password of s account only

« Generate Password

Auto-generate accordng 10 poikcy rules

Seoeralo
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9.

Change Passwnmd
() Crwnge the password immediately (hy $w M)
() Spedfy the password Soc the next OPM change

»; Change the passaord onfy 1 the Vault

[

] Mvires lover case letters

!"\ UsE unoer case etiery Mramum gpper case letiers

[¥] Law specal charmctes T | Miewruen spocll charactiry

D9 not Lae e chwacters

IX

The default password policy settings are displayed, but you can specify the

password criteria that will be applied to the new password.

Click Generate; a random password is generated using the specified password

criteria. If the user has the ‘Retrieve account’ authorization, the new password is

displayed.

Note: Digits are never placed as the first or last character of the password,
regardless of the password policy or specifications.

Click OK; the CPM changes the selected password to a new specified password.
Its progress is displayed in a progress bar.

If you manually specified a password that contains leading and/or trailing white

spaces, a message appears indicating that they will automatically be removed.
Info *®

i Leading/trailing white space character(s) were identified in the password, these characters
\J) wil be automatically removed.

QK

Click OK; any white space characters are removed from the specified password
and the new account is added. For more information about configuring this
feature, refer to Removing White Spaces from Passwords, page 549.

When the password has been changed successfully, click Close.

Change Password

Done

Close

The Change Password window is closed and the Account Details page is
displayed again.

If the password could not be changed, an error message is displayed below the
progress bar, explaining why the password(s) could not be changed. Use the
information in the error message to make the necessary changes so that you will
be able to initiate this procedure again successfully.
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Verifying Passwords

All passwords must be handled through the PVWA interface to ensure that the
passwords on remote devices must be synchronized with the corresponding
passwords in the Password Vault. However, if a password on the remote device is
changed manually and not through the PVWA, it is no longer synchronized with its
corresponding password in the Vault, and it becomes unavailable.

Whenever this happens, it is essential for the relevant personnel to be alerted as
soon as possible so that they can identify the unsynchronized password and regain
control over the remote device.

The CPM can verify password content on remote devices to ensure that they are
synchronized with corresponding passwords in the Password Vault, and are valid
and up-to-date. This process can either be managed automatically by the CPM or
manually by an authorized user. If the password on the remote machine is not
synchronized with the password in the Vault, the CPM alerts the user and can start a
reconciliation process to synchronize the passwords. For more information about
reconciling passwords, refer to Reconciling Passwords, page 217.

The CPM verifies all types of passwords, including group passwords and linked
passwords. Passwords that are created automatically in the Vault as a result of auto-
detection are verified immediately. The CPM does not lock passwords when it
verifies them, whether in regular or exclusive mode.

Automatic password verification is determined by the following:
= The Master Policy defines how frequently passwords will be verified.

= Platform settings applied to the account determine how verification is initiated and
the hours during which the verification process will take place.

Password verification is entirely independent of the password change process, which
is configured separately.

For more information about password verification on other platforms, contact
CyberArk support.
To Verify a Password Automatically

Users who belong to the Vault Admins group can configure password verification
processes in the platform in the platform settings page. The Vault Admin group must
be an owner of the CPM Safe with the following authorizations:

= Retrieve passwords
= Update password value

1. Click ADMINISTRATION to display the System Configuration page, then click
Platform Management to display a list of supported target account platforms.

2. Select the platform to configure, then click Edit; the platform settings page for the
selected platform appears.

3. Inthe Password Verification parameters, specify the parameters that determine
the automatic verification process for passwords linked to the platform.

The frequency of password verification processes is specified in the Master
Policy.

For more information about these parameters, refer to Verifying Passwords, page
423, in Configuring Accounts for Automatic Management.
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To Verify a Password Manually

Although password verification processes can be scheduled to take place
automatically at regular intervals, a verification process can also be initiated manually
in the PVWA. Users who have the following Safe member authorizations can initiate
a password verification process by the CPM:

= Initiate CPM password management operations
In the Accounts list, click the account to verify and display the Account page.

In the toolbar, click Verify; a confirmation box appears prompting you to confirm
the password verification process.

3. Click OK; the account is marked for verification and the CPM will verify it during
the next password management cycle.

The CPM tab displays a message indicating that the account will be verified.

POLICIES ACCOUNTS APPLICATIONS REPORTS. ADMINISTRATION
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You can cancel the verification process any time before it occurs.
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Reconciling Passwords

Passwords in the Vault must be synchronized with corresponding passwords on
remote devices to ensure that they are constantly available. Therefore, the CPM runs
a verification process to check that passwords are synchronized. If the verification
process discovers passwords that are not synchronized with their corresponding
password in the Vault, the CPM can reset both passwords and reconcile them. This
ensures that the passwords are resynchronized automatically, without any manual
intervention.

The platform contains rules that determine whether automatic reconciliation will take
place when a password is detected as unsynchronized, or whether it is launched only
through a manual operation by an end user/system admin. A reconciliation account
password that will be used to reset the unsynchronized password can be defined
either in the platform or at account level. This account can be stored in a separate
Safe, where it is only accessible to the CPM for reconciliation purposes.

During password verification, the CPM plug-ins return a list of predefined errors to
the CPM. Each platform specifies the specific errors that will launch a reconciliation
process for passwords linked to that platform. This enables each enterprise to specify
its own prompts for reconciling passwords and gives maximum flexibility to individual
needs.

During password reconciliation, the unsynchronized password is replaced in the
Vault and in the remote device with a new password that is generated according to
the relevant platform. As soon as reconciliation is finished successfully, all standard
verifications and changes can be carried out as usual. Users can see details of the
last reconciliation process in the Operational Views in the Accounts List.

To Define a Reconciliation Account Password

= At platform level — All accounts attached to a specific platform will use the
reconciliation account password specified in the platform. For more information,
refer to Reconciling Passwords, page 423, in Configuring Accounts for Automatic
Management.

= At account level — A reconciliation account password can be defined at account
level and will override the account specified in the platform.

1. Display the Account Details page for the account to link to a reconciliation
account.

POUICIES  ACCOUNTS  APPLICATIONS  REPORTS  AMIMINESTRATION

Account Details
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2. Inthe CPM pane, either link the current account to an existing account or
create a new one.

= To link to an existing reconciliation account password:
i. Click Associate; the Accounts list appears.

ii. Select an account to use as the reconciliation account password, then
click Associate.

iii. The selected account is linked to the current account and its name
appears in the CPM pane of the account's Account Details page.
= To create a new reconciliation account password:
i. Click Create New; the Add Reconcile Account page appears.

ii. Define the new reconcile account password, then click Link; the new
password is created and its name appears in the CPM pane of the
password’s Password Details page.

POLICIES  ACCOUNTS  APPLICATIONS REPORTS ADMINISTRATION l“‘""‘" lo

Sipn out

Privileged Account Windows Desktop Local Accounts-win_admin-1.1.123
Add Reconcile Account

To Reconcile a Password Automatically

Users who belong to the Vault Admins group can configure password verification
processes in the platform settings page. The Vault Admin group must be an owner of
the CPM Safe with the following authorizations:

1.

Retrieve accounts (files)
Update password (file) value

Click ADMINISTRATION to display the System Configuration page, then click
Platform Management to display a list of supported target account platforms.

Select the platform to configure, then click Edit; the platform settings page for the
selected platform appears.

In the Password Reconciliation parameters, specify the parameters that
determine the automatic reconciliation process for passwords linked to the
platform.

For more information about these parameters, refer to Reconciling Passwords,
page 423, in Configuring Accounts for Automatic Management.
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To Reconcile a Password Manually

Although password reconciliation processes can be scheduled to take place
automatically at regular intervals, a reconciliation process can also be initiated
manually in the PVWA by users who have the following Safe member authorizations:

Initiate CPM password management operations

Users who belong to the Vault Admins group can configure password reconciliation
processes in the platform settings page. The Vault Admin group must be an owner of
the CPM Safe with the following authorizations:

1.

Retrieve accounts
Update password value

In the Accounts list, click the account to reconcile and display the Account Details
page.

In the toolbar, click Reconcile; a confirmation box appears prompting you to
confirm the password reconciliation process.

Click OK; the password is marked for reconciliation and the CPM will reconcile it
during the next password management cycle. The CPM tab displays a message
indicating that the password will be reconciled.
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You can cancel the reconciliation process any time before it occurs.
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Editing Account Properties

Authorized users can edit properties of existing accounts in the PVWA. Different Safe
member authorizations enable users to perform different tasks in the Safe on
accounts.

Safe members with the following authorization can update account properties:

= Update password properties

Safe members with the following authorization can rename accounts:
= Rename accounts

Safe members with the following authorization can move accounts to a different
folder:

=  Move accounts/folders
To Edit Account Properties

1. Inthe Accounts list, select the account to edit, then click Edit; the Edit Account
window appeatrs.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION 1 ;‘3”“’“"“ |o
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Change the account properties as required.

To change the name of the account or the folder where the account is stored in
the Safe, click Show advanced section then specify the new account properties.

4. Click Save; the account properties are changed in all the selected accounts.
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Editing Multiple Accounts
You can edit the properties of several accounts simultaneously to new common

properties. You can select any type of accounts, regardless of the devices where

they are used or their current properties. For example, you can change all the

accounts on one IP address, or assign several accounts to a group at the same time.

To Edit Multiple Accounts
1. Inthe Accounts list, select the accounts to edit.
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2. From the Modify drop-down menu, select Edit; the Edit Accounts window
appears.

Click Show to display the current values of the selected accounts.

Change the relevant properties, then click Save; the account properties are
changed in all the selected accounts.
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Disabling Automatic Account Management

You can disable automatic account management and prevent the CPM from
changing the password value when you don’t want it changed for any reason, for
example, when a device is temporarily unavailable.

To Disable Automatic Management
1. Display the Account Details window for the account to disable.
2. Click Edit; the Edit Account window appears.

3. Select Disable automatic management for this account and specify a reason.
The reason is optional.
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Click Save; this account is disabled and the Account Details window is displayed.

On the CPM tab, a message appears indicating that automatic management for
this account has been disabled.
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6. Click More details to display the reason why the account was disabled.
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Automatic Error Handling

You can also configure the CPM and control the way the CPM manages accounts
when they cannot be changed. In addition to managing retry attempts, these
configurations also enable the CPM to identify error types.

The CPM will disable automatic management for specific accounts in the following
situations:

= |f the CPM cannot change the password and has reached the maximum number
of retries that is specified in the platform.

= |f the CPM cannot change the password due to missing or incorrect information.
In this situation, the CPM will not succeed in changing the password, regardless
of the number of retries. On each platform, different situations cause the CPM to
disable automatic account management. These situations are listed with a code
number in the platform that is applied to the account.

In both the above situations, the CPM will specify the reason why the password
cannot be changed. This reason appears in the Account Details window where the
user can view it and intervene to resolve the problem.

Viewing CPM Retries

When a password cannot be changed, but the maximum number of retries has not
yet been reached, a message appears in the CPM tab of the Account Details page
indicating that the CPM cannot change the password.

At this point, automatic management has not been disabled. However, when the
CPM reaches the maximum number of retries, the password will be disabled and an
additional message will appear indicating that automatic management has been
disabled for this password.
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= Click More details to display the reason why the password was disabled.
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Resuming Automatic Management

Automatic management for passwords can be re-enabled manually in the Password
Details window. If automatic management was disabled manually because of an
administrative reason, it can be restored whenever the CPM is required to manage
the password again. However, if the automatic management was disabled due to an
error, it is essential to resolve the problem before re-enabling automatic management
so that the CPM can manage the password properly.

To Find Passwords with Disabled Automatic Management

In the ACCOUNTS page, select one of the following operational views to display a
list of disabled accounts:

= Accounts disabled by users
= Accounts disabled by CPM

To Resume Automatic Account Management
You can resume automatic account management in one of the following ways:

= In the list of disabled accounts, select the accounts to re-enable and click
Resume; the PVWA re-enables automatic management for these accounts.

Or,

1. Display the Account Details window for the account whose automatic
management has been disabled; on the CPM tab, a message appears indicating
that automatic management is disabled for that account.

2. Onthe CPM tab, click Resume; automatic account management is re-enabled for
the account and its password will be changed the next time the CPM changes
passwords.
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Account Groups

The CPM can manage groups of accounts, so that all the passwords contained in the
members of a group are changed together. This password can either be generated
randomly by the CPM or specified by the user. After the password change process,
all the members of the account group will have the same password.

The group is assigned to a platform that determines when the password will be
changed and the restrictions that the password will have. Each group member will be
changed by the plug-in specified in the platform assigned to the account.

The following example demonstrates a typical situation in which an account group
enables successful password administration that combines security with
convenience.

A particular database that contains extremely important information is replicated for
use in the occurrence of a disaster recovery. This database is accessed with
administrative passwords that are changed weekly or monthly, according to the
organization’s password policy. As the applications that use the database are
automatically transferred to work with one of the replications in a failover situation, all
the user passwords must be the same in all the replications. These requirements put
a burden on the administrator to change the password weekly or monthly, as well as
on the users who must remember new passwords regularly.

Using an account group, the administrator can create an account for each database
replication and link them to a group manager. The administrator can manually specify
an easy-to-remember password for the group manager that will automatically replace
the password in each group member.

In this way, the CPM ensures that the organization’s password policy of changing the
password weekly or monthly is upheld, whilst enabling users to remember easy
passwords.

An account group may contain an unlimited number of members who can be related
to different platforms with different plug-ins. You can add multiple members to a
group with different platforms.

In account groups that contain one-time or exclusive passwords, all the members of
the group will be changed automatically after the one-time password has been used
or after an exclusive password has been checked in. For more information about
one-time or exclusive accounts groups, refer to Managing One-time and Exclusive
Account Groups, page 229.
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Creating Platforms for Groups

Account Groups require two types of platforms:

Group Manager platform — Defines how the accounts in the group will be
managed.

Group Member platform — Group members can be individually associated with
any platform that defines their use.

When you create an account group, first create the group manager platform, then
create the group members and link them to the group. Users who are members of
the Vault Admins group can manage account group platforms.

To Create a Group Manager Platform

1.

Click ADMINISTRATION to display the System Configuration page, then click
Platform Management to display a list of supported target account platforms.

Select Sample Password Group Platform, then click Duplicate; the Duplicate
Platform window appears.

Type the name and a description of the new group platform, then click Save &
Close to create the new platform.

Select the new group platform, and then click Edit; the configuration page for the
selected platform appears.

Specify the group manager account management properties. These parameters
determine how the CPM will manage members of the account group. Most of
these parameters cannot be defined for individual group members and must be
defined in the group manager.

The required properties are described in the following table. For a complete list of
parameters that can be set in platforms for account groups, refer to Appendix D:
Managing Platforms for Groups, page 1128.

Note: For more information about configuration auto-detection for account
groups, refer to Managing Auto-Detected Accounts with Groups, page
461.

Property Indicates ...

Automatic Password Management General Properties:

SearchForUsages Whether or not CPM will search for copies of the account after it
successfully changed and synchronized them. Specify Yes.

General Properties:

Status Indicates whether a platform is active or inactive. For more
information, refer to the Privileged Account Security Implementation
Guide.

Click Apply to save the new configurations and apply them immediately,
or,

Click Save to save the new configurations and apply them after the period of time
specified in the RefreshPeriod parameter.
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To Create a Group Member Platform

Group member accounts can be associated with any platform other than the group
manager platform.

1.

Define the platform that will be applied to group members. For more information
about adding and customizing platforms, refer to Managing Target/Service
Account Platforms, page 109.

Add a new account as described in Adding Accounts, page 123, and associate it
with the platform that defines its use.

Note: All members of account groups must be stored in the same Safe.

Defining Account Groups

After the group manager platform and individual platforms have been created, you
can define account groups.

To Define a Group

1.
2.

5.
6.

Display the Account Details window for an account that will belong to a group.

In the CPM tab, in the Account Group section, click Create New; the Account
Group fields appear.

In the Group field, specify the name of the group

From the Platform Name drop-down list, select the group platform that you
created for this group. This list is filtered and only active platforms for this type of
group are displayed.
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Click Save; the Group is created and the Group Member is added to it.
Click Display to view all the accounts that belong to the Account Group.

Note that the current account does not appear in the Group Members list. For
more information, refer to Viewing CPM Details, page 549, in Configuring the
PVWA.
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To Add Members to a Group

1.

Add a new account and click Save; the Account Details page appears,

or,

In the Accounts List, click an existing account; the Account Details page appears.
In the CPM pane, click Modify; the Group field appears.

From the Group drop-down list, select the name of the account group that this
password will become a member of, then click Save; the account is attached to
the specified account group.

Click Display to view all the accounts that belong to the Account Group.
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Note that the current account does not appear in the Group Members list. For
more information, refer to refer to Viewing CPM Details, page 549, in Configuring
the PVWA.

For information about modifying group passwords automatically or manually, refer to
Changing Passwords, page 207.
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Managing One-time and Exclusive Account Groups

Groups that are made up of exclusive accounts or that contain one-time accounts
must be configured to ensure that group management processes maintain the status
of these accounts.

For more information about creating one-time and exclusive accounts, refer to
Accounts Check-out and Check-in, page 256.

Managing Exclusive Accounts Groups

All the accounts in exclusive accounts groups are locked when any account in the
group is retrieved. Each account can only be retrieved after it has been changed and
released.

After this type of group is released, all members of the group will be changed before
they are released. From the time when the password change process begins until the
last password in the account group has been changed, the group is not fully
available. This means that group members that have not yet been changed, cannot
be retrieved.

The Master Policy defines one-time and exclusive accounts. In addition, the following
platform settings ensure that these accounts are maintained as exclusive accounts in
groups:

= To ensure that all the accounts in the group will only be released after their
passwords have been changed, in both the group manager platform and the
group member platform, set the UnlocklfFails parameter to No.

Note: When this parameter is set to Yes, if the password change process fails,
the account will be unlocked and can be accessed, but it will not have
been changed.

= To ensure that accounts will be released immediately after they are changed, in
the group member platform, set the ResetOveridesMinValidity parameter and
the ResetOverridesTimeFrame parameter to Yes.

= In the group manager platform, make sure that the value of the
Immediatelnterval parameter is higher than the value of this parameter in the
group member platform.

= To specify the number of minutes between the last time that an account was
retrieved and when the entire group is replaced, in the group member platform,
specify the MinValidityPeriod parameter.

Managing One-Time Accounts in Groups

When a one-time account in a group is retrieved, the group isn’t locked and all other
members are still available for other users. However, after the time specified in the
MinValidityPeriod elapses, all the passwords in the entire group of accounts are
changed.

= To make sure that the passwords for all members of a group are changed after
any member account is retrieved, in the group member platform, set the
OneTimePassword parameter to Yes.

= To specify the number of minutes between the last time that an account was
retrieved and when the entire group is replaced, in the group member platform,
specify the MinValidityPeriod parameter.
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Linked Accounts

Some platforms require additional passwords in order to manage other passwords.
For example, a user who cannot log on remotely to a Unix machine to change a
password requires an additional password in order to log onto the target Unix
machine using a different user, and then take over the user’s ID so that the password
can be changed.

Information about additional accounts is transferred automatically to the third party
plug-in that manages the passwords.

You can associate the following linked accounts:

Enable account — An account that contains the password that will enable the
CPM to switch to ‘enable’ mode and perform tasks on a remote machine.

Logon account — An account that contains the password that is required to log
onto a remote machine to perform a task using the regular account. Logon
accounts can be configured either at platform level or at account level.

Note: In PSM and PSM SSH Proxy connections, the logon account can only be
defined at account level.

Reconcile account — An account that contains the password used in
reconciliation processes. For more information about reconciling passwords, refer
to Reconciling Passwords, page 217.

To Link an Additional Account to an Existing Account

Safe members require the following authorizations for this task:

1.

Retrieve accounts

Update password properties

Add a new account and click Save; the Account Details window appears,
or,

In the Accounts List, click an existing account; the Account Details window
appears.

In the CPM pane, in the accounts section, you can associate either a logon
account or a reconciliation account.

= If a default logon account has been configured for the platform that manages
this account, that account is listed. You can associate another logon account
or leave the default account as it is.

= If a default logon account has not been configured:

i. Click Associate next to the type of account to link; the Linking Account
window appears.This window lists the frequently used accounts. If the
account that you require does not appear in this list, do a search for the
required account.
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ii. Selectthe required account, then click Associate; the selected account is
linked to the original account and the details of the linked account are
listed in the Logon credentials section.

To Create a New Account and Link it Immediately

Safe members require the following authorizations for this task:
= Retrieve accounts

= Add accounts

1. Inthe Accounts List, click an existing account; the Account Details window
appears.

2. Inthe CPM pane, in the additional accounts section, click Create New; the Add
Account Credentials window appears.

For more information about adding new accounts, refer to Creating Accounts,
page 123.

3. Specify the account properties for the new linked account, then click Link; the
new account is created and linked immediately to the original account.

The details of the linked account are listed in the additional accounts section.
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Account Access Workflows

Accessing Accounts and Service Accounts

The Accounts page displays your accounts in a set of views that you can display,
sort, and access quickly and easily. These multiple views enable you to display
accounts according to predefined criteria, based on account and operation status.
You can also define customized views according to your own requirements and save
them, so that you can display search results in one quick step. You can perform a
variety of management tasks in each list of accounts, depending on your own
permissions for accessing these accounts.

These different views, available at your fingertips, and the ability to manipulate entire
lists, combined with the multiple actions that you can initiate on the same page
increase usability and streamline account management, making it intuitive and
efficient.

Account List Views Status icons Columns Advanced search feature
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The main features and functionality of the Account page are described below.
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Account Views

The selected view determines the accounts that are displayed in the Accounts List.
The first time you display each view, the number of accounts in that view is displayed
with the view title. This is updated each time you display that view.

The Accounts page is divided into the following views:

Account View — This view enables you to list accounts according to their status.
This view offers the following statuses:

Favorites — You can add accounts to the Favorites list so that you can view
accounts that you use frequently at a single click. This list is personal to each
user, and accounts are added and removed from it manually.

Recently — A list of the accounts you recently used in the PVWA. The number
of accounts can be customized according to your needs, depending on the
number of recent accounts you need to access regularly.

This list includes the following account activities:

= Newly added accounts

= Manual password changes

= Show password

= Copy password

= Connect to a remote machine using a regular connection
= Connect to a remote machine through a PSM connection

Note: The first time you display the Recently view after upgrading the PVWA,
the accounts you used in the previous version are added to the list of
accounts used in the current version, giving you a complete list of
recently used accounts.

Locked accounts — A list of accounts that are locked by your user.

Deleted accounts — A list of accounts that were deleted. Only authorized
users can see this view and undelete accounts. This replaces the Archive link
in previous versions.

New accounts — A list of new accounts that have been added to the
Privileged Account Security solution.

Request view — This view enables you to view accounts according to requests
and confirmation. It includes the following lists:

My requests — A list of requests for access to Safes or accounts, created by
your user, and their status.

Incoming Requests — A list of requests waiting for confirmation. Only users
who are authorized to confirm requests can display this view.
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Operational View — Users who are members of the PVWAMonitor group can
display different operational views, which includes lists of accounts and service
accounts at different stages of operations and with various statuses. In addition,
you can initiate mass operations. This view offers the following operations:

Failed accounts — A list of accounts that could not be managed successfully
by the CPM, resulting in an error.

Failed account usages — A list of service accounts that could not be
managed successfully by the CPM, resulting in an error.

Disabled accounts — Lists of accounts that have been disabled manually by
users or automatically by the CPM, and are not currently managed
automatically by the CPM.

Successfully reconciled accounts — A list of accounts that were
successfully reconciled by the CPM.

The following views display accounts that are managed automatically by the
CPM. It includes accounts that are marked for an activity manually by a user but
are changed automatically by the CPM.

Scheduled accounts — Lists of accounts that are scheduled for immediate
change, verification, or reconciliation by the CPM. These lists also include
accounts that were scheduled for an immediate task but are no longer
managed by the CPM because the Safe where they are stored is no longer
managed by the CPM.

Accessed accounts — A list of accounts that were accessed by users during
the previous seven days.

Modified accounts — Lists of accounts that were modified manually by users
or automatically by the CPM during the previous seven days.

My Views — This view displays personalized lists defined by the user, and
includes a customized cart and search results. Users can create and modify
these views, and save them for future reference.

My Cart — The user’s cart enables you to perform mass operations across
multiple account views. You can add different accounts to your cart, according
to the operation to perform, and regardless of specific searches and the order
in which search results are displayed. This list is personal to each user and is
cleared when the user logs off from the PVWA.

Customized views — A set of customized views that users can save to
display in one quick step whenever necessary. These views include search
results, service accounts of a specific account, and dashboard links. You can
save these personalized views and even mark one so that it is displayed as
the default view the next time you log on and display the Accounts page.
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Managing Accounts

A variety of drop-down lists and buttons enable you to perform multiple actions on the
displayed accounts, according to your permissions in the Vault.

= Toolbar — The accounts list toolbar displays the actions that can be performed on
the accounts displayed in each list. The drop-down lists and buttons differ
according to the list that is displayed as well as according to your permissions in
the Vault, so you can only view the actions that you are authorized to perform on
the displayed accounts.

= Status icons — The status icons enable you to see the status of each account at
a glance. The accounts lists display the following account statuses:

Icon Status Description

[iZf  Disabled Automatic management for this account has been disabled by
either the user or the CPM.

ey Error The CPM failed to perform an automatic management task.

¥ Locked The account is locked. Move your mouse pointer over this icon
to display the name of the user locking the account.

@ Dual control Users must request permission to access this account. They
can only access the account after confirmation of the request is
received.

@ Pending Your request for authorization to retrieve this account has not

request yet been confirmed.

[  confirmed Your request for authorization to retrieve this account has been

request confirmed.

= Action icons — The action icons enable you to to perform actions on accounts in
one simple click. The Accounts List displays only the icons that initiate activities
that you are authorized to perform. The accounts lists display the following action
items:

Icon Title Description

@ Show password Displays the password for a predefined number of seconds in
a pop-up window. You can copy the displayed password
directly from this window.

% Copy password Copies the password for use without displaying it.

I@ Connect to Enables you to activate a transparent connection to a remote
machine. If the account can connect to remote machines
using more than one connection type, a list of the configured
connections is displayed. Alternatively, click the ‘Connect to’
icon to use the default connection.

[%=  Action menu Displays a list of additional actions that you can perform from
the accounts list.

= Add to/remove from Favorites — This option is displayed if
the account appears in the Favorites list.

= Add to/remove from Cart

= Display Account usages

= Display failed account usages
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Displaying Accounts and Service Accounts

The accounts lists are displayed in a grid that you can organize according to your
requirements and personal preferences, using the following features:

= Multiple Paging — After a search, all the accounts that meet the specified criteria
are displayed in multiple pages. This is relevant for Account views, Operational
views, and My Views.

The Accounts List facilitates full sorting, meaning that when you sort the
displayed accounts according to column, all the accounts are organized in the
new order across all the pages in the list.

= Column displays — You can reorganize and resize the columns in your accounts
list, as well as sort the accounts according to some of the displayed columns.Any
changes that you make in the column display are saved, and are applied next
time you display an accounts list.

= Hidden columns — By default, the accounts list hides several columns that
include information about the displayed accounts, which leaves more room in the
list for other details. The user can display these columns manually, or the
accounts list can be configured to display them automatically. For more
information, refer to Displaying Hidden Columns, page 381.

= Group by - You can group accounts in the Accounts List in groups according to
the displayed properties. This enables you to easily identify accounts that have
the same properties. For more information, refer to Grouping Recordings by
Properties, page 381.

= Searching for accounts — In addition to finding accounts in any of the available
account views, you can search for them using either a regular search or an
advanced search. The advanced search feature enables you to search in specific
Safes, according to keywords. For more information, refer to Searching for
Accounts and Service Accounts, page 238.

= Searching for Account Usages - As well as displaying accounts, you can also
display service accounts and monitor their status. Although service accounts are
not displayed as part of general search results, you can display an entire list of
service accounts and see an overall picture of their status and master accounts.
For more information, refer to Searching for Accounts and Service Accounts,
page 238.

= Displaying search results — Each time you perform a search, the results are
displayed in My Views where you can select them as often as you wish to display
the search results without repeating the search. For more information, refer to
Managing Customized Views, page 245.
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Adding Accounts to your Cart

You can add accounts to your personal Cart in order to perform mass operations
such as password change, verification, reconcile, resume, release, etc. across
multiple account views.

You can add accounts to your Cart with the following buttons:

= Add to Cart — Enables you to add selected accounts to your Cart according to
the operation to perform, regardless of specific searches and the order in which
the search results are displayed.

= Add All to Cart — Enables you to add all accounts in all pages of the search
results to your Cart in one click.

The contents of each user’s Cart is personal and is cleared when the user logs off
from the PVWA.

To Add Selected Accounts to your Cart

1. Inthe Accounts List, display the account to add to your Cart.
2. Add the account to your cart:
=  Select the account, then on the toolbar, click Add to Cart.
= or

= In the line of this account, click the Action menu icon, then from the pop-up
action menu, select Add to Cart; the selected account is added to your Cart.
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3. Click My Cart to display the contents of the Cart.

For more information, about selecting accounts to perform bulk operations, refer to
Selecting Accounts, page 246.
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To Add All Accounts to your Cart
1. Inthe Accounts page, on the toolbar, click Add All to Cart.
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All accounts in all pages of the search results are added to your Cart.
2. Click My Cart to display the contents of the Cart.

Finding Accounts and Service Accounts

Users who have the Retrieve accounts and List accounts authorizations in the Safe
where accounts are stored can view the passwords in accounts. Once they have
found the account they are looking for, the authorization determines the tasks that
they can perform, as follows:

= Retrieve accounts — Users can view the password.

= Retrieve accounts and Use accounts — Users can use the password to connect
to a remote device.

For more information about Safe authorizations and tasks that can be performed,
refer to Adding and Managing Safe Members, page 69.

Searching for Accounts and Service Accounts

Accounts that are retrieved or stored recently appear ‘Recently’ accounts lists. If the
account you are looking for does not appear in this list, you will have to search for it.

To Search for an Account
= In the Accounts page, specify the Search criteria:

= To specify a regular search:

i. Inthe Search field, specify a keyword to search for. You can specify up to
four keywords.

Specify focused search criteria to optimize the search, resulting in quick
and accurate results. For example, IP address, user name,
platform name, Safe name.

Note: You can specify a Safe name that includes spaces. This Safe name
does not need to be specified within quotation marks.
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You can carry out a search for all the accounts in the Vault that you have
access to by leaving the Search field empty. However, this might take a
while as the process searches the entire Vault.

Click Go; the search is carried out in all the Safes in the Vault that you are
authorized to access.

= To specify an advanced search:

iv.

V.

Click the drop-down arrow in the Go button; the advanced search pop-up
window appeatrs.

Administrator

Sign out

Search: [Leave empty to search all | | G0~

Advanced Search *®

cou Keywords:
dress  Safe:
@ Search Accounts
(71 Search Account usages

() Search Deleted Accounts

Search Close

In the Keywords field, specify a keyword to search for. You can specify up
to four keywords. If you leave this empty, a general search will be
performed.

In the Safe field, specify the name of a Safe to search. If you don’t specify
a Safe, the search will be carried out in all the Safes in the Vault that you
are authorized to access.

Select the type of account to search for.
Click Search; the advanced search is carried out.

The PVWA displays all the accounts that meet the specified criteria in the
Accounts Results list. After a search that finds service accounts, the service
accounts themselves are displayed in the search results, but not the master
account.

At the bottom of the list of accounts, you can see the number of accounts that
met the search criteria, and the number of pages in the list.

= Click a column heading to reorganize the displayed accounts according to
that column.

= Browse through the pages in the list to view additional accounts.
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To Search for Service Accounts

You can search for service accounts in the Advanced Search window.

1.

In the Accounts list, click the drop-down arrow in the Go button; the advanced
search pop-up window appears.

Adminisirator

Sign out

Search: [Leave emply to search all | |G-

Advanced Search *®

cou Keywords:
dress  Safe
() Search Accounts
@ Search Account usages

() Search Deleted Accounts

Search Close

In the Keywords field, specify a keyword to search for. You can specify up to four

keywords. If you leave this empty, a general search will be performed.

In the Safe field, specify the name of a Safe to search. If you don’t specify a Safe,

the search will be carried out in all the Safes in the Vault that you are authorized

to access.

Select Search Account usages, then click Search; an advanced search for

service accounts is carried out, and a list of accounts that meet the specified

criteria is displayed.

= Service accounts are displayed according to their master accounts. Click
Display master account details to view more information about the master
account

= Service accounts whose automatic management has been disabled are
displayed in red and are marked with the disabled icon.

For information about managing failed service accounts, refer to Managing Failed
Service Accounts, page 248.
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To Search for Deleted Accounts

You can search for deleted accounts in the Advanced Search window.

1.

In the Accounts list, click the drop-down arrow in the Go button; the advanced
search pop-up window appears.

Administrator

Sign out

Search: [Leave empty to search all | [Go|~

Advanced Search *

cou Keywords:
dress  Safe:
(7) Search Accounts
(7) Search Account usages

@) Search Deleted Accounts

Search Close

In the Keywords field, specify a keyword to search for. You can specify up to four
keywords. If you leave this empty, a general search will be performed.

In the Safe field, specify the name of a Safe to search. If you don’t specify a Safe,
the search will be carried out in all the Safes in the Vault that you are authorized
to access.

Select Search Deleted Accounts, then click Search; an advanced search for
deleted accounts is carried out, and a list of accounts that meets the specified
criteria is displayed.

Managing the Accounts List

The Accounts List displays a set of predefined views. You can customize the
Accounts List so that it displays your personal preferences, and you can add
accounts to predefined lists for easy access.

Setting the Default View in the Accounts List

When you display the Accounts List, by default, the list of Recently accessed
accounts is shown. However, you can change the default list and display the list that
is most useful for you. You can either set a predefined view or one of the views in
your Cart.

To Set the Default View

1.

In the Accounts page, point to the view to display as default, then click the
drop-down arrow in the selection.
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2. Select Set as default; the selected view will be displayed each time you display
the Accounts List, until you select another view or change the default view.

Displaying Hidden Columns

Information about the accounts in the Accounts List is displayed in columns.
However, by default, not all the available columns are displayed. You can customize
your own Accounts List and display the columns that are more useful for your needs.

To Hide and Display Columns in the Accounts List

1. Inthe Accounts List, click the drop-down button in one of the column titles.
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2. From the drop-down menu, select Columns, then select or clear the name of the

column to display.
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Grouping Accounts by Properties

You can organize the accounts in the Accounts List in groups according to the

displayed properties. This enables you to easily identify accounts that have the same

properties.

To Group Accounts according to Properties

1. Inthe Accounts List, click the drop-down button in the title of the column that will
determine the property by which accounts will be sorted.
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2. From the drop-down menu, select Group by this field; the PVWA reorganizes

the displayed accounts according to the selected property (column title).
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Adding Accounts to the Favorites List

You can add accounts to your personal Favorites list. This list is for your account only
and is displayed each time you display the Account List.

To Add Accounts to the Favorites List

1. Inthe Accounts List, display the account to add to the Favorites list.
2. Add the account to the Favorites list:
= Select the account, then on the toolbar, click Add to Favorites.
= or

= In the line of this account, click the Action menu icon, then from the pop-up
action menu, select Add to Favorites.
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The selected account is added to your Favorites list.
3. Click Favorites to display the contents of this list.
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Customizing your own Views

The My Views area in the Account Views displays your own account views. These
views enable you to create customized account lists and save them for reference.

Managing Customized Views

Each time you perform a search, the results are listed in My Views where you can
display them as often as you wish without repeating the search. Search results are
listed temporarily while the user who performed the search is still logged on, after
which they are removed from your customized views list. You can save search
results so that they are listed again the next time you log on, and even set them as
the default view when you display the Accounts page. You can also rename them or
remove them from the list.

To Manage Customized Views

1. In My Views, point to the view to display as default, then click the drop-down
arrow in the selection.
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A pop-up menu enables you to do the following activites:

= Set as default — Sets the selected view as the default view that will be
displayed when the Accounts List is displayed.

= Remove — Deletes the selected view from the list of customized views.
= Rename — Enables you to specify a name for the selected view.
= Save — Saves the selected view using the default name.

2. Select the relevant option.
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Selecting Accounts

By selecting multiple accounts, you can initiate mass operations. You can select
individual accounts or multiple accounts across pages in the Accounts List.

To Select Individual Accounts
= |dentify the specific accounts to select, and then select them one at a time.
To Select Multiple Accounts

1. Inthe column title for account selection, click the drop-down arrow; a drop-down
menu appears.
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2. Select the relevant option, as follows:
= Select all accounts in page — The PVWA will select all the accounts
displayed on the current page of the Accounts List.
= Select accounts in all pages —The PVWA will select all the accounts
displayed in all the pages of the current Accounts List. This option is only
available in the lists displayed by My Cart. In addition, you cannot edit
accounts that are selected with this option or add them to the Favorites list.

To Clear Selected Accounts
1. Inthe column title for account selection, click the drop-down arrow; a drop-down
menu appears.

2. Select Clear all accounts; the PVWA clears all the selections in the current
Accounts List.
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Managing Accounts and Service Accounts

Managing Accounts

You can manage selected accounts in the Accounts List and perform the following
activities using the Manage drop-down list on the toolbar:

= Change passwords — You can change passwords manually or initiate an
automatic change to a password that is generated randomly by the CPM. For
more information, refer to Changing Passwords, page 207.

= Verify passwords — You can initiate manual password verification processes to
ensure that passwords on remote devices are synchronized with corresponding
passwords in the Password Vault. For more information, refer to Verifying
Passwords, page 215.

= Reconcile passwords — You can initiate automatic reconciliation processes to
synchronize passwords on remote machines with corresponding passwords in
the Vault. For more information, refer to Reconciling Passwords, page 217.

= Release accounts — After retrieving an exclusive account, you can release it
through the Password Vault Web Access. For more information, refer to
Releasing Exclusive Accounts, page 257.

= Resume automatic management — You can resume automatic management for
accounts that were disabled manually or automatically by the CPM. For more
information, refer to Resuming Automatic Management, page 224.

To Manage Accounts

1. Select the accounts to manage. For more information about selecting individual
and multiple accounts, refer to Selecting Accounts, page 246.

2. On the toolbar, click Manage; the Accounts Management drop-down menu
appears.
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3. Select the management activity to perform on the selected accounts. If you select
an activity that requires more information, the relevant windows are displayed.
For example, if you select Change, the Change Password window is displayed.
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Managing Failed Service Accounts
To Display Failed Service Accounts

The Account Operational Views enables you to display a list of failed service
accounts in one click, without performing a search.

= |nthe list of Operational Views, click Failed account usages; a list of failed
service accounts in all the Safes that you are authorized to access is displayed
immediately.

To Resume Automatic Management for Failed Service Accounts

You can manually resume automatic management for failed service accounts that
are listed in the Failed account usages list.

1. Inthe Accounts List, display the list of failed service accounts. You can do this in
. :
either of the following ways:
= Using an advanced search, search for service accounts using keywords and
Safe names, if possible. All disabled service accounts are displayed in red
and are marked with the disabled icon.

= or
= In the Operational Views, display Failed account usages.

2. Select the disabled service account(s) that you will resume automatic
management for.
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3. On the toolbar, from the drop-down Manage menu, select Resume; the PVWA
resumes automatic management for the selected service account(s) and displays
them in the same way as all the other automatically managed service accounts.
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Modifying Accounts

You can modify selected accounts in the Accounts List and perform the following
activities using the Modify drop-down list on the toolbar:

Edit accounts — You can edit properties of existing accounts in the PVWA. For
more information, refer to Editing Account Properties, page 220.

Move accounts — You can move accounts between Safes and reorganize
accounts. For more information, refer to Moving Accounts between Safes, page
164.

Delete accounts — You can delete selected accounts. Make sure you will not
need these accounts again.

To Manage Accounts

1.

Select the accounts to modify. For more information about selecting individual
and multiple accounts, refer to Selecting Accounts, page 246.

On the toolbar, click Modify; the Accounts Modify drop-down menu appears.
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3. Select the modify activity to perform on the selected accounts. If you select an

activity that requires more information, the relevant windows are displayed. For
example, if you select Move, the Move Accounts window is displayed. For more
details about these activities, refer to the relevant information in this guide.
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Viewing Passwords

When you identify the account that contains the password you require, you can view
the password, if you have the appropriate permissions. The password is displayed for
a predetermined number of seconds, and then it is replaced by asterisks.

= Inthe Accounts list, click the Show password icon in the line of the account to

T view; the password in the account line is displayed for a predetermined number of
seconds.
Show Password b3

Password content:

Asdfl2 Copy
Window wil be dosed in: 6 seconds

Cose

If this password is configured for one-time use, exclusive use, or use during a
predefined timeframe, the relevant information is displayed in this window.

Or,

1. Inthe Accounts list, click the account to view; the Account Details page appears.
In the Password pane, the password appears as a series of asterisks.

2. Click Show; the asterisks are replace by the password for a predetermined
number of seconds.
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Copying Passwords

Authorized users can copy passwords with or without displaying them in the following

pages:

Note: On Chrome, the first time you copy a password, you are prompted to install a Chrome

extension. For more information, refer to Copying Passwords in Chrome, page 252.

=  Accounts List

= Inthe Accounts List, in the record of the account whose password you wish to

copy, click the Copy password icon.
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A message appears confirming that the password has been copied to the

clipboard.
= Account Details page
= In the Account Details window, click Copy.
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A message appears confirming that the password has been copied to the

clipboard.
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In addition, users who are authorized to view passwords can also copy them in the
following window:

= Show Password window
= In the Show Password window, click Copy.

Shorw Fasswaert

Pasgword content:
Asdf12 @

Window wil be closed in: 6 seconds.
cee

A message appears confirming that the password has been copied to the
clipboard.

Copying Passwords in Chrome

On Chrome, the first time you copy a password, the following message appears:

Chrome extension installathon

To use this feature, nstal the Chrome extension. Cick Yes to proceed, After mstalation has
&/ fnshed successfully, refresh ths page

= Click Yes to download and install this extension,
or,
= Click No to deny installation and close this message box.

After the Chrome extension is installed, press F5 to refresh the PVWA page. The
next time you copy a password, the extension will work automatically.

Privileged Account Security



Account Access Workflows

Accessing Accounts

A new Account Retrieval form combines all aspects of the account retrieval workflow
and enables users to specify information that is required for them to access account
in one step. This window combines the following information:

= Areason for accessing an account — If the Master Policy requires users to
specify the reason for accessing the account, a reason edit box is displayed in
this window. Users can either specify a reason in their own words, or can select a
reason from a list of predefined reasons. For more information, refer to Specifying
a Reason for Accessing Passwords, page 253.

= Ticketing information — If the platform associated with this account is integrating
with a ticketing system, a section for the ticketing system is displayed. Users can
specify the relevant ticketing system and ID. For more information, refer to
Integration with Ticketing Systems, page 254.

= Dual control requests — If the Safe where the account is stored requires users
to create requests before they can access accounts, request information is
displayed in this window. Users can create a request that must be confirmed by
authorized users, including a timeframe and whether the request is for single or
multiple access. Exclusive and one-time passwords can be changed after the
timeframe specified in the request has expired. For more information, refer to
Dual Control, page 261.

= Connection details for Privileged SSO - If the platform associated with this
account specifies connection details for a transparent connection to a remote
device, the connection details are displayed in this window. This section can be
customized to prompt users for additional information before the PVWA logs them
on transparently to the remote device. For more information, refer to Privileged
Single Sign-On, page 280.

When a user tries to access a password that requires any of the above information,
the Account Retrieval page displays all the relevant sections that enable the user to
provide the required access information, according to PVWA configuration.

Specifying a Reason for Accessing PasswordsA rule in the Master Policy determines
that users can only retrieve passwords after they specify a reason that explains why
they want to retrieve them.

Note: Specifying a reason for accessing a password is supported for access from PVWA
and PSMP only.

To Specify a Reason for Accessing a Password

1. Inthe Account Details page, click Show, Copy, or Connect to access the
account; the Show Password window appears and displays the reason edit box.

= [If users can specify a reason in their own words, specify the reason now.

Show Password ®

‘fou are required ko specify a reason For khis operation;

oK J Cancel I

= If users are required to select a reason from a predefined list, specify the
reason now.
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Show Password ®

‘ou are required ko specify a reason For khis operation:

[ W
To connect to remote device

To change password

To view password

2. Click OK; the Privileged Account Security solution will now retrieve the password,
and the reason you specified or selected will be stored in the audit log.

Integration with Ticketing Systems

Note: Requiring a valid ticket for accessing passwords is supported for access from PVWA
only.

The Privileged Account Security solution integrates with enterprise ticketing systems
to ensure that users are authorized to access passwords, and to create an audit of
password activity in the Vault.

The Privileged Account Security solution supports ticketing systems in the following
ways:

= After a ticket has been opened in the enterprise ticketing system, users are
required to specify the name of a ticketing system and the number of a specific
ticket that will give them access to the password. After the user specifies the
ticketing information, a validation process is launched which, if successful, will
permit the user to retrieve the password. If the ticket is not validated, the user will
not be permitted to retrieve the password.

= Aticket can be created in the ticketing system when a password is retrieved.
By default, the PVWA supports the following ticketing systems:

= ServiceNow

= BMC Remedy

To support other ticketing systems, a CyberArk module, which is a type of ‘user-exit’,
can be developed and customized to implement this functionality according to the
customer’s precise needs. For more information, refer to Developing an External
Module for Ticketing Integration, page 575.

For more information about configuring the PVWA to integrate with Ticketing
Systems, refer to Integrating with Ticketing Systems, page 571.
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To Retrieve a Password

1. Inthe Account Details page, click Show, Copy, or Connect to access the
account; the Show Password window appears.

Show Password

Ticket Information
Choose the ticketrs) syston ~

Erder ket 1D

K Cancel

If the ticketing system integration requires a reason, the reason edit box will also
be displayed.

Show Password x

‘ou are required to specify a reason For this operation:

Ticket Information
Choose the ticketing system: W

Enter kickek I0:

oK ] Cancel ]

2. If areason is required, specify a reason for retrieving the password or select a
reason from the predefined list.

Select the ticketing system.
Specify the ticket ID, then click OK.
Note: The ticket ID must not contain any of the following characters: ()=,.

The integrated ticketing system launches a validation process to authorize the
password retrieval,

or
To create a ticket, leave the ticket number empty, then click OK.

If the validation process fails, the PVWA will display a message indicating that
password retrieval has been denied.

5. To specify a failsafe bypass code, specify it in the ticket ID box, then click OK.

Note: The failsafe bypass code is context-sensitive. Make sure that you specify the
exact code as it appears in the ticketing system and in the system configuration.
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Accounts Check-out and Check-in

Auditing and control requirements demand full identification and monitoring of users
who access privileged accounts during any given period. In addition, to guarantee

accountability, each user who accesses a privileged account must be the only one to
do so.

The Master Policy enables organizations to permit users to check out a ‘one-time’
password and lock it so that no other users can retrieve it at the same time. After the
user has used the password, he checks the password back into the Vault. This
ensures exclusive usage of the privileged account, enabling full control and tracking
for the password.

If the organizational policy determines that a password can only be used once, the
Master Policy can also be configured to change the password’s value before
unlocking it and making it available to other users. If a CPM is installed, this can be
done automatically.

Viewing Checked-out Accounts

If an account is checked out, and therefore locked, a ‘Locked’ icon appears in the
Account list on the line of the locked account.

To View Accounts Checked-out by your User

= Inthe Accounts page, in Views, click Locked accounts; the PVWA displays the
Locked accounts view, which lists the accounts that are locked by your user.
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To View Accounts Checked-out by other Users

You can check for accounts that have been checked-out by other users in the Safes

where you are an owner.

= Inthe Accounts list, display any list of accounts; all the locked accounts are
marked with the Locked account icon.
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Users who have the ‘View Safe Members’ authorization can see the name of the
user who has locked the account when they place the mouse over the locked

icon.

Releasing Exclusive Accounts

After retrieving an exclusive account, you can release it through the Password Vault

Web Access. If you do not release the account manually, one of the following
processes happens, depending on the way the account is managed:

= Account is managed automatically by the CPM — The CPM will release it
automatically after the period of time specified in the platform.

= Account is managed manually, not by the CPM — The account must be

released manually. A notification is sent to a user who is authorized to release the

password and change it.

Authorized users can release accounts in either of the following pages:
= Locked Accounts

= Edit Account
In addition, administrators can release locked accounts in the following page:
= Account Details
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To Release an Exclusive Account in the Account Details Page

= Display the Account Details page of the account to release, then click Release to
return the account to the Safe.

= |f the account is managed automatically by the CPM, it is released and the
password is changed immediately.

= |f the account is managed manually, a notification is sent to a user who is
authorized to change the password. The account is released automatically
after it has been changed.
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If a user requires an account urgently when it is locked by another user, a user with
the ‘Unlock Accounts’ authorization can unlock it in the Edit Account page so that it
can be used.

Note: Only give Safe members the ‘Unlock accounts’ authorization if essential. This action
could result in more than one user retrieving the same password, with no
accountability over who performed operations using this account during this period of
time.
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To Release an Exclusive Account in the Locked Accounts List
1. Inthe Locked Accounts list, select the account to release.

2. From the Manage drop-down menu, select Release.
= |f the account is managed automatically by the CPM, it is released and the
password is changed, so that it can be used by other users.

= |f the account is managed manually, a notification is sent to a user who is
authorized to change the password. The account is released automatically

after it has been changed.
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To Release an Exclusive Account in the Edit Account Page

This procedure is only for administrators who have the Unlock accounts permission,
to enable users to access an account urgently when it is locked by another user.

Note: Only give Safe members the ‘Unlock accounts’ authorization if it is essential. This
action could result in more than one user retrieving the same password, with no
accountability over who performed operations using this account during this period of
time.

1. Inthe Accounts list, select the account to release, then click Edit; the Edit
Account window appears.

2. Click Show advanced section; the advanced options appear.
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These details indicate that the account is locked, the name of the user, and the
date and time when the account was locked.

The locked account cannot be changed until it has been released, so while it is
locked, the Save buttons are disabled. As soon as the account is released, the
Save button is enabled, and the password and account properties can be
changed.

3. Click Release.

= If the account is managed automatically by the CPM, it is released and the
password is changed, so that it can be used by other users.

Note: This bypasses the standard release workflow and should only be used in
emergencies.

= |f the account is managed manually, a notification is sent to a user who is
authorized to change the password. The account is released automatically
after it has been changed.

4. If the account is a member of an account group, click Release Group; the
account is unlocked. To release other accounts in the account group, release
them in the same way.

This release will not trigger a password change.
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Dual Control

The Master Policy enables organizations to ensure that passwords can only be
retrieved after permission or ‘confirmation’ has been granted from an authorized Safe
Owner(s).

Authorized Safe Owners can either grant or deny requests. This feature adds an
additional measure of protection, in that it enables you to see who wants to access
the information in the Safe when, and for what purpose.

Note: The first group member who confirms or rejects a request does so on behalf of the
entire group. If more than one confirmation is required, each group is equivalent to a
single authorized user and will count as a single confirmation/rejection.

As soon as users receive confirmation for a request from an authorized user, they
can access the password or file that the request was created for.

The manual security workflow comprises the following steps:

1. The user creates a request: A user who wishes to access an account in an
environment where the Master Policy enforces Dual Control must first create a
request. In the request, the user specifies the reason for accessing the account,
whether they will access it once or multiple times, and the time period during
which they will access it. A notification about the request is sent to users who are
authorized to confirm this request. For more information, refer to Requesting
Access to Accounts, page 263.

2. Therequest is confirmed or rejected by the authorized user: Through the
notification, authorized users can access the request and view its details. Based
on these details, authorized users either confirm or reject the request. The
number of authorized users who are required to confirm requests is defined in the
Master Policy. For more information, refer to Confirming Requests, page 272.

3. The user connects to the account: Each time an authorized user responds to
the request, the user who created it receives a notification. When the total
number of required confirmations is received for the request, this user receives a
final notification. The user can now activate the confirmation and access the
account according to the request specifications. For more information, refer to
Reviewing Waiting and Approved Requests, page 270.

The following diagram shows the above steps:

| o— e
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Users can access requests as long as they are valid. As soon as a request becomes
invalid, it cannot be accessed by either the user who created it or by users who are
authorized to confirm it.

Requests become invalid because of one of the following reasons:
= The access period that the user specified in the request has passed.

= The user created a request for single access, which has already been used.

= The Safe’s request retention period for the request has passed.

= The Safe, file, or password specified in the request has been deleted.

= There are not enough supervisors to authorize this request, the number of
supervisors has changed, or the settings for confirmation have been changed.

= The Vault version has been updated.

Dual Control Options

The Privileged Account Security solution offers you several options for dual control:

= Basic Policy Rule:

Require dual control password access approval — A request must be
confirmed by one or more authorized users before privileged accounts can
be accessed. A specific number of authorized users required to confirm
requests can be determined in Advanced Settings by the Number of
confirmers required to authorize requests setting. Dual control mode is
enabled when the advanced multi-level and managerial approval modes are
inactive.

For more information about configuring dual control, refer to Dual Control,
page 568.

= Advanced Settings:

Require multi-level password access approval — A request must be
confirmed by two levels of authorized users before privileged accounts can be
accessed. Authorized Safe owners (either groups or users) are assigned a
confirmation level, and authorize requests according to that order. This means
that the first level of authorized users must confirm requests before they are
transferred to the second level of authorized users. Permission to access the
requested privileged account is only given after both levels of authorized
users have confirmed the request. If a request is denied at the first level, it is
not passed on to the second level, and if it is denied at the second level, the
confirmations from the first level become irrelevant.

When a number of required confirmers is set by the Number of confirmers
required to authorize requests advanced setting, this number of confirmers
is required at each level. If All confirmers are required to confirm requests,
all confirmers from both levels must confirm requests before accounts can be
accessed. For example, if the Number of confirmers required to authorize
reguests setting is set to three confirmers, a total of six confirmers are
required to review and approve requests — three confirmers from level one
and three confirmers from level two.

For more information about configuring dual control, refer to Defining Users
who are Authorized to Confirm Requests, page 276.
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= Only direct manager can approve password access requests — A request
must be confirmed by the direct managers of the user who created the
request. This streamlines the confirmation process as, typically, privileged
accounts are stored in Safes where multiple authorized users can confirm
requests. This workflow integrates with Active Directory to automatically
identify the requestor’s direct manager.

This advanced setting cannot be enabled together with multi-level
confirmation, or with multiple required confirmers (more than one), as
requests will never be confirmed and will not be usable.

For more information about configuring the Vault for direct manager
confirmation, refer to Configuring Confirmation, page 569.

Accessing Privileged Accounts

This section describes how to create requests for access to privileged accounts,
track them, and utilize them to access accounts after you have received confirmation
from authorized users.

Requesting Access to Accounts

Before a user can retrieve an account in an environment where the Master Policy
enforces access confirmation, a request must be sent to authorized users to be
confirmed. You can create multiple requests in a single action to streamline the
access workflow. If access to multiple accounts and comfirmation is required, you
can select the required accounts and submit requests for all of them in a single click.
For each account, a separate request will be sent for confirmation. Once access to
an account is confirmed you can use this account and don’t need to wait for
confirmation for the other accounts.

Accounts that require confirmation before they can be accessed are marked with a
status icon, as shown in the following example. This icon is displayed in the Accounts
List and the Accounts Details page.
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To Request Access to an Account or Multiple Accounts

1. To create a request for access to a single account, from the Accounts List or
the Account Details page, click Show/Retrieve, Copy or Connect.

Note: By default, confirmation for a Connect request will allow you to Show/Rerieve or
Copy the password/SSH key as well.

However, the system can be configured to restrict users who create a Connect
request and receive confirmation to connect to the remote machine with the
requested account, but not to Show/Retrieve or Copy its password/SSH key. This
restriction is only effective when access is through the PVWA web portal or the
mobile PVWA.

The Request Access window appears.

Show Password X

You are required to specify a reason for this operation:

Request Timeframe
Access is required:

From: 3 v To: ] v GMT+03:00

Confirmation

Operation: Retrieve password Windows Desktop Local Accounts-service1-10.10.0.6
Status: 1 user(s) from the 1stlevel and 1 user(s) from the 2nd level must confirm the reguest
OK Cancel

2. To create requests for access to multiple accounts, from the Accounts List,
select the required accounts and click Request Access. The Request Access
window appeatrs.

Request Access #

You are required to specify a reasen for this operation:

Request Timeframe
Access is reguired:

From: 4 ¥ To: 4 v | GMT+03:00

Confirmation

Operation: Request access for 1 selected accounts

QK Cancel

The Request Access window prompts the user for all the access information that
they are required to provide before they can access the account and view or use
the password.

Note: Confirmation for requests that are created for multiple accounts allow users to
Show/Retrieve, Copy and Connect with passwords/SSH keys.

In the Reason area, type the reason for the request.

If a ticket is required to access this account, in the Ticket Information area,
select the ticketing system and specify the ticket ID.
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5.

If you require access during a period of time, in the Request Timeframe area,
select Access is required from and specify the dates.

If you will need to access the Safe or file/account several times, select Multiple
access is required during this period.

If this request requires multi-level confirmation, in the Confirmation area, the
request Status indicates the number of authorized users who must confirm the
request at each level. Click the information to view a list of the authorized users.

Show Passwnet

You sre required 30 pecfy @ resson for ths cosrston

lequest Timetframe
ACcess @ reQured.

- To GMT #0300

Ratrve paasncnd Winddon Deskiop Lota Accounts ey 1-10,20.0.6

s A

If this request requires Direct Manager confirmation, the Status details indicates
the number of authorized users who are required to confirm the request. Click
Status details to display the name of the group that is required to confirm the
request and a list of group members.

If this request is for confirmation to log onto a remote machine transparently, and
you can use either a domain or NIS account, you can select the machine(s) to
connect to and enforce.

= You can specify multiple machine addresses in either of the following ways:
= Any machine — In Remote Machine, specify *’ (asterisk).
= Multiple machines — In Remote Machine, specify multiple machine
addresses separated with a comma. For example, 1.1.1.174, 1.1.1.228,
1.1.1.235.
Show Password X

You are required to specfy a reason for this operation:

Ticket Information
Choose the ticketing system: BMC Remedy v

Enter ticket ID:

Request Timeframe
I~ Access is required:

From: 3 v To: v GMT+03:00

Confirmation

Operation: Retrieve password WinDomain-WinDomAdmin-1.1.1,203

Status: 1 user{s) must confirm the request

Remote Connection Details

Remote Machine:

OK Cancel
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The next time you are prompted for remote connection details, these remote
machine addresses will be listed in a drop-down list.

Remote Consection Details
CONFIRMED ADDRESSES
11,10.10,1
10.10.10.2
When you connect using a confirmed request, you are automatically logged into
this machine.
= |f a preconfigured list of addresses was defined for this account, you will only
be able to specify a machine which appears in the All Addresses list.

Connect with Account

You are raganed to specfy a resson for this cperation

Reguest Tinelframe

recuared

Condictmation
Cpesation Setneve password Windows Domaln A0

Status

Remate Connection Details

ertite Mahine

A | ADDRESSES

L.10.10.4

= If the account with the preconfigured list of addresses was also configured to
allow the user to connect to addresses which do not appear in the
preconfigured list, you will be able to enter a different address, or addresses
from the ones that appear in the list.
9. If this request is for confirmation to enable you to connect to a remote database
through the PSM, and the system is configured to enable specific users to
connect as a different user, the Connect As drop-down list is displayed.

Privileged Account Security



Account Access Workflows

Show Password X

You are required to specify a reason for this operation:

Ticket Information
Choose the ticketing system: BMC Remedy Vi

Enter ticket ID:

Request Timeframe
|~ Access is required:

From: 3 v To: ) v GMT+03:00

Confirmation
Operation: Retrieve password Oracle-5¥5-1.1.1,213

Status: skconfirm the request

Remote Connection Details

Norrnal

Connect As:

OK Cancel

10. From the drop-down list, select the user to use to log onto the remote database.

11. To view more details about the users who will confirm this request, click the
linked status; a list of authorized users for this request is displayed. You can view
more information about specific users by expanding their user name.

12. Click OK; the request is created and sent to users who can authorize it.
or,
Click Cancel to close the password retrieval form without sending the request.

After you have created the request, if the ENE is configured to send notifications for
new requests a notification is sent to all the authorized users who are required to
confirm the request.

= If Require multi-level password access approval was enabled, a notification is
sent to the first level of authorized users who are required to confirm it. After the
required number of authorized users have confirmed the request, a notification is
sent to the second level of authorized users who are required to confirm it.

= If Only direct manager can approve password access requests was enabled,
a notification is sent to your direct managers who are required to confirm it.

For more information about configuring the ENE to send notifications, refer to
Configuring the ENE, page 922.

If a user tries to access the same account or file again before receiving confirmation,
the Request Details page appears. A second request is not sent as the previous
request is still unanswered.
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Viewing your Requests

After you have sent a request, you can view its status at any time. You can also
delete requests that are no longer relevant or invalid.

To View your Requests

1. Inthe Accounts List, the Requests View enables you to view the requests you
have sent for authorization.

POLICIES ACCOUNTS  APPLICATIONS REPORTS
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2. Click My Requests; the My Requests page appears.

ACCOUNITS

My Requests

TP —
Dpwratisn Regeest D Kooz Tige
Satiiowe gerrwerd platferml-Agplutaddenen] ™ Sirgle cpetation
a. " Legle speratien
inge eperation

Sirgle sparation

Petiiove asrvvend platforml AgpOulatdemnlt ¢
Petiiese gassaned plattermld Agplatasdewn? ¢
ot nem - AapOctatdmen 130

patfprm-AzpOutabdrsn 7]

Tingle ppecstior

platiorm i At afdemniss Yrgle sparstion

Srgle speration

P 3 Sirgle epenation

Sirgle openticn

Note: The Request ID is unique to each Safe.
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3.

4,
5.

This page lists the requests that you have created and sent for authorization. The
icon next to each request indicates the status of the request:

Icon Indicates ...

The request has not yet been authorized.

The request has been authorized.

The request has become invalid.

Select Show only waiting requests to display your requests that have not yet
been confirmed.

Select Include expired requests to display invalid requests in the requests list.
Click a request to display more information in the Request Details page.

Deleting a Request

The user who created a request can also delete it.

To Delete a Request

1.

In the Request Details page, click Delete on the toolbar; you are prompted to
confirm that you want to delete the request.

Click Yes to delete the request,
or,

Click No to leave the request in the Requests list and return to the Request
Details page.

If the ENE is configured to send notifications when requests are deleted, a
notification is sent to all the authorized users who are required to confirm the request.

If Require multi-level password access approval was enabled, a notification is
sent to all authorized users at the level that is currently required to confirm this
request.

If Only direct manager can approve password access requests was enabled,
a notification is sent to your direct managers .

For more information about configuring the ENE to send notifications, refer to
Configuring the ENE, page 922.
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Reviewing Waiting and Approved Requests

As soon as your request has been handled by an authorized user, you can see it in
the Accounts List.

To Review Waiting and Approved Requests

1. Inthe Accounts List, My Requests counter displays the total number of approved,
declined and waiting requests. The tooltip displayed when you place your mouse
over ‘My Requests’ displays the number of each type of request.

POLICIES ACCOUNTS  APPLICATIONS REPORTS
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Account Views .~ “‘, - . _ 3
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2. Click the link to the request objects; the Access Requests page appears and
displays the My Requests list.

Confirmed requests are marked with the confirmed request icon so that you can
identify them at a glance.

ACCOUNITS

My Requests

how srdy wamuig rezaests Tcude sapred imgaesty

Sequetes ar Ipwratisn iele narw Regeest 1D Acoms Tige

3. Select Show only waiting requests to display requests that have not yet been
authorized.

4. Select Include expired requests to display invalid requests.
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5. Select the confirmed request; the Request Details page appears.

POLICIES  ACCOUNTS  APPLICATIONS

[ Dewte

Request Details

Ty TP

Coe: exor Retnieve paveword Vindoms Domatn Azzoad win_sdmie_
‘e rave [Erergensy Passwnids

]

Vanthdy mamberiance

Maltiple sperations fram §)5/3017 ROC00 A o 8/ 72053 %0000 MY

This page displays the status of the request.

6. Click the name of a user who is authorized to confirm the request to display more
information.

7. Click the name of the account that appears in the Account Details; the Account
Details page for that account appears. The status icon now indicates that the
request to retrieve this account was confirmed and you can now use the
password.

POLICIES. ACCOUNTS  APPLICATIONS

Account Details

[ Trat Sicterge B decnce [ vty | owene

ROP -

wrw Wisdows Doman Account
Operatug System

tmergenty Passmands

If the confirmed request is for a single operation, after you have used it to access
an account or file, the request becomes invalid.
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Confirming Requests

This section describes how to confirm requests for access to privileged accounts that
you have received. It is specifically for users who are authorized to confirm requests.

Safe Owners who have the Authorize password requests permission for a specific
Safe can authorize requests to permit other users to access an account in that Safe.
The instructions below are for these Safe members.

Authorized users can either confirm or reject these requests in one step, or handle
each request separately.

When a request must be authorized by multiple users, these users can do so in any
order. However, if a request requires multi-level confirmation, the first level of
authorized users receive the request for confirmation immediately after it is created.
The second level of authorized users only receive the request after the required
number of users at the first level have confirmed it. If any users at the first level deny
the request, it is not sent to users at the second level.

Note: The first group member who confirms or rejects a request does so on behalf of the
entire group. If more than one confirmation is required, each group is equivalent to a
single authorized user and will count as a single confirmation/rejection. This is
relevant to both basic and multi-level confirmation.

After you have confirmed or denied a request, a notification is sent to all the
authorized users who are required to confirm the request.

= |If the advanced Require multi-level password access approval setting was
enabled:

= After each confirmation or denial, a notification is sent to all authorized users
at the confirmation level of the user who has just confirmed it.

= After the first level of authorized users have confirmed a request, a notification
about the request is sent to the second level of authorized users.

= After the final confirmation, a notification is sent to both levels of authorized
users.
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To Confirm one or more Requests

1.

2.

In the Accounts List, you can see how many requests are waiting for you to
authorize.

POLICES ACCOUNTS

ACOOUNTS Recanty
Tomtn L
> u

<

CYRERARK . w L

Click Incoming Requests; the Incoming Requests page appears.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION Scriintror

Lastgignin’ 4112014

Cenfire S Reject L) Cemamae

Incoming Requests

pooooeng?

Note: The Request ID is unique to each Safe.

By default, this page displays the requests that are waiting for you to authorize or
reject. Clear Show only requests waiting for my confirmation to display all the

requests that you have authorized or rejected.

Note: This option may be hidden, so that you can only view requests that are
waiting for you to authorize or reject.

Select Include expired requests to display invalid requests.

Click a request to display more information; the Request Details page for the
authorized user appears.

This page displays the details of the request as well as the buttons that enable
the user to confirm or reject the request.
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If the operation is initiated from a Connect request, the text in the Operation
details begins with Connect to.
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If the operation is initiated from a Show/Retrieve/Copy request, the text in
the Operation details begins with Retrieve password.
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If this request requires multi-level confirmation, the following additional
information is displayed:

= In the Request Status, the number of users from each level that still have
to confirm the request is displayed.

= |nthe list of users who are required to authorize this request, the names
of the authorized users are displayed.

If this request requires confirmation by a direct manager, the following
additional information is displayed:

= |n the Request Status, a single required confirmation is specified, as only
the direct managers group can confirm this request.

= |nthe list of users who are required to authorize this request, the name of
the LDAP group who can confirm the request is displayed.
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6. Confirm or reject the request:

Note:

By default, confirmation for a Connect request will allow users to Show/Retrieve
or Copy the password/SSH key as well.

However, the system can be configured to restrict users who create a Connect
request and receive confirmation to connect to the remote machine with the
requested account, but not to Show/Retrieve or Copy its password/SSH key. This
restriction is only effective when access is through the PVWA web portal or the
mobile PVYWA.

= To manage a single request:

In the Request Details page, after reading the request, specify the reason
for authorizing or rejecting the request.

Click Confirm to confirm the request,
or,

Click Reject to reject the request and prevent the user who created the
request from accessing the account or file.

= To manage multiple requests in a single action:

In the Incoming Requests page, select the requests to confirm or reject.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

Corfiw P

Incoming Requests

On the toolbar, click Confirm to confirm the selected requests,

or,

Click Reject to reject the requests and prevent the user who created the

request from accessing the specified accounts or files.

A window appears that summarizes the number of accounts included in

this confirmation or rejection. If you are required to specify a reason, you

will not be able to click OK until you have specified one.

If some of the selected requests have already been confirmed or rejected,

a message is displayed in this window.

Confirm Access (2 accounts) %
Only unconfirmed requests will be confirmed

Reason for confirming these requests:

oK Cancel

Requests that have already been confirmed or reject cannot be confirmed
or rejected again.

The Incoming Requests page appears again. If Show only requests waiting for my
confirmation is selected, the request that was handled does not appear in the list.

After requests have been confirmed, users can see the requests’ new status in the
Accounts List. For more information about accessing accounts after requests have
been confirmed, refer to Reviewing Waiting and Approved Requests, page 270.
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Defining Users who are Authorized to Confirm Requests

This section describes how to define users who are authorized to confirm requests
for access to privileged accounts. It is specifically for Vault administrators who
manage Vault users and define the CyberArk workflows.

Setting the Confirmation Requirement

When creating a Safe or changing Safe properties, you can specify that Users who
wish to retrieve passwords and files require confirmation from an authorized Safe
Owner.

To Set the Confirmation Requirement
1. Click POLICIES to display the Master Policy.

2. In Privileged Access Workflows, select Require dual control password access
approval.

3. Inthe Rule Preview pane, click Edit Settings; the Edit Rule Settings window
appears.

2 Edit Rule Settings X

Privileged Access Workflows | Require dual control password access approval
Master Policy vhats e @

Basic Policy Rule
Requre dual control password access approval Active m

Advanced Settings

Requre mutiHevel password access approval Active Inactve @
Only drect managers can 3PProve Password access _

faneds Actre inactve o
Number of confrmers required to authorize requests - 2 3 Al Other A

4. Set the policy settings as described below:

= Require dual control password access approval — This setting determines
whether this master policy rule is applied, using the following values:

= Active — This rule will applied at Master Policy level to all platforms,
unless an Exception overrides it.

= Inactive — The rule will not be applied at all.

= Require multi-level password access approval — This advanced setting
enforces an access control workflow in which end users require two levels of
authorization before they can access privileged accounts. Each list of Safe
members must include users who are authorized to confirm requests at both
levels. The number of required confirmers set in the advanced Number of
confirmers required to authorize requests setting applies to each levels of
authorized users. For more information about setting different levels of
authorized users, refer to Creating an Authorized User, page 278.

= Only direct managers can approve password access requests — This
advanced setting enforces an access control workflow in which end users
require authorization from their direct managers before they can access
privileged accounts. This workflow requires the Digital Vault to recognize and
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integrate with your Active Directory. For more information, refer to the
Privileged Access Security Installation Guide.
Note: This mode cannot be enabled together with multi-level confirmation, or

with multiple required confirmers (more than one), as requests will never
be confirmed and will not be usable.

For more information about configuring the Vault for direct manager
confirmation, refer to Configuring Confirmation, page 569.

= Number of confirmers required to authorized requests — The number of
authorized users who are required to confirm requests

= If Require multi-level password access approval was enabled, select a
number to determine the number of authorized users at each level who
are required to confirm requests.

= |f Only direct manager can approve password access requests was
enabled, you cannot specify a multiple number of direct managers for this
mode.

5. Click Save to save the new rule settings and remain in the Edit Rule Settings
window,

or,

Click Save & Close to save the new rule settings and display the Master Policy
page. You can see the Advanced Settings in the Rule Preview pane.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION A Sy
POLICIES Master Policy @ Rule Preview
Raquine Oual contres password acce. @
¥ Privileged Access Workfiows
Pokcy by Plafor . I
Malkcy Nuk Value Excepho
e fiad o TN AOVANCED SETTINGS

Require muti-leve! passwond
BLCess APProva

Reguire managens password
ALCeSS Approva

* Password Management Numbes of Contrmens mqured
Buthoride Teguests

» Session Management .

» Aucgdt

» EXCEPTIONS

< Z | ®

The system is now configured for dual control, and users who wish to retrieve
accounts are required to request access confirmation from at least one authorized
user. By default, requests are retained in the Safe for 30 days.

Users can specify default settings for requests in the Dual Control settings in the
Web Access Options. For more information, refer to Configuring the System through
PVWA, page 1063.
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Creating an Authorized User

Authorized Users can confirm requests by other users who require access to
passwords. When you add a user as an Owner of the Safe, you can give them the
‘Authorize password requests’ authorization, or you can update an existing Safe
member’s properties.

Note: Any changes in the confirmers settings (eg, removing confirmers, changing confirmer
levels, etc.) makes all existing requests obsolete. All existing active requests must be
deleted and re-created.

To Create an Authorized User
If the user is not yet an owner of the Safe where the accounts are stored:

1. Inthe Add Safe Members page, select the Safe member/group to configure as an
authorized user.

2. Select the authorizations that the Safe member/group will have in the Safe.
Specifically, select Authorize password requests; the Confirmation Level
options appear.

" ]
Add Safe Member
-
Search: m Search In: I Vault LI Search
Selected Search: Vault Display 5 result(s
Mame Business Email Full MName

g"& ManagerialGroup

Q-. PasswordManager

Q. ReguestorManagerial RequestorManag... ReguestorManag...

@- ManagerialGroupVault
Q-. ManagerManagerial ManagerManage... ManagerManage...

™ Account Mansgement
[~ safe Menagement
l- Monitor

[V Vizw Audt log
[ Wizve Safe Members

M workfiow

v Authorize password regussts
" Levelt
¥ Level 2

Add Close +|

l | B

The options enable you to define two different levels of authorized users to
confirm requests. This is relevant to the Require multi-level password access
approval setting, which is an advanced setting of the Master Policy’s Require
dual control password access approval rule.
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3.

4.

If Require multi-level password access approval was enabled, select the level
to which the user/group will belong.

= Level 1 — The first level of users who are authorized to confirm requests.

= Level 2 — The second level of users who are authorized to confirm requests.
These users can only confirm requests at the specified levels. In addition, the first
level of authorized users must confirm requests before any authorized users
from the second level can confirm them.

Note: Users who belong to multiple groups, and one group is defined as the first
level of confirmers and the other is defined as the second level of
confirmers will be considered as the second level of confirmers.

Click Add; the Safe member is added to the Safe with the authorization to
confirm requests from other users to access passwords in this Safe.

Enabling a Safe Owner to Access a Safe without Confirmation

Although confirmation is specified in the Safe properties window and therefore
applies to all Safe Owners, it is possible to give certain users authorization to access
the Safe without requiring confirmation from other Safe Owners.

1.

In the Safe Details page, display the Safe Members tab and select the Safe
member who you will permit to access accounts without confirmation, the Update
Safe Members page appears.

Select Access Safe without Confirmation, then click Save; this Safe Owner is
now able to access the Safe or file without confirmation.

Update Safe Member

Update password value j
Update passwaord properties
I:‘ Initiate CPM password management operations
Specify next password value
I:‘ Rename accounts
[ celete accounts

[ unlock sccounts
[] safe Management
|:| Manitor

Wiew Audit log

Wiew Safe Members

[ wworkRow

I:‘ Authorize password requests

Access Safe without confirmation

[ adwanced

D Mermbership expires on date: l:l =

Save Close

A Safe Owner who has an open request for confirmation can be given authorization
to access the Safe without confirmation. However, he will not be able to access the
Safe in this way until all open requests have been confirmed.
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Privileged Single Sign-On

Privileged Single Sign-On (SSO) enables users to connect to remote devices without
needing to know or specify the required password or key. This increases usability as
the user does not have to open a login session and then copy and paste credentials

into it and also prevents the password or key from being exposed to the user.

Users are required to authenticate to the PAS Solution before they can use
passwords or keys stored in the Password Vault to access sensitive remote devices.
This enforces strong authentication for accessing managed devices and restricts
user access to passwords and keys according to access control.

Users can connect transparently to a remote machine in the following pages:
= Account lists

= Account versions
=  Account details

Users can also directly access the Connect window used to log onto a remote device
through a direct URL or a desktop shortcut.

Transparent connections can be defined for implementations that use the CPM as
well as implementations that do not use the CPM. In addition to making it easier for
users to log onto remote devices, passwords and keys that are used through
transparent connections still benefit from the following CyberArk security features:

= Dual Control — If the Master Policy enforces dual control access approval, users
require confirmation from authorized users before they can use a password or
key to connect to a remote machine, in the same way as when credentials are
retrieved directly.

= Reason - If the Master Policy requires users to specify a reason before a
password or key can be retrieved, this also applies before a password or key can
be retrieved for use in a transparent connection, in the same way as when they
are retrieved directly.

= Ticketing System Integration — Requests to connect to remote devices can also
require users to enter a ticket ID that will be validated against the enterprise
ticketing system before connecting to the remote device.

The Privileged Account Security solution offers the following methods for privileged
SSO:

= PSM Connection — Users can use PSM Connections to transparently log onto
applications or remote machines, including Windows machines, VMWare
machines, databases, SSH devices such as UNIX, Linux, routers and switches,
and more. Users connect to remote target applications and systems through the
PSM proxy machine, either via the PVWA web portal, using a secure protocol, or
by using standard RDP client applications to connect directly from their desktop.
The PSM isolates all privileged sessions to remote machines, and can record all
the activities that occur during a privileged session and store them in the tamper-
proof Vault for monitoring and auditing. The PSM server creates a single point of
control for all privileged session activity that cannot be bypassed by even the
most skilled users. Auditors and security teams can track privileged sessions
through a unique interface and view recordings according to authorizations.

While EPV Transparent Connections are mainly used for convenience and
usability purposes, the PSM Connection provides complete isolation of target
systems and ensures that privileged credentials can never reach users or their
devices. PSM Connections prevent users from bypassing controls to gain
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unmonitored access to privileged accounts and prevent malware or other attack
technics from obtaining and misusing privileged credentials.

PSM can also be used for SSH commands white-listing or black-listing
(Commands Access Control). This gives an organization the ability to block
unauthorized SSH commands if attempted to be executed by a privileged user on
a network, security or other device or any SSH-based target system.

PSM SSH Proxy (PSMP) Connection — Users connect to remote Unix servers
through the PSM SSH proxy machine, using a native Unix user experience. Like
the PSM, the PSM SSH proxy isolates all privileged sessions to remote
machines, and records all session activities and stores them in the Vault for
monitoring and auditing.

The PSMP enables Unix administrators to use SCP protocol to copy files
securely from remote machines to your local machine and visa versa. Using the
SCP protocol with PSMP ensures that users are not exposed to the privileged
credentials on the target systems (privileged SSO) while copying the files.

The PSMP can also be used for SSH commands white-listing or black-listing
(Commands Access Control), similarly to PSM. This gives an organization the
ability to block unauthorized SSH commands if attempted to be executed by a
privileged user on a network, security or other device or any SSH-based target
system.

In addition to other authentication methods, users can authenticate to the Vault
through PSMP with private SSH keys. Users’ authorized public SSH keys can be
managed through LDAP, or in the Vault. User’s private SSH keys can be kept on
smart card devices and facilitate an even stronger authentication policy.

The PSMP can also integrate with Microsoft’s Active Directory (AD) to provision
users transparently on UNIX systems, streamlining user management and
reducing administrative overhead.

A combination of the strong SSH key authentication with Active Directory
integration allows transparent user provisioning on Unix systems, based on their
strong authentication to the Vault.

EPV Transparent Connection — Users connect to remote target applications and
systems directly from the browser via the PVWA using preconfigured connection
components (the password is transparently sent to the end-user browser without
being exposed to the user). This method increases usability and users benefit
from a seamless workflow.

Users can utilize the EPV transparent connections to transparently log onto
remote Windows machines and SSH devices, such as UNIX, Linux, routers,
switches and more.

Note: RDP transparent connections from the PVWA are not automatically
supported when connecting from a non-Windows environment. For more
information, refer to Configuring PSM Connections and EPV RDP
Connections that Require an External Tool, page 606.

For information about configuring transparent connections through Password
Vault Web Access, refer to Configuring Transparent Connections, page 583.
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Users require the following authorizations in the Safe in order to be able to connect
transparently to remote machines:

= Use accounts — To connect transparently through PSM and PSMP.
= Retrieve accounts — To connect transparently through EPV.

The following table summarizes the requirements and characteristics of each
privileged SSO logon method:

Privileged SSO Logon Method EPV PSM/P Privileged SSO
Transparent
Connection
Privileged SSO to target device  Yes Yes
Password is not exposed to the  Yes Yes
end user
Password never reaches the No Yes
end user’s machine
Requires PSM/P server No Yes
installation
Required permissions Retrieve Use account
account
Enables session recording No Yes
Enables secure remote access No Yes
Cross network access to No = PSM-Yes
privileged devices = PSMP - Connections are made
(over HTTPS) over SSH port (22)
Controlled session duration No = PSM-Yes
= PSMP - No
Separation between end user No Yes

and target devices

Use the procedures in the following sections:

= Direct Connection to Target Systems Using a Standard RDP Client Application,
page 283

= Direct Connection to SSH Target Systems Through the PSM SSH Proxy, page
303

= Connecting to Target Systems Through PVWA, page 312
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Direct Connection to Target Systems Using a Standard RDP Client
Application

Users can connect to target systems directly from their desktops using any standard
RDP client application such as MSTSC, different Connection Managers or RDP files,
and therefore benefit from a native user experience.

Although the connection is established directly from the user’s desktop, PSM
provides complete isolation of the target systems, ensuring that privileged credentials
can never reach users or their devices.

Using a Standard RDP Client Application to Connect Through PSM to Your
Target System

Use the following workflow to connect through PSM to your target system using a
standard RDP client application:

Step Do the following ...

Step1  Review the following:

=  Prerequisites

= Before using an RDP Client application, page 284

= Considerations, page 284

For more information, refer to the list of supported connection components in
Supported Connection Components When Using a Standard RDP Client
Application, page 285.

Step 2  Select which RDP client application you will use to connect to the target system:

MSTSC

Connection Managers

RDP file

Any other standard RDP client

You must preconfigure Connection Managers and RDP files to connect through
PSM.

= To preconfigure Connection Managers, refer to Preconfiguring a Connection
Manager to Connect Through PSM to the Target System, page 288.

= To preconfigure RDP files, refer to Preconfiguring an RDP File to Connect
Through PSM to the Target System, page 289.

Step 3  Connect to your target system using the selected RDP client application.
To connect using one of the following, or any other standard RDP client:

= MSTSC — Refer to Connecting with MSTSC Through the PSM to the Target
System, page 291.

= Connection Manager — According to your Connection Manager, use the
settings you preconfigured in Step 2 above to connect to your target system.

= RDP File — Double-click the selected RDP file. For any standard RDP client
application, refer to Connecting with Any RDP Client Application, page 294.

Step 4  Authenticate your user. The authentication method is determined by your user
authentication settings in the Vault and whether NLA is enabled in your
environment.

Refer to Authenticating Your User When Connecting Through PSM Using an RDP
Client Application, page 297.

Step 5  You are now connected to the target machine with the native protocol you
configured.

Proceed to work on your target system, and close the session when you are done.
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Prerequisites
Before using an RDP Client application, make sure you have the following:
= The PSM Server must be installed on Windows 2012R2.

= The PSM server must be hardened. For hardening details and instructions, refer
to the Privileged Account Security Installation Guide, in the section Hardening
the PSM Server Machine.

= Connections can be made from Unix / Linux / Mac / Windows end user machines,
providing that the RDP client application which is used to establish the connection
includes the ability to configure the Start Program setting for the RDP
connections.

Note: The official Microsoft RDP client for Mac does not include this ability and
therefore cannot be used to establish connections through PSM. Any connection
manager or other RDP client that allow configuring the Start Program setting can
be used instead.

Considerations

Before using your standard RDP client application to connect through PSM to your
target system, you must review the following considerations:

= When connecting using an RDP client application, configurations of the RDP
settings for drives, printers and clipboard redirection that are made in the
connection component level are enforced, and platform level configurations are
ignored.

= Connections with accounts that require access confirmation (dual control), ticket
ID or which require the user to specify a reason for connecting are not supported
when the connection occurs using an RDP client application. Use PVWA for such
connections.

Note: If your request to use the account was approved, you are able to connect
using an RDP client application with this account.

= Connections with an RDP client application when NLA authentication is enabled
in the RDP client application are supported.

= |If your PSM server is configured to require NLA for remote connections, you must
review the NLA considerations as described in the section: Establishing
Connections Through PSM when NLA Authentication is Enabled on the
PSM Server, in the Privileged Account Security Installation Guide.

= Connections made from an RDP client application are Remote Desktop
connections, and are not RemoteApp connections.
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Supported Connection Components When Using a Standard RDP Client

Application

Users are able to connect directly from their desktop to their target systems using
any connection type that is available for the account they are using in order to
establish the connection.

The following table lists the built in connection components that are available for
PSM connections, with special considerations that are applicable when you connect
using an RDP client application.

Type of Connection
via PSM

Connecting to a Remote Windows

Supported Connection

Component

Special Considerations When
Connecting Through the RDP
Client Application

RDP = PSM-RDP
Server (RDP) Using a Standard
RDP Client Application, page 286
SSH Device = PSM-SSH Connecting to a Remote SSH
= PSM-Telnet Device Using a Standard RDP
Client Application, page 286
SSH Devices with X- = PSM-SSH Connecting to Remote SSH
Forwarding Note: In addition to using SSH Devices with X-Forwarding Using a
protocol, users can connect to Standard RDP Client Application,
remote Unix devices through the ~ Page 286
PSM with PSM-SSH using X-
Forwarding.
WinSCP = PSM-WinSCP None
Databases = PSM-Toad Connecting to Databases Using a
= PSM-SQLPIus Standard RDP Client Application,
* PSM-SQLServerMgmtStudio page 287
VMWare = PSM-VSPHERE Connecting to VMWare

Administrative Tools

Administrative Tools Using a
Standard RDP Client Application,
page 287

Mainframe = PSM-AS400 None
= PSM-0S390

Cloud Services = PSM-AWSConsolewithSTS None

Management

CyberArk = PSM-PVWA None

Administrative = PSM-PrivateArkClient

Interfaces

PSM Universal = |ID of your Universal None

Connector Connector
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Connecting to a Remote Windows Server (RDP) Using a Standard RDP Client
Application

= The built-in connection component for RDP connections via PSM is PSM-RDP.

= Connections that require additional information from the user when the
connection is established (user parameters) cannot be initiated using an RDP
client application. In order to connect to Windows machines using an RDP client
application, ask your Vault administrator to set the LogonDomain parameter in
the account details to avoid prompting for it when the connection is being
established. This should be done also for any other parameter that is required
from the user.

= For connecting to your target machine using a domain account, you should set
the domain name as part of the user name that is used to login to the target
machine. For information on how to set your RDP client application to connect
using a domain account, refer to Configuring the Start Program Setting of the
RDP Connection to Include PSM Connection Details, page 295.

Connecting to a Remote SSH Device Using a Standard RDP Client Application

= The built-in connection component for SSH connections via PSM are PSM-SSH
and PSM-Telnet.

= To connect to your target system using a domain/NIS account, set the domain
name as part of the user name which is used to log into the target system. For
information on how to set your RDP client application to connect using a domain
account, refer to Configuring the Start Program Setting of the RDP Connection to
Include PSM Connection Details, page 295.

Connecting to Remote SSH Devices with X-Forwarding Using a Standard RDP
Client Application

Users can connect to remote SSH devices through the PSM using X-Forwarding, in
addition to using SSH protocol. As with all PSM connections, users do not need to
know the privileged password or key content, and the entire session can be recorded
for auditing.

The built-in connection component for SSH connections with X-Forwarding via PSM
is PSM-SSH. Connecting with X-Forwarding requires additional configuration. This is
described in Enabling X-Forwarding for SSH Connections, page 698.

After the SSH connection is established and the PSM transparent connection window
to the remote device is opened, the PSM opens a second window in which you issue
commands to the remote device. You can type any X commands that the logged on
user is authorized to perform.

Note: There is no need to specify the DISPLAY variable.

The following example shows the Network Configuration X application screen
displayed on the PSM transparent connection window to the remote device:
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root@Benchmark1:~
o 10.10.0.220
rk
Network Configuration
File Profile Help

8 & B 9 =»

New Edit  Copy Activate Deactivate

Devices | Hardware ‘IPgec ‘ DNS ’Hgsts

- 4| You may configure network devices associated with
g Ol physical hardware here. Multiple logical devices can

3

= be associated with a single piece of hardware

Profile

Active profile: Common

Note:

To switch between open X windows use Alt + Page up or Alt + Page down.

Connecting to Databases Using a Standard RDP Client Application

The built-in connection components for databases connections via PSM are
PSM-Toad, PSM-SQLPIus and PSM-SQL ServerMgmtStudio.

Connections with Toad or SQLPIus connection components with the SYS user or
any other privileged user that require selection of the role that will be used to
connect to the remote database, cannot be initiated using an RDP client
application. Use PVWA for such connections.

Connecting to VMWare Administrative Tools Using a Standard RDP Client

Application

The built-in connection component for VMWare connections via PSM is PSM-

VSPHERE.

You can connect to VMWare machines through PSM in either of the following

ways:

Connect to a VMWare ESX machine transparently:

The user is automatically logged onto the remote ESX

Connect to a vCenter transparently using a Personal Account:

The user is prompted for their user and password and is then logged onto the
remote vCentre machine
Connect to a vCenter transparently using a Shared Account:

The user is logged onto the remote vCenter machine with the shared account.
For information on configuring your RDP client application to connect to
vCenter machine with the shared account refer to Configuring the Start
Program Setting of the RDP Connection to Include PSM Connection Details,
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Preconfiguring a Connection Manager to Connect Through PSM to the Target
System

Use the following procedure to configure a Connection Manager to connect through
PSM to the target system.

Before you Begin:

Review the Using a Standard RDP Client Application to Connect Through PSM to
Your Target System, page 283.

To Preconfigure a Connection Manager for the Native RDP Client Connection
1. Open a Connection Manager application on your desktop.
2. Create an entry for the target machine to which you will connect.

It is recommended to give each entry a meaningful name which indicates the
target system details.

Configure the Remote machine address as the address of the PSM server
through which you want to establish your connection. The PSM address can be
entered either as a DNS name, or an IP address in IPV4 format.

= In an environment with load balanced PSMs, specify the address of the PSM
load balancer.

Configure the logon credentials by entering your Vault or LDAP username,

according to the authentication process required in your environment.

The authentication process is determined by your user authentication settings in
the Vault and whether NLA is enabled in your environment:

Authentication Process Enter Username...
Authenticating your user to the Vault when NLA is not Vault username
enabled in your environment
Authenticating your user when: LDAP username (which is
= NLA is enabled in your environment also your Vault username)
= The domain credentials you are using for the NLA Use one of the following
authentication are the same credentials that you use formats:
to log onto the Vault with Vault LDAP authentication <NetBIOS domain
name>\<Vault LDAP
username>
OR

<username>@<domain
name as defined in
the Vault>

Use this second format
when the Vault is
configured to append the
LDAP domain name to
Vault usernames.

Authenticating your user when: LDAP username

= NLA is enabled in your environment Use the format:

=  The domain credentials you used for the NLA <NetBIOS domain
authentication are not the same credentials thatyou name>\<LDAP
use to log onto the Vault with Vault LDAP username>

authentication
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If you do not configure the logon credentials, you will be prompted for them when
the connection is made.

It is not recommended to save your Vault password locally!

= For a description of the authentication process, including NLA considerations,
refer to Authenticating Your User When Connecting Through PSM Using an
RDP Client Application, page 297.

5. Configure the Start Program setting to include the connection details to the
target system, as described in Configuring the Start Program Setting of the RDP
Connection to Include PSM Connection Details, page 295.

Save your settings.

Repeat for each target system to which you will connect with a connection
manager.

Preconfiguring an RDP File to Connect Through PSM to the Target System

Use the following procedure to configure an RDP file to connect through PSM to the
target system.

Before you Begin:

= Review the Using a Standard RDP Client Application to Connect Through PSM to
Your Target System, page 283.

To Preconfigure an RDP File to Connect Through PSM to the Target System
1. Create an RDP file.
2. Configure the following RDP settings as described below:

Setting RDP Description

Parameter
Type

full address S The address of the PSM server, through which you will
establish the connection.
The PSM address can be entered either as a DNS name, or
an IP address in IPV4 format.

In an environment with load balanced PSMs, specify the
address of the PSM load balancer.

alternate shell s The connection details including the target user, target
machine and connection component. This must be in the
exact format as described in Configuring the Start Program
Setting of the RDP Connection to Include PSM Connection
Details, page 295.
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Setting

username

RDP
Parameter

Type

Description

Enter your Vault or LDAP username, according to the
authentication process required in your environment.

The authentication process is determined by your user
authentication settings in the Vault and whether NLA is
enabled in your environment:

= |f you authenticate your user to the Vault when NLA is
not enabled in your environment, enter the Vault
username.

= |f you authenticate your user when:

= NLA is enabled in your environment

=  The domain credentials you are using for the NLA
authentication are the same credentials that you
use to log onto the Vault with Vault LDAP
authentication

You must enter the LDAP username (which is also your

Vault username).

Use one of the following formats:

<NetBIOS domain name>\<Vault LDAP
username>

OR

<username>@<domain name as defined in the
Vault>

Use this second format when the Vault is configured to
append the LDAP domain name to Vault usernames.

= |f you authenticate your user when:

= NLA is enabled in your environment

= The domain credentials you used for the NLA
authentication are not the same credentials that
you use to log onto the Vault with Vault LDAP
authentication

You must enter the LDAP username.

Use the format:

<NetBIOS domain name>\<LDAP username>
If you do not configure your Vault username, you will be

prompted for it when the connection is made. You will also
be prompted for your password.

It is not recommended to save your Vault password in
the RDP file!

For a description of the authentication process, including
NLA considerations, refer to Authenticating Your User When
Connecting Through PSM Using an RDP Client Application,
page 297.
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3. Repeat for each target system to which you want to connect.

Following is an example of an RDP file that was configured to connect through
PSM:

RDPFlesdp - Notepad - ciEN
Eile Eait Format View Help
full address:s:10.10.9.71
alternate shell:s:psm /u admin /a 10.19.8.82 /c PSM-RDP
username:s:john

Connecting with MSTSC Through the PSM to the Target System

Use the following procedure to configure MSTSC to connect through PSM to the
target machine.

Before you Begin:

= Review the Using a Standard RDP Client Application to Connect Through PSM to
Your Target System, page 283.

To Connect with MSTSC Through PSM to the Target System
1. Open MSTSC. The Remote Desktop Connection window opens.
Note: You can also execute MSTSC through the command line using

MSTSC /v:<PSM server address>
& femate Deskiop Corosxtian = u

Remote De_skTop
< Connection

L e Mone mpectect

The computer name Suld @ bk Sewr a4 mects compder
e

« ww ptecs Cogrect b=

2. Inthe Computer field, enter the address of the PSM server, through which you
will establish the connection. The PSM address can be entered either as a DNS
name, or as an IP address in IPV4 format.

= In an environment with load balanced PSMs, specify the address of the PSM
load balancer.

3. Open Show Options.
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L3 Remote Desktop Connection = & =g

Remote De_sktop
Connection

Gewdd | Cipiay | Loce Ressuces - Frogws | Epewnce | Advarced
Logon setnge

,& Enter the name of the nevote comguler
Lcevte 012ty v
Leernaoe |
You will be sslond for cwdertisly when you connect
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4. Inthe User name field, enter your Vault or LDAP username, according to the
authentication process required in your environment.

The authentication process is determined by your user authentication settings in
the Vault and whether NLA is enabled in your environment:

Authentication Process Enter Username...

Authenticating your user to the Vault when NLA is Vault username
not enabled in your environment

Authenticating your user when: LDAP username (which is also
= NLA is enabled in your environment your Vault username)
= The domain credentials you are using for the Use one of the following formats:
NLA authentication are the same credentials <NetBIOS domain
that you use to log onto the Vault with Vault name>\<Vault LDAP
LDAP authentication username>
OR

<username>@<domain name
as defined in the Vault>

Use this second format when the
Vault is configured to append the
LDAP domain name to Vault

usernames.

Authenticating your user when: LDAP username

= NLA is enabled in your environment Use the format:

=  The domain credentials you used for the NLA <NetBIOS domain
authentication are not the same credentials name>\<LDAP username>

that you use to log onto the Vault with Vault
LDAP authentication

If you do not configure your Vault username, you will be prompted for it when the
connection is made. You will also be prompted for your password.

It is not recommended to save your Vault password locally!

= For a description of the authentication process, including NLA considerations,
refer to Authenticating Your User When Connecting Through PSM Using an
RDP Client Application, page 297.

Privileged Account Security



293

Account Access Workflows

5. Click the Programs tab, and select Start the following program on
connection.

6. Inthe Program path and file name field, enter the connection details to the
PSM. This must be in the exact format as described in Configuring the Start
Program Setting of the RDP Connection to Include PSM Connection Details,
page 295 .

& Remote Destop Connection = = u

Remote De_sktop
< Connection

Gerersl | Daplay  Local Resouces Pooans | Gpenencs | Advarced
Siwt # pogren

= o Slart ¥m Fodowng orogrem on cormachon

fogam path and fie name:

pen Ay aceen /o 10 10 2 155 /5 PSMADP

at i e folowng folder

|

» el Cpteens Comrect Heds

7. Click Connect. An authentication window is displayed.

8. Continue with Authenticating Your User When Connecting Through PSM Using
an RDP Client Application page 297.

9. To connect to other target machines using MSTSC, repeat this procedure for
each target machine.
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Connecting with Any RDP Client Application

In order to connect to your target system through PSM using any standard RDP
client application, configure your RDP client to use the following parameters:

Setting Description

PSM address The address of the PSM server, through which you will
establish the connection.
The PSM address can be entered either as a DNS name, or
an IP address in IPV4 format.

In an environment with load balanced PSMs, specify the
address of the PSM load balancer.

RDP Start Program setting  The connection details including the target user, target
machine and connection component. This must be in the
exact format as described in Configuring the Start Program
Setting of the RDP Connection to Include PSM Connection
Details, page 295.

Username Enter your Vault or LDAP username, according to the
authentication process required in your environment.
The authentication process is determined by your user
authentication settings in the Vault and whether NLA is
enabled in your environment:
= |f you authenticate your user to the Vault when NLA is not
enabled in your environment, enter the Vault username.
= |f you authenticate your user when:
= NLA is enabled in your environment
=  The domain credentials you are using for the NLA
authentication are the same credentials that you use
to log onto the Vault with Vault LDAP authentication

You must enter the LDAP username (which is also your
Vault username).

Use one of the following formats:
<NetBIOS domain name>\<Vault LDAP username>

OR

<username>@<domain name as defined in the
Vault>

Use this second format when the Vault is configured to
append the LDAP domain name to Vault usernames.

= |f you authenticate your user when:

= NLA is enabled in your environment

=  The domain credentials you used for the NLA
authentication are not the same credentials that you
use to log onto the Vault with Vault LDAP
authentication

You must enter the LDAP username.

Use the format:

<NetBIOS domain name>\<LDAP username>

It is not recommended to save your Vault password
locally!

For a description of the authentication process, including NLA
considerations, refer to Authenticating Your User When
Connecting Through PSM Using an RDP Client Application,
page 297.
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Configuring the Start Program Setting of the RDP Connection to Include PSM
Connection Details

In order to configure your RDP connection to be established through PSM, you must
configure its Start Program setting as follows:

Note: Spaces in the command are intentional and must be applied.

psm /u target-user [/a target-address /¢ connection-component

Parameter Description Required

psm Specify exactly: psm Yes

This keyword, including the rest of the syntax,
allows the PSM to distinguish between the
connections routed through the PSM to the
target systems and the regular maintenance
user connections, to the PSM server itself.

/u target-user The name of the user that will be used to logon  Yes
to the target system.

=  When using a domain account, add the
domain name to the username in the
following format:

username@domain-name

The domain name should be specified
exactly as it appears in the address of the
domain account that is used to authenticate
to the target server.

= When using a shared account to connect to
vCenter machine, add the vCenter address
to the username in the following format:

username@vCenter-address

The vCenter address should be specified
exactly as it appears in the address of the
shared account that is used to authenticate
to the vCenter machine.

/a target-address The address of the target system. Yes

The address must be specified exactly as it is
defined in the account address setting.

It can be defined in any of the following
formats:

= |Pv4 — For example, 1.1.1.1

= |Pv6 — For example,
1000:1000:1000:1000:1000:1000:1000:0055

= DNS - For example, ‘myhost’

You cannot use a DNS name if the account

address is defined as an IP address, and vise

versa.
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Parameter Description Required

/c connection-component The type of the connection that will be Yes
established to the target system. Specify here
the ID of any connection component that is
configured in the PVWA for the account that will
be used to establish the connection, for
example, PSM-RDP, PSM-SSH, PSM-WinSCP
and others. Refer to Supported Connection
Components When Using a Standard RDP
Client Application, page 285.

Note: If there are additional parameters that are required for establishing the connection,
they must be pre-configured for the account or its’ platform. These additional
parameters cannot be provided by the user during the connection process.

Example 1:

To connect to a Windows server with the address of 10.10.2.145, with the user
admin and with the RDP protocol, use the following configuration in the Start
Program setting:

psm /u admin /a 10.10.2.145 /c PSM-RDP

Example 2:

To connect to a Windows server with the address of 10.10.2.145, which belongs to
the domain mycompany.com, with the domain user domainadmin and with the
RDP protocol, use the following configuration in the Start Program setting:

psm /u domainadmin@mycompany.com /a 10.10.2.145 /c PSM-RDP

Note: To allow the connection, a domain account with the address of mycompany.com
and the username domainadmin must pre-exist in the Vault.

Example 3:

To connect to a Unix server with the address of 10.10.2.145, with the user root and
with the SSH protocol, use the following configuration in the Start Program setting:

psm /u root /a 10.10.2.145 /c PSM-SSH

Example 4:

To connect to a Unix server with the address of 10.10.2.145, with the user root and
with the WinSCP client, use the following configuration in the Start Program setting:

psm /u root /a 10.10.2.145 /c PSM-WinSCP
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Authenticating Your User When Connecting Through PSM Using an RDP Client
Application

After selecting the RDP client application and configuring it to connect to the target
system through PSM, when connecting you will be prompted to authenticate your
user.

Before You Begin Authentication:

= Make sure you review the workflow which describes how to connect to your target
system through PSM using an RDP client application. See: Using a Standard
RDP Client Application to Connect Through PSM to Your Target System, page
283.

= Before connecting through PSM using an RDP client application, users must be
members of the RemoteDesktopUsers group in the PSM server.

Note: This membership does not allow them to actually log into the hardened
PSM server, but only to connect remotely to it.

The user authentication process differs, depending on whether NLA (Network Level
Authentication) is enabled in your environment.

NLA can be enabled in your environment in the following ways:
= It may be required by the PSM server itself.

= |t may be enabled in the RDP client application that is used to establish the
connection.

= NLA is enabled by default in some RDP client applications, such as MSTSC.

To enable or disable NLA for your RDP connection, refer to Enabling or Disabling
NLA for your RDP Connection, page 301.

Select Your Authentication Process

Select one of the following three authentication processes according to your
environment:

Authentication Process Use Procedure...

Authenticating your user to the Vault when  Authenticating your User to the Vault when
NLA is not enabled in your environment Connecting Using an RDP Client Application,
page 298

Authenticating your user when: Authenticating your User with NLA When
* NLA is enabled in your environment Connecting Through PSM Using an RDP
= The domain credentials you are using Client Application, page 299

for the NLA authentication are the

same credentials that you use to log

onto the Vault with Vault LDAP

authentication

Result: You are automatically connected
to the target system and do not need to
enter additional credentials
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Authentication Process Use Procedure...

Authenticating your user when; Perform the following procedures only in the
* NLA is enabled in your environment order listed:
= The domain credentials you used for 1. Authenticate with NLA:
the NLA authentication are not the Authenticating your User with NLA When
same credentials that you use to log Connecting Through PSM Using an RDP
onto the Vault with Vault LDAP Client App]ication, page 299
authent|c.a.t|on o 2. When NLA authentication completed
Result: Additional authentication to the successfully, additional authentication is
Vault is required in order to connect to the required to the Vault:

target system. Authenticating your User to the Vault

when Connecting Using an RDP Client
Application, page 298

Authenticating your User to the Vault when Connecting Using an RDP Client
Application

When connecting to a target system through PSM using an RDP client application,
you will be prompted to authenticate to the Vault. The following authentication
methods are supported when the connection is made from an RDP client application:

= LDAP
= RADIUS (including challenge-response)
= CyberArk password

Use the authentication method which is configured on your user authentication
settings in the Vault.

To Authenticate the Vault User:

= In the Privileged Account Security authentication screen,which is presented once
you try to connect, you are prompted to provide your Vault username and
Password.

Enter either your LDAP credentials, RADIUS credentials or CyberArk

credentials.

Note: If you are connecting with an LDAP user and the Vault is configured to
append the LDAP domain name to Vault usernames in order to support
multiple directories, enter your username in User Principle Name (UPN)
format as follows:

<username>@<domain name as defined in the Vault>
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CYBERARK

= If you use RADIUS authentication and the RADIUS server is configured with
challenge-response, you are also prompted with the RADIUS challenges.

@ Privileged Account Security

c Vault usemame racliustal
A
A on

CYBERARK 5: PIN having from 4 1o B siphanumer

Authenticating your User with NLA When Connecting Through PSM Using an
RDP Client Application

When connecting to a target system through PSM using an RDP client application
when NLA is enabled in your environment, you will be prompted with a Microsoft
Windows Security window for NLA authentication before you can authenticate to the
Vault.

Once the NLA authentication is completed, authentication to the Vault is required.

If the domain credentials you used for the NLA authentication are the same
credentials that you use to log onto the Vault with Vault LDAP authentication, you will
not be prompted to enter your Vault credentials, and instead you will be automatically
connected to your target system.

To Authenticate Your User with NLA When Connecting Through PSM Using an
RDP Client Application:

1. When trying to connect to the remote machine, a Windows Security window
appears. Enter your personal domain credentials to authenticate to the PSM
server.
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Enter your credentials
These credentials wil be used to connect 1o 10, 10, 103.55

| 55
B (e

mycompany\John

l Use another account

[T Remember my credentisis

[ ] coen |

To achive a streamlined connection by connecting immediately to the target
system without additional authentication to the Vault, you must specify your
username in the Windows Security window using the following format:

<NetBIOS domain name>\<Vault LDAP username>

For example:

mycompany\John

In this example, the user John is an LDAP user in the domain
mycompany.com which is integrated with the Vault. In addition, this user can
authenticate successfully to the PSM server using NLA.

If the Vault is configured to append the LDAP domain name to Vault
usernames in order to support multiple directories, enter the username in
User Principle Name (UPN) format:

<username>@<domain name as defined in the Vault>

For example:

John@mycompany.com

In this example, the user John is an LDAP user in the domain
mycompany.com which is integrated with the Vault.

In addition, this user can authenticate successfully to the PSM server using
NLA. The domain hame must be specified exactly as it is configured in the
Vault.

For more information about Vault configuration for appending LDAP domain
names to Vault usernames, see Managing Users and Groups who are Listed
in Multiple Directories, page 101.

2. After completing the NLA authentication, one of the following occurs:

You are automatically connected to the target system.

This occurs as the domain credentials you used for the NLA authentication
are the same credentials that you use to log onto the Vault with Vault LDAP
authentication.

-Or-
You must authenticate your user to the Vault.

This occurs as the domain credentials you used for the NLA authentication
are not the same credentials that you use to log onto the Vault. In this
scenario, proceed to Authenticating your User to the Vault when Connecting
Using an RDP Client Application, page 298.
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Enabling or Disabling NLA for your RDP Connection

Network Level Authentication (NLA) can be enabled for your RDP connection in
either of the following ways:

= Your server requires user authentication for remote connections by using
Network Level Authentication.
Note: If your PSM server is configured to require NLA for remote connections, you must review
the NLA considerations as described in the section: Establishing Connections Through

PSM when NLA Authentication is Enabled on the PSM Server, in the Privileged
Account Security Installation Guide.

_Or_

= The RDP client application you are using to establish the remote connection
(such as MSTSC or a connection manager) is configured to use NLA.

When NLA is enabled for the remote connection (either because it is required by the
PSM server, or because it is enabled in the RDP client application you are using),
you will be required to complete NLA authentication to the PSM server before you
can authenticate to the Vault. This NLA authentication process requires you to enter
credentials which are permitted to connect remotely to the PSM server. Meaning,
enter either domain credentials (LDAP), or credentials of a local user who is
defined on the PSM server.

Note: A local user who is defined on the PSM server is not recommended for a PSM
implementation.

For information on how to authenticate your user when connecting through PSM
using an RDP client application, when NLA is enabled, refer to Authenticating your
User with NLA When Connecting Through PSM Using an RDP Client Application,
page 299.

If you need to connect to your target system through PSM without using NLA, use
the following procedure.

To Connect to your Target System through PSM Without Using NLA

1. Disable NLA for your connection by disabling NLA in your RDP client
application. For details refer to Enabling or Disabling NLA for your RDP
Connection, page 301.

2. Then, make sure that the PSM server itself does not require NLA for remote
connections.
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Enabling or Disabling NLA for Different RDP Client Applications

The following table explains how to enable or disable NLA for differerent RDP client
applications:

RDP Application NLA Authentication

MSTSC RDP client The MSTSC RDP client application is configured to use NLA
application by default. This means that RDP connections made using
MSTSC require NLA authentication.
To disable NLA when connecting with MSTSC, add the
setting enablecredsspsupport:i:0 to one of the following
files:

= The default RDP file used by MSTCS

The default.rdp file is normally under the My
Documents windows folder.

= The RDP file that you saved for your connection, and
which you are opening with MSTSC.

RDP files RDP files are configured to use NLA by default.

This means that RDP connections made with RDP files
require NLA authentication.

To disable NLA when connecting with an RDP file, add the
following setting to the RDP file:

enablecredsspsupport:i:0

Any other RDP client For any other RDP client application such as different
application connection managers, see the application documentation for
enabling or disabling of NLA.
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Direct Connection to SSH Target Systems Through the PSM SSH Proxy

The Privileged Session Manager SSH Proxy (PSMP) enables you to connect to
remote SSH systems and devices with a native user experience through any SSH
client, such as plink, PUuTTY, SecureCrt, etc.

You can authenticate to the Vault through PSMP with CyberArk passwords, LDAP,
RADIUS or with a private identity file (a private SSH key) whose corresponding public
key was assigned to your user.

For information about configuring authentication methods that will be available for
PSMP connections in your environment, refer to Configuring Authentication Methods,
page788.

Click to access one of the following procedures:

= Connecting to a Remote SSH System Through the PSM SSH Proxy

= Specifying a Reason for Accessing Accounts Through the PSM SSH Proxy
= Copying Files Securely Through the PSM SSH Proxy

= Connecting through the PSM SSH Proxy with Active Directory Users

Connecting to a Remote SSH System Through the PSM SSH Proxy

The following sections describe the PSMP command syntax and parameters, and
how to use this command to connect to your target systems while authenticating to
the Vault with a password (CyberArk, LDAP, RADIUS) or a private SSH key.

Refer to the following:

= Accessing Target Machines using the PSMP Command, page 303

= Authenticating to the Vault through PSMP using a Password, page 305

= Authenticating to the Vault through PSMP using a Private SSH Key, page 308
Accessing Target Machines using the PSMP Command

The PSMP can be used by any ssh client using one of the following syntaxes:
Option 1:

<ssh client> [-i private key file]
vaultuser@targetuserfdomainaddress@targetmachineftargetportl@targetpas
sword@proxyaddress

Notes:

= Parameters are separated by ‘@’.

= Required parameters are separated from optional parameters by ‘# (hash sign).

= You can customize the default delimiters that are used by the PSMP (‘@’, ‘#). For
example, you can change the ‘@’ delimiter to enable connections with a domain or other
user names that include this character. For information about configuring PSMP syntax
delimiters, refer to Configuring PSMP Syntax Delimiters, page 833.

= This syntax is not supported when PSMP is installed on SUSE. Use Option 2, page 304
instead.

= To use this syntax, the CyberArk SSHD service must be installed. For more information
about installing this service, refer to Installing the Privileged Session Manager SSH Proxy
in the Privileged Account Security Installation Guide.
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Option 2:

<ssh client> [-L <srcport>:localhost:target port] -t
PSMConnect@<proxyaddress> <vaultuser> <targetuser> <targetmachine> [-

protocol <telnet|ssh>] [-port <port>] [-vp <vault-password>] [—tpw <
targetpassword>] [-tunnel <target port>]
Notes:

= SSH tunneling is only supported when using this syntax. To use SSH tunneling, the
CyberArk SSHD service must be installed. For more information about installing this
service, refer to Installing the Privileged Session Manager SSH Proxy in the Privileged
Account installation Guide.

= For a full description of the parameters used in this syntax, refer to Appendix F: Accessing
Target Machines through PSMP, page 1133.

The PSMP Parameters
The following table explains the parameters used in option 1, above.

Parameter Description Required

[-i private_key file]  The path of the file from which the private key for SSH No
key authentication is read. This is an optional
parameter and must be specified when SSH key
authentication is used.

For more information about this parameter and the
different ways to specify private SSH keys, refer to
SSH documentation.

For information about SSH key authentication to the
Vault, refer to Authenticating to the Vault through
PSMP using a Private SSH Key, page 308.

vaultuser The name of the Vault user running this command. Yes
targetuser The name of the account that will be used on the Yes
target system. For example, root. (not for AD
Note: This parameter is not required to connect Bridge)

through AD Bridge.

Domainaddress The IP address or DNS of the domain server in the No
domain where the target machine resides.

Note: For centralized account management, this
parameter can be used to access multiple target
systems with one account, even if they're not on the
same domain. In this case, this parameter specifies
the address in the centralized account and not the
domain server.
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Parameter Description Required

targetmachine The address of the target system in any of the Yes
following formats:

= |Pv4 — For example, 1.1.1.1

= |Pv6 — For example, 1000-1000-1000-1000-1000-
1000-1000-0055
Note: Use hyphens instead of colons as
separators.

= DNS - For example, ‘myhost’

As the PSMP resolves DNS names to IP addresses
when necessary, you can specify either the machine's
DNS name or an IP address, regardless of whether the
account of the target machine was defined with an IP
address, subnet or DNS name.

targetport The connection port used to access the system. If this  No
is not specified in the account properties, it will be
taken from this parameter’s value. If neither of these
ports is specified, the default port is used.
Default values are:

= SSH - 22 (used by default if no port is specified)
= Telnet - 23

The protocol (SSH or Telnet) is set according to the
specified port.

targetpassword The password of the target account. No
This parameter is only relevant when privileged SSO is
not enabled and the password is not managed in the
Vault.
If this password is not specified, the user is prompted
for it.

proxyaddress The IP address or DNS of the PSMP machine. For Yes
example, 1.1.1.1 or ‘myhost’.

Authenticating to the Vault through PSMP using a Password

To connect to your target systems through PSMP while authenticating with a
password (CyberArk, LDAP or RADIUS):

1. Atacommand line, run the command to access a target machine through the
PSMP.

<ssh client>
vaultuser@targetuser#domainaddress@targetmachineftargetport@target
password@proxyaddress

2. You will automatically be prompted for your Vault password and any parameters,
mandatory or optional, that you did not specify in the command line.

Note: In RADIUS authentication, if the RADIUS server is configured to use
challenge-response authentication, you will be requested to enter
additional logon information, such as additional authentication information
from an external token. Only once this additional information is verified,
will you be able to access the target system.
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Click to see the following examples:

= Example 1: Running sessions with Privileged SSO

= Example 2: Running sessions without Privileged SSO

= Example 3: Accessing Target Machines with a Domain/NIS Account
=  Example 4: Specifying the Vault Password in the PSMP Command
Example 1: Running sessions with Privileged SSO

= The following example initiates an SSH privileged SSO session. The command
contains all the information that is required to log onto the target system through
the PSMP.

ssh john@root@ciscorouter.coml@psmp.proxymachine.com

In this example, a Vault user called john will access the Vault and retrieve an
account for the root user on the target system, target.ciscorouter.com. As this
command does not specify a port, the default port 22 and protocol SSH will be
used.

John will be prompted for his Vault password so that the PSMP can retrieve
information that is required to connect to the target machine. The account stored
in the Vault for the target system is configured for Privileged SSO and contains
the password or private SSH key that is required to access the target system.
Therefore, the user will be logged on to the target system transparently without
needing to specify any more credentials.

= The following example initiates a Telnet privileged SSO session.

ssh john@root@ciscorouter.com#23@psmp.proxymachine.com

Similar to the previous example, a Vault user called john will access the Vault
and retrieve an account for the root user on the target system,
target.ciscorouter.com. However, this command specifies port 23, which
indicates Telnet protocol.

John will be prompted for his Vault password so that the PSMP can retrieve
information that is required to connect to the target machine.

As in the previous example for Privileged SSO, the account stored in the Vault for
the target system contains the password or the private SSH key that is required
to access the target system and the user will be logged on transparently without
needing to specify any other credentials.

Example 2: Running sessions without Privileged SSO

The following example initiates a non-privileged session.

ssh
john@root@ciscorouter.com#2222@targetciscorootpass@psmp.proxymachine.
com

In this example, a Vault user called john will access the Vault and retrieve an
account for the root user on the target system, target.ciscorouter.com. This
command specifies port 2222, so SSH protocol will be used.

This example shows a non-privileged SSO session, meaning that the account stored
in the Vault for the target system is not configured for Privileged SSO and does not
contain the password. Therefore, the password of the target system is specified in
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the command, targetciscorootpass. If this password is not specified in the
command, the user is prompted for it so that the PSMP can complete the connection
to the remote machine. John will also be prompted for his Vault password so that the
PSMP can retrieve information that is required to connect to the target machine.

Example 3: Accessing Target Machines with a Domain/NIS Account

You can connect directly to a target machine with a UNIX domain/NIS account
through the PSMP. To access target machines with a domain/NIS account, specify
the domain machine in the command.

The following example shows how to access a target machines with a Domain/NIS
account.

ssh
john@root#mycompany.com@target.mycompany.com@psmp.proxymachine.com

In this example, a Vault user called john will access the Vault and retrieve a domain
account for the root user in the mycompany.com domain to access the target
system, target.mycomany.com.

John will also be prompted for his Vault password so that the PSMP can retrieve
information that is required to connect to the target machine.

If the target user is not specified, you will be prompted for it and then can specify the
target user and the domain machine as shown in the following example:

Target user 1s required (to use domain account, specify
<target user>#domain_ address>).
Target user: root#mycompany.com

Example 4: Specifying the Vault Password in the PSMP Command

If the SSH client supports the ability to pass the connecting user’s password, for
example plink, you can specify the Vault password as the SSH password, as shown
in the following example:

plink -pw <vault password>
john@root@ciscorouter.com#2222@psmp.proxymachine.com

In this example, a Vault user called john will access the Vault and retrieve an
account for the root user on the target system, target.ciscorouter.com. This
command specifies port 2222, so SSH protocol will be used.

The account stored in the Vault for the target system is configured for Privileged SSO
and contains the password. Therefore, it's not necessary to specify the target
password in this command. John’s Vault password is included in the command, so
he will not be prompted for it.
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Authenticating to the Vault through PSMP using a Private SSH Key

You can connect to target systems through PSMP by authenticating to the Vault with
a private SSH key file. This key can be provided with any standard SSH tool or client
configuration. A corresponding public SSH key must be assigned to your user in the
Vault to allow authentication.

Users can be assigned one or more public SSH keys that are kept for them in the
Vault or in the LDAP directory. If one of these keys matches the private SSH key

provided by the user during authentication, the connection through PSMP will be

approved and the user will be able to access their target system.

Public SSH keys can be managed either in LDAP, or in the Vault. For further
information,see Configuring Management of Users’ Public SSH Keys, page 803.

To Connect through PSMP using SSH Key Authentication

1. Atacommand line, run the command to access a target machine through the
PSMP.

<ssh client> [-1i private key file]
vaultuser@targetuser#domainaddress@targetmachine#targetportltarget
password@proxyaddress

Note: The private SSH key can be provided with the —i option or with any
standard SSH tool or client configuration.

2. You will automatically be prompted for any parameters, mandatory or optional,
that you did not specify in the command line. If the SSH key authentication is
successful, you will not be prompted for a password.

Note: If SSH key authentication was refused, and password authentication is
allowed for SSH connections on the PSMP server, you will be prompted
for a password.

Example: Running a session with Privileged SSO and SSH key authentication

The following example initiates an SSH privileged SSO session using SSH key
authentication.

ssh -i ~/.ssh/id rsa john@root@ciscorouter.com@psmp.proxymachine.com

In this example, a Vault user called john will authenticate to the PSMP with a private
SSH key stored in the ~/.ssh/id_rsa file. Then, he will access the Vault and retrieve
an account for the root user on the target system, target.ciscorouter.com.

The account stored in the Vault for the target system is configured for Privileged SSO
and contains the password or private key that is required to access the target
system. Therefore, the user will be logged on to the target system transparently
without needing to specify any more credentials.

As this command does not specify a port, the default port 22 and SSH protocol will
be used.
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Specifying a Reason for Accessing Accounts Through the PSM SSH Proxy

A rule in the Master Policy determines whether users can only retrieve passwords or
SSH keys after they specify a reason that explains why they need to retrieve them. If
the rule is active, the user is prompted to provide the relevant information before the
remote session begins.

Note: When copying files through PSMP, users will not be prompted for a reason.

To Specify a Reason for Accessing Accounts

1. After running the command to access a target machine through the PSMP, you
will be prompted to type a reason for connecting. Specify the reason and press
Enter.

ol x

2. The PSMP will now retrieve the password or SSH key, and the reason you
specified will be stored in the audit log.

Copying Files Securely Through the PSM SSH Proxy

You can copy files securely from your local machine to target machines or visa versa
in your native environment, using the PSMP together with SCP protocol.

The PSMP provides Privileged Single Sign-On when copying files with SCP and thus
eliminates the need to know or specify the passwords or keys to the target machine.

When using SCP through PSMP, the PSMP will not prompt you for any required
parameters that you do not specify. Make sure that you specify all mandatory
parameters in the command.

Make sure that the client you are using to copy files uses SCP protocol. For example,
PSCP (the PUTTY secure copy client) uses the SFTP protocol by default, so you
must use pscp with the [-scp] option to enforce the use of SCP protocol.

For more information, refer to one of the following procedures:
= To Copy Files to a Remote Machine

= To Copy Files from a Remote Machine
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To Copy Files to a Remote Machine

Use the following syntax to copy files securely from your local machine to a target
machine:

scp <path-on-end-user-machine>
vaultuser@targetuser%domainaddress@targetmachine%targetport@targetpas
sword@proxyaddress:<path-on-target-machine>

Notes:

= Parameters are separated by ‘@’.

= |n SCP syntax, ‘# (hash) cannot be used as a delimiter. By default, required parameters
are separated from optional parameters with '#' (hash). To use optional parameters in
SCP, configure a different delimiter to replace the ‘# (hash). In the above syntax, '%' is
used as a delimiter to separate required and optional parameters. For more information,
refer to Configuring PSMP Syntax Delimiters, page 833.

For a complete explanation of the PSMP syntax parameters, refer to The PSMP
Parameters, page 304.

In the following example, a Vault user called john will connect as user root to the
target machine, which is 10.10.10.5, through a proxy machine whose IP address is
10.10.10.200, and copy a file called readme.txt from the /home directory on the
user’s local machine to the /tmp directory on the target machine.

scp /home/readme.txt john@root@10.10.10.5@10.10.10.200:/tmp

To Copy Files from a Remote Machine

On your local machine, use the following syntax to copy files securely from a remote
machine to your local machine:

scp
vaultuser@targetuserfdomainaddress@targetmachineftargetport@targetpas
sword@proxyaddress:<path-on-target-machine> <path-on-end-user-
machine>

Notes:

= Parameters are separated by ‘@’.

= |n SCP syntax, ‘# (hash) cannot be used as a delimiter. By default, required parameters
are separated from optional parameters with '# (hash). To use optional parameters in
SCP, configure a different delimiter to replace the ‘#’ (hash). In the above syntax, '%' is
used as a delimiter to separate required and optional parameters. For more information,
refer to Configuring PSMP Syntax Delimiters, page 833.

For a complete explanation of the PSMP syntax parameters, refer to The PSMP
Parameters, page 304.

In the following example, a Vault user called john will connect as user root to the
target machine, which is 10.10.10.5, through a proxy machine whose IP address is
10.10.10.200, and will copy all files and directories recursively from the /tmp
directory on the target machine to the /home directory on the user’s local machine.

scp -r john@root@10.10.10.5@10.10.10.200:/tmp /home
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Connecting through the PSM SSH Proxy with Active Directory Users

Users can connect to a UNIX machine through PSMP using their AD credentials.
This automatically synchronizes their AD user with a corresponding user in the Vault.

To Access Target Machine using AD Bridge Capabilities:

= Use the following syntax to access the target machine using AD Bridge
capabilities:

<ssh client> vaultuser@targetmachine#targetport@proxyaddress

Example: Running sessions with AD Bridge Capabilities

You can use AD Bridge capabilities to provision users transparently on a target
machine and connect to it through the PSMP.

The following example shows how to initiate a privileged session using AD Bridge
Capabilities.

ssh john@10.10.10.5@10.10.10.200

In this example, a Vault user called john will access the Vault and retrieve an
account to access a machine whose IP address is 10.10.10.5 through a proxy
machine whose IP is 10.10.10.200. If this user does not exist on the target machine,
it will be created transparently and this user will be able to access the target machine
through the PSMP.

Note: If this user does not exist in the Vault, it will be created transparently
according to its AD credentials. For more information, refer to Integrating with AD
Bridge Capabilities, page 841.
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Connecting to Target Systems Through PVWA

The Privileged Account Security solution offers the following methods for privileged
SSO through PYWA — PSM connections or EPV connections. For further details on
these connections, see PSM Connection, page 280 and EPV Transparent
Connection, page 281.

After selecting an account in the PVWA portal you will be able to select the
connection components that are available to you from the drop-down list.

= Connection components through PSM have the prefix PSM-XX. For example,
PSM-RDP.

= Connection components through EPV do not have a prefix. For example, RDP.
Click to jump to a procedure according to your connection component.

= Connecting Transparently Through PSM

= Connecting Transparently with EPV

Connecting Transparently Through PSM

Using PSM privileged SSO, users can transparently log onto a variety of systems
and applications, including Windows machines, SSH devices such as UNIX, Linux,
routers and switches, VMWare machines, databases and more.

The following table lists the end user platforms that you can use to transparently
connect through the PSM, and the supported connection methods for each one:

End user Supported Connection methods

platform

Windows v ActiveX, RDPFile,
external tool

Mac v RDPFile, external tool

Unix/Linux  Supported with an external tool. External tool

To connect from Mac platforms with an RDP file:

= Use the official Microsoft Remote Desktop app, which can be downloaded from:
https://itunes.apple.com/us/app/microsoft-remote-desktop/id715768417?mt=12

= Clipboard redirection is not supported.
The following methods are available to establish PSM connections:

= RDP File — This method is available when connecting through non-IE browsers
from Windows environments or when connecting from Mac environments. This
method does not require any installation on the client side. The user will be
prompted to download an RDP file and will have to open this file to establish the
connection. It is recommended to allow these RDP files to open automatically in
order to streamline the connection process. This is the default method.

CYBERARK
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Notes:

= This method does not support connections to target systems where NLA is enabled on
the PSM server or RD Gateway is enabled in the environment.

= For each connection, an RDP file is downloaded to the Downloads folder of your
browser. To use these RDP files, either open them manually from the browser or
configure them to open automatically as recommended above. After the session has
ended, its RDP file isn’t valid anymore and cannot be reused. In addition, these RDP
files are valid for connections for only a short time after they are downloaded and
cannot be used after this time. You can delete these files manually from the
Downloads folder.
Make sure that the folder to which the RDP files are downloaded is a private and
protected storage, which is only accessible to the user who downloaded these files.

ActiveX — This method is available when connecting through an IE browser,
using Windows RDP ActiveX.

Note: This method does not support connections to target systems where NLA
is enabled on the PSM server.

External Tool — This method is available when connecting from Unix/Linux
desktops or when NLA is enabled on the PSM server. For more information, refer
to Configuring PSM Connections and EPV RDP Connections that Require an
External Tool, page 606.

Note: This method does not support connections to target systems where RD
Gateway is enabled.

For more information about configuring PSM connection methods and their impact on
the user experience, refer to Configuring the PSM Session User Experience for
Connections through PVWA , page 669.

Use any of the following procedures in this topic:

Connecting to a Remote Windows Server Transparently (RDP) Through PSM
Connecting to a Remote SSH Device Transparently Through PSM
Connecting to Remote Devices with X-Forwarding Through PSM

Connecting to Databases Through PSM

Connecting to VMWare Administrative Tools Through PSM

Connecting to Mainframe Through PSM

Connecting to Cloud Services Management Tools Through PSM

Connecting to a Remote Windows Server Transparently (RDP) Through PSM

In the Accounts Details page:

1. Display the Accounts Details page of the account to use to log onto the
remote device.

2. If multiple connection components have been configured for this account,
from the connection component drop-down list, select the connection
component to use to log on.

The built-in connection component for RDP connections via PSM is
PSM-RDP, which is automatically invoked for Windows accounts and does
not require the user to select it manually.

3. Click Connect.
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or,
= Inthe Accounts List page or the Versions tab of the Account Details page:

1. Inthe Accounts List page, display the account to use to log onto the remote
database,
or,
In the Account Details page of the account to use to log onto the remote
database, display the Versions tab.

2. From the connection component drop-down list, select the connection
component to use to log on, then click Connect.

= |f you are required to provide additional information before you can use
the password, a window prompts you for the relevant information. For
more information, refer to Accessing Accounts, page 253.

= |f you do not need to provide any additional information, the password will
be used to log you onto the remote device.
3. If you try to connect to the remote device with a domain/NIS user that requires
you to specify the name or address of the remote device, the Connect with
Account window appears to enable you to specify the required details.

The following example shows the Connect with Account window that appears
when you log onto Windows Domain accounts.

Connect with Account X

Remote Connection Details

Map local drives: O
Connect to machine consale: [
Remote Machine: hd

Logon To: e O Save this in the account properties

oK Cancel

i. To connect your local drives to the remote computer, select Map local
drives.
Note: This is not supported for remote devices that run on Windows 2000.

ii. To connect to the machine console, select Connect to machine console.
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iii. In Remote Machine, you specify the remote machine to connect to.

= A drop-down list displays the most recent remote machine addresses to
which this account was used to connect transparently with your user

account.

= |f a list of addresses was preconfigured for this account, in addition to the
most recent addresses used, an additional list of addresses appear,
from which you select the remote machine to which you will connect.

Connect with Account
Remote Connection Details

Remaote Machine: [
RECENTLY USED ADDRESSES

10.10.13.255
10.10.14.0

ALL ADDRESSES

10.10.13.255
10.10.14.0
10.10.14.1
10.10.14.10
10.10.14.11
10.10.14.12
10.10.14.2
10.10.14.3
10.10.14.4

= You can enter or select one of the listed recent or configured addresses.

= If the account was configured to allow connecting to addresses that are
not in the preconfigured list, you are able to specify a different address

from the ones that appear in the list.

If you are connecting to a remote Windows device with a local user, you will
not be asked to specify the remote machine that will be logged onto

transparently.

iv. In Logon To, specify the NETBIOS domain that this user belongs to. For

example, mycompany_dom.

The PVWA can try to detect the NETBIOS domain name automatically based
on the address property of the account. For example, a domain whose full
name is mycompany.com might have a NETBIOS name mycompany_dom,

which users would specify here.

4. If you are required to create a request for confirmation before you can use this
password, and you are prompted to specify one or more machines in the request,
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you will only be able to log onto the machine(s) you specified in the request after
you receive confirmation.

= |f a preconfigured list of addresses was defined for this account, you will only
be able to specify a machine which appears in the All Addresses list.

Connect with Account

You are raguined to specfy a reason for this cperation

Reguest Timelframe

88 recpared

Condictmation
Cpesatioe Betnieve password Windows Domaln Accourt -aamind stratoe-Domain.com

Status

Remate Connection Detailks

ertvte Mahine v

ALL ADORESSES

= |f the account with the preconfigured list of addresses was also configured to
allow the user to connect to addresses which do not appear in the
preconfigured list, you will be able to enter a different address, or addresses
from the ones that appear in the list.

You can specify multiple machine addresses in either of the following ways:

= Any machine — In Remote Machine, specify *’ (asterisk).

= Multiple machines — In Remote Machine, specify multiple machine
addresses separated with a comma. For example, 1.1.1.174, 1.1.1.228,
1.1.1.235.
The next time you are prompted for remote connection details, these remote
machine addresses will be listed in a drop-down list.

For more information about requests, refer to Dual Control, page 261.

5. If your system requires a special tool to connect to a remote device, the first time
you connect, the following window prompts you for a confirmation to run this tool.

For more information about when this tool is needed, refer to Configuring PSM
Connections and EPV RDP Connections that Require an External Tool, page
606.
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Security Information

The application's digital signature has been verified.
Do you want to run the application?

Name: hob.hltc. JHLTCap0 1
Publisher: HOB GmbH & Co. KG

From: http:/flocalhost

¥ Always trust content from this publisher ;

Run

Cancel

This application will run with unrestricted access which may put
your personal information at risk. The publisher’s identity has been
verified. Run this application only i you trust the publisher.

Mare Informaticn...

Click Run to make the remote connection and begin the privileged session.

If the transparent connection is configured to connect your local drives to the
remote computer, one of the following windows will appear depending on the
version of the RDP application on the remote machine:

= If the following window appears, make sure that Connect your local disk
drives to the remote computer is selected, then click OK.

o011k Oesttop Convectin Securty Wanieg X

The Frewncte Desking hat ssaueiiad 8 Conmechon 1 you
! congpuane. Do yous mart 2

' Loonect your ooal dib dives 10 e sccle 200000t
=

For sacurnty wssanc. you sy oo wank bo ollow thes

o ]_cwew |

= |f the following window appears, check Drives, then click Connect.

42 Remote Deskiop Connection

w A website wants to start a remete coonection. The publsher of
this remote connection cannot be identified.

This semote connection could harm your compater. Do nok conmect unless you know
whete ths conmection came from or have used & before

f_~ Publisher Unknown publisher
Type. femote Desktop Connection
Remote compurer L1

Alcrw the remaoke computer to scoess the Following resources on my compater

[Zlovges [Flcipboard
[ZiPregers

Changes to these options apply to this connechon only,

| Coprwct Carcel J I Detals << J

The PVWA will use the remote connection details to logon to the remote device.
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Connecting to a Remote SSH Device Transparently Through PSM

= In the Accounts Details page:

1.

or,

Display the Accounts Details page of the account to use to log onto the
remote device.

If multiple connection components have been configured for this account,

from the connection component drop-down list, select the connection
component to use to log on.

Click Connect.

= In the Accounts Details page or the Versions tab of the Account Details page:

1.

In the Accounts List page, display the account to use to log onto the remote

database,
or,

In the Account Details page of the account to use to log onto the remote

database, display the Versions tab.

From the connection component drop-down list, select the connection

component to use to log on, then click Connect.

= If you are required to provide additional information before you can use
the password, a window prompts you for the relevant information. For
more information, refer to Accessing Accounts, page 253.

= |If you do not need to provide any additional information, the password will
be used to log you onto the remote machine.

3. If you try to connect to with a domain/NIS user that requires you to specify the
name or address of the remote machine, the Connect with Account window
appears to enable you to specify the required details.

Connect with Account

Remote Connection Details

Remote Machine: »

In Remote Machine, specify the remote machine to connect to.

= A drop-down list displays the most recent remote machine addresses to
which this account was used to connect transparently with your user
account.

= If a list of addresses was preconfigured for this account, in addition to the
most recent addresses used, an additional list of addresses appear,
from which you select the remote machine to which you will connect.
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Connect with Account *
Remote Connection Details
Remote Machine: [ B

RECENTLY USED ADDRESSES A

10.10.13.255
10.10.14.0
ALL ADDRESSES
10.10.13.255
10.10.14.0
10.10.14.1
10.10.14.10
10.10.14.11
10.10.14.12
10.10.14.2
10.10.14.3
10.10.14.4

= You can enter or select one of the listed recent or configured addresses.

= |f the account was configured to allow connecting to addresses that are
not in the preconfigured list, you are able to specify a different address
from the ones that appear in the list.

4. Click OK. The PVWA will use the remote connection details to logon to the
specified remote machine.

5. If you are required to create a request for confirmation before you can use this
password, and you are prompted to specify one or more machines in the request,
you will only be able to log onto the machine(s) you specified in the request after
you receive confirmation.

= |f a preconfigured list of addresses was defined for this account, you will only
be able to specify a machine which appears in the All Addresses list.

Connect with Account

You are reguined to specfy a reason for this operatico

Rogquest Tinelrame

Actens i recuared

GMT 41X

Condirmation
Dpesatioe Betneve password Windows Domaln Accourt -aamisd stratoe-Domain.com

Stats

Remate Connection Details

ertte Muthine

ALL ADDRESSES

10.4

= If the account with the preconfigured list of addresses was also configured to
allow the user to connect to addresses which do not appear in the
preconfigured list, you will able to enter a different address, or addresses from
the ones that appear in the list.

For more information about requests, refer to Dual Control, page 261.
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Connecting to Remote Devices with X-Forwarding Through PSM

Users can connect to remote SSH systems through the PSM using X-Forwarding in
addition to SSH protocol. As in all PSM connections, users do not need to know the
privileged password or key content and the entire session can be recorded for
auditing.
Connecting with X-Forwarding requires additional configuration. This is described in
Enabling X-Forwarding for SSH Connections, page 698.
To Connect to a Remote Device with X-Forwarding
= In the Accounts Details page:

1. Display the Accounts Details page of the account to use to log onto the

remote device.

2. If multiple connection components have been configured for this account,
from the connection component drop-down list, select the connection
component to use to log on.

3. Click Connect.

or,
= In the Accounts Details page or the Versions tab of the Account Details page:

1. Inthe Accounts List page, display the account to use to log onto the remote
database,
or,

In the Account Details page of the account to use to log onto the remote
database, display the Versions tab.
2. From the connection component drop-down list, select the connection
component to use to log on, then click Connect.
= |f you are required to provide additional information before you can use
the password, a window prompts you for the relevant information. For
more information, refer to Accessing Accounts, page 253.

= If you do not need to provide any additional information, the password will
be used to log you onto the remote machine.

3. The PSM opens a second window in which you issue commands to the
remote device. You can type any X commands that the logged on user is
authorized to perform.

Note: There is no need to specify the DISPLAY variable.

The following example shows the network configuration X application screen
displayed on the PSM transparent connection window to the remote device.
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= root@Benchmark:~

from 10.10.0.220
etwork
Network Configuration
File Profile Help

8 & D g R

New Edit Copy Activate Deactivate

[ Devices | Hardware ‘VIPgec .‘E‘VHgsts ‘

1.0 You may configure network devices associated wi
= v fi k devi iated with
ﬁ Ol physical hardware here. Multiple logical devices can

*==) be associated with a single piece of hardware

Profile Status Device Nickname Type

";'r

Active profile: Common

Note: To switch between open X windows. use ‘Alt + Page up’ or ‘Alt + Page down’.
Connecting to Databases Through PSM
The PVWA enables you to log onto remote databases through PSM.

= You can log onto remote Oracle databases using a different user during the
transparent logon procedure. The built-in connection components for Oracle
database connections via PSM are PSM-Toad and PSM-SQLPIlus.

= You can log onto remote SQL server databases with a Microsoft SQL Server
account for SQL server authentication, or with a Windows Domain account for
Windows authentication.

The Built in connection components for SQL server databases connections via
PSM are:

= PSM-SQLServerMgmtStudio for SQL server authentication
= PSM-SQLServerMgmtStudio-Win for Windows authentication
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To Connect to a Database Transparently
= In the Accounts List:

1. Inthe Accounts List, display the account to use to log onto the remote
database.

2. From the connection component drop-down list, select the connection
component to use to log on.

If there is only one available connection component, click the Connect
with icon:
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If there is more than one available connection component, click the
Action menu icon, then click Connect with, and select the connection
component to use to connect to the remote machine:
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The PVWA will use the specified details to logon to the remote database using
the specified PSM connection component.

or,
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= In the Accounts Details page:
1. Display the Accounts Details page of the account to use to log onto the
remote database.

2. From the connection component drop-down list, select the connection
component to use to log on.

3. Click Connect.
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If the connection component enables this user to log onto the remote database
with a different user, the Connect with Account window appears.

4. When connecting with the SYS user or any other registered privileged user to an
Oracle database, a Connect As drop-down list is displayed. From the Connect As
drop-down list, select the role that will be used to connect to the remote
database.

5. When connecting with a Windows Domain account to a Microsoft SQL Server
database, the Connect with Account window appears to enable you to specify the
required database Server\Instance.

6. Click OK; the PVWA will use the specified details to logon to the remote database
using the specified PSM connection component.
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Connecting to VMWare Administrative Tools Through PSM

Use any of the following procedures:

= To Connect to a VMWare ESX Machine Transparently, page 324

= To Connect to a vCenter Transparently using a Personal Account, page 325

= To Connect to a vCenter Transparently using a Shared Account, page 325

To Connect to a VMWare ESX Machine Transparently
= Inthe Accounts List page:
1. Inthe Accounts List page, display the account to use to log onto the remote
machine.

2. From the connection component drop-down list, select the connection
component to use to log on.

or,
= In the Accounts Details page:

1. Display the Accounts Details page of the account to use to log onto the
remote machine.

2. From the connection component drop-down list, select the connection
component to use to log on, then click Connect.
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The PVWA will log onto the remote ESX using the specified PSM connection
component.
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To Connect to a vCenter Transparently using a Personal Account
= Inthe Accounts List page:
1. Inthe Accounts List page, display the machine account to use to log onto the

remote machine.

2. From the connection component drop-down list, select the connection
component to use to log on.

or,
= In the Accounts Details page:
1. Display the Accounts Details page of the machine account to use to log onto
the remote machine.

2. From the connection component drop-down list, select the connection
component to use to log on, then click Connect.

The user is prompted for their password again and then is logged onto the remote
vCentre machine using the specified PSM connection component.

To Connect to a vCenter Transparently using a Shared Account
= Inthe Accounts List page:
1. Inthe Accounts List page, display the machine account to use to log onto the

remote machine.

2. From the connection component drop-down list, select the connection
component to use to log on.

or,
= In the Accounts Details page:
1. Display the Accounts Details page of the machine account to use to log onto

the remote machine.
2. From the connection component drop-down list, select the connection
component to use to log on, then click Connect.
The PVWA will log onto the remote vCenter machine with the shared account, using
the specified PSM connection component.
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Connecting to Mainframe Through PSM
Use one of the following:

= To Connect to a Remote Machine Transparently Using an AS/400 Account, page
326

= To Connect to a Remote Machine Transparently Using an OS/390 (Z/OS)
Account, page 327

To Connect to a Remote Machine Transparently Using an AS/400 Account
= Inthe Accounts List page:
= Inthe Accounts List page, display the machine account to use to log onto the

remote machine, then click the Connect with button.

= If more than one connection component has been defined for this
platform, select the connection component to use to log on.

or,
= In the Accounts Details page:

1. Display the Accounts Details page of the machine account to use to log onto
the remote machine.

2. From the connection component drop-down list, select the connection
component to use to log on, then click Connect.
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The PVWA will log onto the remote machine with the AS/400 account, using the
specified PSM connection component.
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To Connect to a Remote Machine Transparently Using an OS/390 (Z/OS)
Account

= |nthe Accounts List page:
1. Inthe Accounts List page, display the machine account to use to log onto the
remote machine.

2. From the connection component drop-down list, select the connection
component to use to log on.

or,
= |n the Accounts Details page:

1. Display the Accounts Details page of the machine account to use to log onto
the remote machine.

2. From the connection component drop-down list, select the connection
component to use to log on, then click Connect.

POLICIES ACCOUNTS  MONITORING APPLICATIONS REPORIS ADMINISTRATION &:"‘""'“B

Sign out

Account Details Sverct: pore ompiy

» 3 " [ e i Enk P A5d Acoo G
S Eam NS Change Delete |1y Move g Lk a-»hu:v  Aad Acooont Cigtormae

Actuiaes {1 verers Adiaemt
Logon Account: Adsocate | |Creats New

Accunt Lroup

roup! Jere Moty Crests My

s Ty Operating System
Passwords
Operating System 0S390SSH - 1.1.123
UL _edeen
witea N/A
afed Daokefled (8/7/2013 915408 AN)
Dunielled (8/7/2013 %5407 AM)
1112
Lser Nae Of _»dmen

The PVWA will log onto the remote machine with the OS/390 (Z/OS) account, using
the specified PSM connection component.
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Connecting to Cloud Services Management Tools Through PSM
Use one of the following procedures:

= To Connect to an Amazon Web Services (AWS) Management Console
Transparently

= To Connect to a Microsoft Azure Management Console Transparently, page 329

To Connect to an Amazon Web Services (AWS) Management Console
Transparently

1. Select the account to use, to log onto the AWS management console.
= Inthe Accounts List page, select the account to use to log onto the
management console, or,

= Display the Accounts Details page of the account to use to log onto the
management console.

2. From the connection component drop-down list, select AWS Console with STS.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

Account Details
Eﬂ EEdit @Change @Reconcﬂe [Q’Verify ﬁDe!ete @Move [7]send Link @Refresh

Password

I xxxxxx | ‘ Show | copy \
AWS Console with STS ¥ | | connect | |Copy Shortcut |
Platform Name: AWS
Device Type:  Cloud Service
Safe: Cloud accounts
Name: Cloud Service-AWS-aws.amazon.com-

Mike

Last verified: ~ N/A
Last modified: Administrator (7/2/2015 5:07:18 PM)

Last used: Administrator (7/2/2015 5:07:18 PM)
Username: Mike
Address: aws.amazon.com

AWS ARN Role: arn:aws:elasticbeanstalk:us-east-
1:12345... Show more

3. Click Connect.

Connect with Account *®

Remote Connection Details

Session Duration {Minutes): 30

RemoteApp:

OK Cancel

4. Click OK to start the remote session and log onto the AWS Management
Console.
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To Connect to a Microsoft Azure Management Console Transparently

1. Display the account to use, belonging to the relevant platform, to log onto the
management console.

= From the Accounts List page, select the relevant connection component
from the drop-down list, which you will use to use to log onto the management
console, or

= Display the Accounts Details page of the account, and select the relevant
connection component from the drop-down list, which you will use to log onto
the management console.

2. From the connection component drop-down list, select one of the following Azure
components:

= For the Azure portal, select PSM-MS-Azure.
= For the Classic Azure portal, select PSM-MS-Azure-Old.

Account Details
El E EEdit Change [ Reconcile IE'Delete Mn\.‘e [5end Link @Refre:h

Password

| ““““““ | Show | 1§ Copy |
PSM-MS-Azure| | | Connect | | Copy Shortcuk‘i
PSM-MS-Azure
Management @

PSM-MS-Azure-Old
safe: test
Name: Cloud Service-

MicrosoftAzureManagement-Azure site-

Azure User

Last verified:  N/A
Last modified:  Administrator (5/16/2016 11:19:01 AM)

Last used: Administrator (5/16/2016 11:19:01 AM)
Username: Azure User
Address: Azure site

3. Click Connect to start the remote session and log onto the Azure management
console.
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Connecting to CyberArk Administrative Interfaces Through PSM
Use one of the following procedures:

= To Connect to PrivateArk Client Transparently, page 330

= To Connect to PVYWA Transparently, page 331

To Connect to PrivateArk Client Transparently

1. Display the account to use to log onto the PrivateArk client.

= Inthe Accounts List page, display the account to use to log onto the
PrivateArk client or,

= Display the Accounts Details page of the account to use to log onto the
PrivateArk client.

2. From the connection component drop-down list, select PSM-PrivateArkClient.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

Account Details
@ @ [ZTEdit Change @Verify E]‘Delete @Ma\.e 7] send Link @Refresh

Password

""" ( show ][ copy |
PSM-PrivateArkClient v| [ Connect | (CopyShorteut
Platform Name: CyberArk Vault E—;
Device Type: Application

Safe: test

Name: Application-CyberArk-10.10.2.20-

administrator
Last verified:  N/A
Last modified: Administrator (6/16/2016 3:51:07 PM)

Last used: Administrator (6/16/2016 3:51:07 PM)
Username: administrator
Address: 10.10.2.20

3. Click Connect to start the remote session and log onto the PrivateArk client.
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To Connect to PVWA Transparently
1. Display the account to use to log onto PVWA.

= Inthe Accounts List page, display the account to use to log onto the PVYWA
or,
= Display the Accounts Details page of the account to use to log onto PVWA.
2. From the connection component drop-down list, select PSM-PVWA.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

Account Details
@ [B [Aedt ¢ change [ verify [ Delete [g] Move [Fsend ink [ Refresh

; Password

I """ [ Show || cCopy |
PSM-PVWA ¥ | | Connect _I | Copy Shortcut |
L .
Platform Name: CyberArk Vault @

Device Type:  Application

Safe: test

Name: Application-CyberArk-10.10.2.20-
administrator

Last verified:  N/A

La jified: Administrator (6/16/2016 3:51:07 PM)

Last used: Administrator (6/16/2016 3:51:07 PM)

Username: administrator

Address: 10.10.2.20

3. Click Connect to start the remote session and log onto PVWA.

Connecting Transparently with EPV
Use any of the following procedures:

= Connecting to a Remote Windows Device Transparently (RDP) with EPV, page
331

= Connecting to a Remote SSH Device Transparently with EPV, page 336
Connecting to a Remote Windows Device Transparently (RDP) with EPV
= |n the Accounts Details page:

1. Display the Accounts Details page of the account to use to log onto the
remote device.

2. If multiple connection components have been configured for this account,
from the connection component drop-down list, select the connection
component to use to log on.

= The following connection methods are available for EPV Transparent
Connections through RDP. The system automatically selects the
relevant connection, based on the browser type and the operating system
from which the user connects:

Connection Use when Comments

Method Connecting from

RDP Any browser on Requires Java installation on the client
(non-ActiveX)  Windows side.
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or,

Connection Use when Comments

Method Connecting from

RDP IE (Windows) Uses the default Windows RDP
ActiveX.

RDP (from Non-Windows This method is not supported

non-Windows) environment automatically. For more information,

refer to Configuring PSM Connections
and EPV RDP Connections that
Require an External Tool, page 606.

Click Connect.

POLICIES ACCOUNTS APPLICATIONS HEPORTS ADMINISTRATION

Account Details .

- Windros GevaTop L acel Accimsets LT D v ag eary
Ogmsatnng Sysiee Petlowm e Dtewr Maragers o
e P ivemrgmna v Forssmmanty
Opmeateny System Waelesklostsosl
L1LLLIS win_adrres
' et A
ot Demelleb (5572013 X39:18 W0
Dunelied (8/5/2013 X918 PO
LiLae
e afaren

In the Accounts List page or the Versions tab of the Account Details page:

1.

In the Accounts List page, display the account to use to log onto the remote
database,

or,

In the Account Details page of the account to use to log onto the remote
database, display the Versions tab.

From the connection component drop-down list, select the connection
component to use to log on, then click Connect.

For information about the available connection options, refer to the table in
step 2 on page 331.

= If you are required to provide additional information before you can use
the password, a window prompts you for the relevant information. For
more information, refer to Accessing Accounts, page 253.

= |f you do not need to provide any additional information, the password will
be used to log you onto the remote device.

If you try to connect to the remote device with a domain/NIS user that requires

you to specify the name or address of the remote device, the Connect with

Account window appears to enable you to specify the required details.

The following example shows the Connect with Account window that appears
when you log onto Windows Domain accounts.
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Connect with Account *®

Note:

Remote Connection Details

Map local drives: |

Connect to machine console: ]

Remote Machine: w

Logon To: el

O Save this in the account properties

0K Cancel

To connect your local drives to the remote computer, select Map local
drives.

This is not supported for remote devices that run on Windows 2000.

To connect to the machine console, select Connect to machine console.
In Remote Machine, specify the remote machine to connect to.

A drop-down list displays the most recent remote machine addresses
to which this account was used to connect transparently with your user
account.

If a list of addresses was preconfigured for this account, in addition to
the most recent addresses used, an additional list of addresses
appear, from which you select the remote machine to which you will
connect.

Connect with Account
Remote Connection Details
Remaote Machine: hd
RECEMNTLY LISED ADDRESSES
10.10.10.10
ALL ADDRESSES
10.10.10.10
10.10.8.9
You can enter or select one of the listed recent or configured
addresses.

If the account was configured to allow connecting to addresses that
are not in the preconfigured list, you are able to specify a different
address from the ones that appear in the list.

If you are connecting to a remote Windows device with a local user, you
will not be asked to specify the remote machine that will be logged onto
transparently.

In Logon To, specify the NETBIOS domain that this user belongs to. For
example, mycompany_dom.

The PVWA can try to detect the NETBIOS domain name automatically
based on the address property of the account. For example, a domain
whose full name is mycompany.com might have a NETBIOS name
mycompany_dom, which users would specify here.
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4. If you are required to create a request for confirmation before you can use
this password, and you are prompted to specify one or more machines in the
request, you will only be able to log onto the machine(s) you specified in the
request after you receive confirmation.

= |f a preconfigured list of addresses was defined for this account, you will only
be able to specify a machine which appears in the All Addresses list.

Connect with Account

You are raguined to specfy a reason for this cperation

Reguest Tinelframe

8 18 recpuared

Condicmation

Jpesatioe Betnieve password Windows Domaln Acoourt -samisd stratoe-Domain.com

Status

Remate Connection Detailks

ertte Mahine v

ALL ADDRESSES

,.10,10.4

= If the account with the preconfigured list of addresses was also configured to
allow the user to connect to addresses which do not appear in the
preconfigured list, you will be able to enter a different address, or addresses
from the ones that appear in the list.

You can specify multiple machine addresses in either of the following ways:

= Any machine — In Remote Machine, specify *’ (asterisk).

= Multiple machines — In Remote Machine, specify multiple machine
addresses separated with a comma. For example, 1.1.1.174, 1.1.1.228,
1.1.1.235.

The next time you are prompted for remote connection details, these remote
machine addresses will be listed in a drop-down list.

For more information about requests, refer to Dual Control, page 261.

Privileged Account Security



Account Access Workflows

If your system requires a special tool to connect to a remote device, the first time
you connect, the following window prompts you for a confirmation to run this tool.
For more information about when this tool is needed, refer to Configuring PSM
Connections and EPV RDP Connections that Require an External Tool, page
606.
x|
The application's digital signature has been verified. «
Do you want to run the application? =
Name: hob.hltc, JHLTCap0 1
Publisher: HOBE GmbH & Co. KG
From: http:/flocalhost
v Always trust content from this publisher ;
Run Cancel
This application will run with unrestricted zocess which may put
your personal information at risk. The publisher's identity has been Mare Information...
werified, Run this application only if you trust the publisher.
Click Run to make the remote connection and begin the privileged session.
6. If the transparent connection is configured to connect your local drives to the

remote computer, one of the following windows will appear depending on the
version of the RDP application on the remote machine:

= |f the following window appears, make sure that Connect your local disk
drives to the remote computer is selected, then click OK.

12 010 Comvem Sty Worig 0

The Rewncie Deskiop has saueiiad 8 conmechon b you
H conpute. Do you et b

7 Conemct your fosl Gk Giver 1 e scle Sonouast
&

Fon nacurty iwasanc. you sy oof wark bo olow thes

o

= |f the following window appears, check Drives, then click Connect.

42 Remote Degkiop Connection

A website wants to start & ction. The publsher of
this remote connection cannot be identified.

This semote connection could harm your compater. Do nok conmect unless you know
where thes conmection came from or have used & before

fl Publisher Unbnown publisher
. Type. femote Desktop Connection
Remote computer IBRNE

Ao the remcke computer Lo scoess the Following resowrces on my compater

(7] Owiges ¥ cpboard
[ZiProgers

Changes to these ogtions apply 1o this coonechon only

Cotrmct [ Carcel ]lLvl.h << I

The PVWA will use the remote connection details to logon to the remote device.

Note: RDP transparent connections are not displayed in full screen view if the browser

zoom is greater than 100%.
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3.

Connecting to a Remote SSH Device Transparently with EPV

= In the Accounts Details page:

1.

or,

Display the Accounts Details page of the account to use to log onto the
remote device.

If multiple connection components have been configured for this account,
from the connection component drop-down list, select the connection
component to use to log on.

Click Connect.

= In the Accounts Details page or the Versions tab of the Account Details page:

1.

In the Accounts List page, display the account to use to log onto the remote
database,

or,

In the Account Details page of the account to use to log onto the remote
database, display the Versions tab.

From the connection component drop-down list, select the connection
component to use to log on, then click Connect.

= If you are required to provide additional information before you can use
the password, a window prompts you for the relevant information. For
more information, refer to Accessing Accounts, page 253.

= |If you do not need to provide any additional information, the password will
be used to log you onto the remote machine.

If you try to connect to with a domain/NIS user that requires you to specify the

name or address of the remote machine, the Connect with Account window
appears to enable you to specify the required details.

In Remote Machine, you specify the remote machine to connect to.

= A drop-down list displays the most recent remote machine addresses to
which this account was used to connect transparently with your user
account.

= |f a list of addresses was preconfigured for this account, in addition to the
most recent addresses used, an additional list of addresses appear,
from which you select the remote machine to which you will connect.
Connect with Account ®
Remote Connection Details
Remote Machine: || v

RECENTLY USED ADDRESSES ~

10.10.13.255
10.10.14.0

ALL ADDRESSES

10.10.13.255

10.10.14.0

10.10.14.1

10.10.14.10

10.10.14.11

10.10.14.12

10.10.14.2

10.10.14.3

10.10.14.4 N

= You can enter or select one of the listed recent or configured addresses.
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= |f the account was configured to allow connecting to addresses that are
not in the preconfigured list, you are able to specify a different address
from the ones that appear in the list.

4. Click OK. The PVWA will use the remote connection details to logon to the
specified remote machine.

5. If you are required to create a request for confirmation before you can use this
password, and you are prompted to specify the machine in the request, you will
only be able to log onto the machine you specified in the request after you
receive confirmation.

= |f a preconfigured list of addresses was defined for this account, you will only
be able to specify a machine which appears in the All Addresses list.

Connect with Account

You are raguired to specfy a resson for

Rogquest Tinelrame

Condirmation
Dpesatioe Betneve password Windows Domaln Accourt -3amisd strator-Domain.com

Status

Remate Connection Detailks

wrtite Machine et

ALL ADDRESSES

10,104

= |f the account with the preconfigured list of addresses was also configured to
allow the user to connect to addresses which do not appear in the
preconfigured list, you will be able to enter a different address, or addresses
from the ones that appear in the list.

For more information about requests, refer to Dual Control, page 261.
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Connecting with Secure Connect

Users can connect to any machine through PSM using any account, including those
that are not managed in the CyberArk Vault. All secure connect sessions benefit from
the standard PSM features, including session recording, detailed auditing, and
standard audit records. In addition, authorized users can monitor live sessions in real
time, assume control, and terminate them when necessary.

You can configure multiple secure connect platforms, and define different settings for
each one, such as recording Safes or a different PSM server. This way, you can
create secure connect platforms that suit the network structure and your
organizational business needs.

In the Secure Connect page, users select the secure connect platform and a client
that enables them to log onto the remote device. Then they specify the address of
the remote machine, and the user name and password that are required to log on,
but which are not managed in the Vault.

Note: When using Secure Connect, some of the PSM security benefits are lost since the
privilege credentials that are used to connect are not secured and vaulted. When
possible, it is recommended to take a more secure approach by storing the
credentials in the Vault and using standard PSM connections.

Note: Secure connect workflow is not supported when connecting directly from the user’s
desktop using an RDP client application. Use PVWA for such connections.

To Connect to a Remote Device with Secure Connect

1. Inthe Accounts List, click Secure Connect; the Secure Connect page appears.

POUGIES  ACCOUNTS MONITORING  APPLICATIONS  ADMINISTRATION & Saows [ -
Faartos
= A ool i
1010 1 A2 Conrect MrOsssopl s

% hed sccourdy 3admn

Dufetod pocournt

New sczoonts Caand

CYBERARK Tage a1 = Dwotiryg sceante - £312

2. From the Platform Name drop-down list, select the secure connect platform that
will be used to connect to the remote machine.

3. From the Client drop-down list, select the Secure Connect client that will be used;
the information that is required for each client is displayed. The following example
shows the Secure Connect page for the SQL *Plus client.
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POLMIIES ACCOUNTS MONITORING  APPUCATNIONS  ADMINISTRATION

Secure Connect

torm Hetw PAMS e CreCenet v

4. Specify the information that is required to create a secure connection to the

remote machine. The following table lists the information that can be specified, as

well as additional information for specific clients.

Information Description

All Clients:

Required information:

Platform Name The name of the secure connect platform that will be used to
connect to the remote machine.

Client The connection component that will be used to log onto the
remote device.

Address The IP/DNS address of the remote machine that the user will
log on to.

User Name The name of the user who will log onto the remote machine.

Password The password that will be used to log onto the remote
machine.

Optional information:

Map local drives Connects your local drives to the remote computer.

SQL Plus and Toad Clients:

Required information:

Connect As The specific user role that will be used to log onto the remote
machine.

Port The port that will be used to log onto the remote machine.

Database The remote database that the user will log onto.

SSH and WinSCP Clients:

Required information:

Port The port that will be used to log onto the remote machine.
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Information Description

RDP Clients:

Required information:

Logon To The specific user role that will be used to log onto the remote
machine.
Port The port that will be used to log onto the remote machine.

Optional information:

Connect to machine Connects your local machine to the machine console.
console

PSM-SQLServerMgmtStudio Clients:

Required information:

Database The remote database that the user will log onto.

Click Clear at any time to clear the details that you have specified and to
redisplay the default values.

5. Click Connect; the following window appears:

& Remote Desktop Connection M

@ A website wants to start a remote connection.

This remote connection could ham your local or remote computer. Do not connect unless you know
where this connection came from or have used it before.

% Type: Remote Desktop Connection
*) " Remote computer: 1117
Allow the remote computer to access the following resources on my computer:

[¥] Clipboard [V] Printers

Changes to these options apply to this connection only.

(. Details [ Connect J r Cancel J

6. Click Connect; the remote connection is made through the PSM and the secure
connect session begins.

Viewing Secure Connect Sessions

You can view privileged sessions that have been initiated through Secure Connect in
either of the following ways:

= Active Sessions — View active sessions in real-time in the Live Sessions view in
the MONITORING page. For more information, refer to Monitoring Live Sessions,
page 376.

= Session recordings — View finished secure connect session recordings in the
MONITORING page. For more information, refer to Monitoring Privileged
Sessions, page 357.
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Accessing the Connection Window (Direct Access to Target
Systems)

Users can directly access the Connect window used to log onto a remote devices
through a direct URL or a desktop shortcut.

If a reason for access, a ticketing system, or dual control is enforced for the account,
the relevant window will appear for the user to provide the required information. After
the user has provided the correct information or has received authorization to access
the account specified in the direct line, the Connection window will appear.

If a browser blocks pop-ups in the PVWA, enable the pop-up to display the Connect
window.

You can create a shortcut in either of the following ways:
Specifying the shortcut manually

The following URL displays the Connection Component window, without needing to
access the Account Details page:

http://<host
name>/PasswordVault/directaccess.aspx?objectdetails.aspx&safe=<Safe
name>&folder=<folder name>&object=<account
name>&OpenConnectWindow=Yes

If a connection component is specified for the account referred to in the URL, the
unique ID of the connection component can be included in the URL.

http://<host
name>/PasswordVault/directaccess.aspx?objectdetails.aspx&

safe=<Safe name>&folder=<folder name>&object=<account
name>&OpenConnectWindow=Yes&ConnectionClient=<ConnectionComponentId>

If the connection component is not specified, the default connection component
will be used.
= Either use this URL to access the Account Details page directly,

or,

Create a desktop shortcut and specify this URL in the location of the shortcut
item.

Copying the shortcut automatically

1. Display the Account Details page for the account to use to connect to the remote
terminal.

2. Click Copy Shortcut; the PVWA creates a link that includes the transparent
connection component that is displayed and copies it to the Connection window.

Note: This feature is active in Internet Explorer and Firefox.
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POLICIES ACCOUNTS MONITORING APPLICATIONS REPORTS ADMINISTRATION

Account Details .
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3. On the desktop, create a new shortcut. When you are asked for the location of
the shortcut item, paste the copied link into the edit box.

Working in Split Password Mode

Passwords in the PVWA can be accessed in Split Password mode. This mode is
recommended only when passwords are managed and changed by the CPM, when
end users do not need the “Update password value” authorization. In cases where
the CPM does not manage the account and change the password in it, it is
recommended to save the password in two different objects in the Vault, and assign
the relevant permissions to end users, based on the half of the password they need
to access or change

The Split Password mode restricts users to accessing either the first half of a
password or the second half. In this mode, users access passwords according to
group membership which defines which half of the password they can access as well
as their Safe authorizations. Users who have access to both halves of the password
will be able to see the entire password.

Split password mode is managed by platforms which enables this mode and defines
the user groups. For more information, refer to Configuring Split Password Mode,
page 625.

Passwords that are configured for split password mode cannot be used in the
following scenarios:

= Logging onto remote machines transparently.

Note: Users who have the ‘Use accounts’ authorizations can log onto remote
machines transparently through the PSM in split password mode.

= Exclusive password mode
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Viewing Passwords

In Split Password mode, users access passwords in the same way as in the regular
mode, but only the half of the password that they are permitted to see is displayed.

To View Passwords in Split Password Mode

= |n the Account Details page, click Show; the half of the password that the user is
permitted to see is displayed.

Note: The tooltip for the Show button indicates which half of the password the
user can see.

Copying Passwords

Users can only copy the half of the password that they are permitted to see. Tooltips
on the copy icon in the Accounts List and on the Copy button in the Account Details
page show which half of the password will be copied.

In the following example, Susanne can only copy the first half of the password. This
is due to the fact that she is a member of the group that is configured to see the first
half of the password.

POLICIES ACCOUNTS MONITORING APPLICATIONS REPORTS ADMINISTRATION & o e
Account Details Sewrch faeve empy
- Mest Sl0unge FEnecece [ very [ osee [Gvove ETSend Lew G feA ey G 4zd hccore Cumomize
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e v Conrwil

i Neve: Windows Domain Accoeat

oo Type Opewating Mystem

Sod Password! Ginager
Operatng Systems WinDomass LLLILL
Adssnnlrator

On the other hand, Danielle can only copy the second half of the password. This is
due to the fact that she is a member of the group that is configured to see the second
half of the password.

POLICIES ACCOUNTS MONITORING APPLICATIONS REPORTS ADMINISTRATION L j_’“"“""':"

Account Details

B [ [Heot Soenge §#Rende

Fattun Nane Windoves Domain Accosnt
Devie Tpe Operatng System
“ Paswordtlanager
LaTe Opevating System-WinDomas- LLLIEL-

Adsnistrator
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Password Version Control

Authorized users can view versions of passwords in the Safe. The Versions tab in the
Account Details page displays the different versions of the passwords that are
currently retained in accounts in the Safe. In order to see the Versions tab, users
require the following Safe member authorization:

= Retrieve accounts

Password versions are saved according to one of the following Safe configuration:

= Previous versions — A predetermined number of password versions are saved
in the Safe.

= Previous days — All password versions from a predetermined number of days
are saved in the Safe.

When an account is managed by the CPM, you may see temporary password
versions (with a special indication), during the password change process. When a
password change process ends successfully, the temporary version becomes a real
version. If a password change process fails, the CPM reverts the password to the
previously correct password. The temporary version will still be available in the
versions list for troubleshooting purposes.

By default, temporary versions are not displayed in the list of password versions.
To View Password Versions

1. Inthe Accounts list, select the account that contains the password you wish to
inspect; the Account Details page appears.

2. Select the Versions tab; a list of the versions of the selected password that are
retained in the Safe is displayed in this pane.

3. By default, temporary password versions are not displayed in the list. Clear Do
not display CPM temporary password versions to display both real and
temporary password versions.

4. In the row of the required password version, click the relevant icon to show it,
copy it, or connect with it to a remote machine.
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Accessing Accounts through the Mobile PVWA

Users can access accounts stored in the Password Vault through mobile devices,
providing ongoing access regardless of physical location.

The Mobile PVWA enables users to search for accounts and view passwords, as well
as confirm requests for other users’ access.

Logging onto the Mobile PVYWA

The PVWA offers several authentication options for logging on to the mobile PVWA.:
= CyberArk

= RADIUS
=  RSA SecurlD
= |LDAP

When you access the mobile PVYWA logon page, the relevant logon window is
displayed.

To Authenticate to the Mobile PVWA
1. On your mobile device, access the PYWA URL; the Mobile PYWA logon page
appears.

2. Specify your username and password, then click Login; the PVWA logs you onto
the Vault and displays the Search page.

c Privileged Identity Management c _ Privileged Identity Management
CYBERARK CYBERARK

Administrator

Logoff

User name: Search

Search Accounts
Password:

Search:

* Full version

* About o ) * Full version
opyright 013 Cyber-Ark Software * Change Passwaord
* About

Login

The Mobile PVWA Portal The Mobile PVWA Portal
Logon page Search page
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Finding Accounts

1.

In the Search Accounts page, in the Search field, specify a keyword to search for.
You can specify up to four keywords.

Specify focused search criteria to optimize the search, resulting in quick and
accurate results.

You can carry out a search for all the accounts in the Vault that you have access
to by leaving the Search field empty. However, this might take a while as the
process searches the entire Vault.

Click Search; the search is carried out in all the Safes in the Vault that you have
access to. All accounts that meet the specified criteria are displayed in the
Accounts Results list.

Privileged Identity Management
CYBERARK

Administrator Logoff

Back Search
Search Accounts Results: "Database”

Page 1 of 1. Total accounts: 1

Microsoft SQL Server-Admin
User Name: Admin

Safe: PasswordManager
Platform ID: Microsoft SQL Server

+ Full version
* Change Password
+ About

This page displays a summary of each account to enable you to identify the
account you wish to view.

At the top of the list of accounts, a message displays the number of accounts that
are displayed and the number of accounts that meet the search criteria.

If the PVWA has been configured to display a maximum number of accounts, and
the search resulted in more accounts than this number, the message will display
the number of accounts that the PVWA is configured to show as well as the total
number of accounts found in the search.
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Viewing Passwords

When you identify the account that contains the password you require, you can view
the password.

1. Inthe Accounts Results list, click the name of the account to view; the account
details page is displayed.

2. Click Show to display the password stored in this account.

c P10 iteyged Meent iy Manageineat
uERAhE

Gat Password: Usix via SSH-Unix Adoens- 1,142

Password
Q?={DG.d
Phonetc isting

Quebec ? sierra { Della Golf |, delta

* Fullversion
* Change Password
* About

A phonetic listing is displayed under the password. This makes it easier for you to
identify the characters in the password, despite their small size on the mobile
device.

The password is displayed for a predetermined number of seconds, after which
the Account Details page is displayed again.

Changing Passwords

When you are logged onto the Mobile PVWA, you can change your user account
password.

1. In almost any of the Mobile PVWA pages, click Change Password.
The Change Password page appears.

Privimgen identity Wanape ment
LYRFRARE
Aamnistrasor Losatt
Change Password
Current Password

New Password:
Contirm Password

= Full vereon
* About
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In the Current Password edit box, specify your current user account password.
In the New Password edit box, specify your new password. Make sure that the
password you specify meets your enterprise password criteria.

This is the password you will use to log onto the PVWA next time you access it,
whether from a mobile interface or in the full PVWA.

In the Confirm Password edit box, specify your new password again, then click
OK; the PVWA changes your password.

Creating Requests

Before a user can retrieve an account from a Safe that requires confirmation, a
request must be sent to all authorized Safe members and must be confirmed. Users
can create request to access this type of accounts in the mobile PVWA.

1.

In the Account Details page, click Show; the Get Password page appears and
enables the user to specify the access information that is required to create a
request.

Specify the reason for accessing the account.

If you require access during a period of time, click Access timeframe; the access
timeframe details are displayed.

Specify the dates and times during which you will require access to the account.

If you will need to access the Safe or account several times during the specified
timeframe, select Multiple access required.

Click OK; the PVWA creates a request for access to this account and sends a
notification to Safe owners who are authorized to confirm requests.

You can see the status of the request at the bottom of the account properties.
The following example shows that the request has been created and sent to
authorized users and is waiting for confirmation.

c Prieihoged ity Watene e
S LT

Back  Search

Accoont Detada: Umix vie SSH-Unix Admms-1.4.1.271

[Svow | Show previous eren

Accoan! Properties
Sase: Domna
Hamma: Dpey
Admins
Lasl Modifed: A
Last Used: Paul (141122013 06:00:11)
Pser Rame: Unox Admins

Adgrags: 19 1

Platform ID:Unix via S5H

StMtus: Wniting

full version
+ Chamge Paseword
* About

If a user tries to access the same account or file again before receiving
confirmation, the Request Details page appears. A second request is not sent as
the previous request is still unanswered.
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Confirming Requests

Specified Safe Owners can authorize requests to permit other users to access an
account. These requests can either be confirmed in the mobile PVWA or the full
version of the PVWA.

The instructions below are for Safe members who have this authorization.

1. After a request has been created in the Mobile PVYWA, an email notification is

sent to Safe owners who can authorize this request.
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This request is also displayed in the Incoming Requests page in the full version of
the PVWA and can also be confirmed there, as described in Confirming

Requests, page 272.

Use the link in the notification to access the Request Details page.
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Last Used:Lssa (140V2013 01.02.57

This page displays the details of the request as well as properties of the account

that the request is for.

Scroll down the Request Details page to see all the information that is displayed.

After reading the request and all the account details, at the bottom of the page in
the Authorize Access area, specify the reason for authorizing or rejecting the

request.
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5. Click Confirm to confirm the request,
or,

Click Reject to reject the request and prevent the user who created the request
from accessing the account or file.

The PVWA sends an email notification to the user who created the request with
details of the request confirmation or rejection, and displays the Search page
again.

Receiving Confirmation

As soon as your request has been handled by an authorized user, an email
notification is sent to the user who created the request. You can use this email to
access the account that you now have confirmation to access and display the
password.

1. After your request has been confirmed or rejected by an authorized user, you will
receive an email notification.
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2. Use the link in the notification to access the Account Details page. You can see in
the Account Details Status that the request has been confirmed and you can now
use the password.

3. Click Show to view the password stored in the account.
If the confirmed request is for a single operation, after you have used it to access
an account, the request becomes invalid.

For more information about creating and using requests in the PVWA, refer to Dual
Control, page 261.
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Accessing the PVWA Mobile Version

Hand-held devices that are not automatically directed to the Mobile PVWA can
access the Mobile version from the main PVYWA logon page.

In the main PVWA logon page, click Mobile version; the PVWA is directed to the
Mobile PVYWA and you can use all its features as described above.

e Privileged Account Security

CYBERARK

SIGN IN

Specify your authentication details

Eer name

Cogmpn © 1996201 Oyt -4l A0 Rty Rereret
Version 8 1.9 15.10.0.07) Abou) o

Or,

In your browser, specify the following URL:
http://<host name>/passwordvault/m
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On-Demand Privileges for UNIX Environments

Users can perform highly sensitive UNIX tasks from their own UNIX accounts using
on-demand privileges which elevate them to root or any other privileged account,
according to preconfigured permissions and commands in the Vault. This enables
users to perform a wide range of tasks, some of which are restricted, seamlessly and
with optimum productivity.

The On-Demand Privileges Manager (OPM) uses the Vault technology to allow end
users to perform super-user tasks with their own personal account, whilst maintaining
the least-privilege concept. The entire procedure benefits from all the security and
tracking features of the CyberArk Vault.

In addition to CyberArk’s typical privileged account management features, each
privileged session is recorded in text and/or video format and uploaded to the Vault
where it can be viewed at any time by authorized users. For more information about
viewing recorded sessions, refer to Monitoring Privileged Session Recordings, page
358.

Using the On-Demand Privileges Manager

Users can perform privileged tasks from their own UNIX account with a privileged
user by using the ‘pimsu’ utility. This utility can be run by users who have been
defined in the Vault together with the privileged task that they can perform.

Users can execute a privilege command using the ‘pimsu’ utility in which they specify
the privileged command. The utility authenticates the end-user to the Vault and
executes this command for him, according to the user’s permissions and the
command that has been defined in the Vault.

In order to run the ‘pimsu’ utility, users must be a member of the Safe where the
privileged account is stored and must have the following permission in the Safe or for
the specific account:

= Use accounts

In addition, the On-Demand Privileges Manager must be enabled in the Vault for the
platform that manages the account, and the user must be allowed to issue it. For
more information, refer to Defining Privileged Commands, page 864.

For example, to execute the kill command users will issue the following pimsu
command:

pimsu kill

By default, the current logged-on OS user name is used for Vault authentication. This
user name can overwritten by the —vu command line parameter, as shown in the
following example. A user called John is currently logged onto a UNIX machine. If
Fred issues the command below, the OPM will authenticate a Vault user, called Fred
to the Vault.

pimsu -vu Fred kill

Authentication is either user/password based authentication, or Single Sign-On
(SSO0) based that relies on the underlying OS authentication. The required
authentication methods can be configured in the platform definition.
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Specifying pimsu without a command

Pimsu can be specified without a command, as shown in the following example:

pimsu

When pimsu is specified without a command, if the user is entitled to run this shell,
their default shell will be opened as an elevated shell.

The ‘pimsu’ utility resides in the /opt/CARKaim/bin folder. To avoid the need to
specify the full path, update the PATH environment variable or copy it to a directory
that is already included in the PATH environment variable.

The pimsu utility has the following usage:

pimsu

]

command]
arg(s)]
-h]

L B M M R I e B B B e B}

<logsfolder>]
<debuglevel>]

-u <privilegedaccountname>]
-vu <vaultaccountname>]

-p <vaultpassword>]
-port <port>]

-t <timeout>]
-E
-1
-d

The pimsu utility has the following syntax:

Note: All the following parameters are optional.

Option Specifies Default Acceptable
values

-u <privilegedaccountname> The name of the privileged root String up to
account that will be used to 255
execute the privileged characters
command.

-vu <vaultaccountname> The name of the user who OS username  Vault
will authenticate to the Vault username
and whose permission will up to 128
be used. If this option is characters
specified, the Vault
password must also be
specified.
When this option is not
specified, the OPM uses the
OS user name to
authenticate to the Vault
and applies this user’s
permissions.

-p <vaultpassword> The password required to None Vault
authenticate to the Vault. If password
this option is not specified up to 170
and the Vault password is characters

required, the user will be
prompted for it.
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Option

-port <port>

Specifies

The number of the port of
the OPM on the local
machine.

Default

18924

Acceptable
values

Valid port
between 1
and 65535)

-t <timeout>

The maximum number of
seconds that the pimsu
utility will wait for a
response during each
request to the OPM.

40

Numeric up
to 10
characters

-E <preserve environment>

Overrides the
ResetEnvironment
Variables command
restriction, and prevents it
from taking effect.

This parameter can only be
used if the
SetEnvironmentVariables
and
KeepEnvironmentVariables
restrictions are enabled.
For more information, refer
to Restrictions, page 873.

False

True/False

Displays the list of all the

ACLs of the current user

when he uses the privileged

user.

= Specify —| —u to display
ACLs for a specific
privileged Vault user.

=  Specify -l —vu to display
ACLs for another Vault
user.

String

Displays the user’s default
restrictions.

-It <logsfolder>

The folder where the log file
will be stored. The name of
the log file will be always
according to the unique ID
(UUID) of the session.

(\<UUID>.log)

UNIX folder
path

-d <debuglevel>

The level of debug to write.

1

<command>

The command to execute
on behalf of the privileged
user, according to the user’s
permissions in the Vault.

If specified, this parameter
and the arg(s) parameter
must be specified at the end
of the command.

Default shell
specified for
the end user

Any valid
UNIX
command
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Option Specifies Default Acceptable
values

arg(s) Command argument(s). None

If specified, this parameter
and the <command>
parameter must be specified
at the end of the command.

-h Displays help for the pimsu
utility.

Playing Session Recordings
You can play session recordings of privileged sessions in one of the following ways:

=  PVWA - You can view details of your session recordings in the PVWA, and play
them either from the beginning or from a specific command. For more
information, refer to Monitoring Privileged Session Recordings, page 358.

=  OPMPIlayer utility — You can play session recordings using the OPMPlayer
utility. You can also dump session recordings into text files that you can later view
in an editor, and remove all control characters from the recording. For more
information, refer to Playing Session Recordings on Unix, below.

Playing Session Recordings on UNIX

The OPMPlayer utility enables you to view OPM sessions as they appeared on the
screen, making it easier to review recordings and search for any commands included
in them.

During installation, the OPMPlayer utility is copied to the OPM installation folder.
This utility has the following syntax:

OPMPlayer <recording file> [-skipdelays] [-showoutput]

Command  Specifies

-skipdelays  Whether or not the OPMPIlayer will add idle time in the playback. This
parameter enables you to replay recordings while skipping idle time.

-showoutput Whether or not the OPMPIlayer will display the output for commands that
were run with stdout and\or stderr redirection. Specify one of the following
valid values:

= True — The OPMPIlayer will print stdout/stderr data to the terminal. This
is the default value.

= False — The OPMPIayer will not display the output for commands that
were run with stdout and\or stderr redirection.
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To Replay an OPM Session
1. Save a session recording on your UNIX environment:

i. Inthe MONITORING page, download a recording to your local machine.

ii. If you need to transfer the recording file from a different machine to your Unix
machine, make sure it is transferred in binary mode.

2. Use the OPMPIlayer utility to playback the recording.
3. Press Enter to skip idle parts in the playback.

To Clean Up an OPM Session to View it in an Editor
1. Save a session recording on your UNIX environment:

i. Inthe MONITORING page, download a recording to your local machine.

ii. If you need to transfer the recording file from a different machine to your Unix
machine, make sure it is transferred in binary mode.

2. Run the CleanOutput script.

This script has the following syntax:

./cleanoutput.sh <recording file> <out file>

Command Specifies

recording_file  The full pathname of the recording file downloaded from the PVYWA and
saved in binary format on the Linux machine.

out_file The file where the recording is stored as a text file without the control
characters from the recording.

3. View the clean recording text file.
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Monitoring Privileged Sessions

Privileged Session Manager (PSM) enables organizations to secure, control and
monitor privileged access to network devices by using the Vault technology to
manage privileged accounts and create detailed session audits and video recordings
of all IT administrator privileged sessions on remote machines.

The PSM Suite also includes the PSM SSH Proxy (PSMP), which preserves the
benefits of PSM such as isolation, control and monitoring, whilst enabling users to
connect transparently to target UNIX systems from their own workstation without
interrupting their native workflow.

PSM provides the following features:

Recorded Privileged Sessions — All the activities in each privileged session can
be recorded in text and/or video format, and stored in the Vault, compressed, for
future auditing. These recordings are transparent to users and cannot be
bypassed.

SQL Command Level Audit (PSM only) — All the command activities carried out
in SQL privileged sessions can be recorded and stored in the Vault as audit
records, and viewed at any time by authorized users. Session recordings can be
also be searched according to the SQL commands that were invoked during
sessions.

SSH Keystrokes Audit — All the keystrokes that are typed during SSH privileged
sessions can be recorded and stored in the Vault as audit records, and viewed at
any time by authorized users. Users can search session recordings for specific
content according to these SSH keystrokes.

Universal Keystrokes Audit (PSM only) — All the keystrokes that are typed
during privileged sessions, such as on Mainframe, SQL clients, Windows and all
other supported platforms can be recorded and stored in the Vault as audit
records, and viewed at any time by authorized users. Users can search session
recordings for specific content according to these keystrokes. In addition,
keystrokes that are typed during privileged sessions that are initiated by the
Universal Connector are also recorded. For more information, refer to Configuring
a PSM Universal Connector Connection Component, page 745.

Windows Events Audit (PSM only) — Titles of windows that were accessed
during a privileged session are recorded and stored in the Vault as audit records.
Authorized users can view these audit records at any time and can search for
session recordings in which a particular window title was accessed. Users can
also search recordings according to the name of the process that the audited
windows titles belong to.

Identifying High Risk Sessions — The PSM integrates with CyberArk Privileged
Threat Analytics (PTA) to enable users to identify high risk privileged sessions
and understand their risk score. This enables them to focus their review on the
high risk sessions and mitigate potential security issues.

Privileged Remote Access (PSM only) — Users can initiate privileged sessions
to the PSM proxy machine using HTTPS protocol. This meets standards for
secure remote access by ensuring encrypted sessions and by not requiring the
corporate firewall to be opened to additional native protocols.

Privileged Single Sign-On — Users connect transparently to remote target
applications and systems through the PSM proxy machine via the PVWA.
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Centralized Management — In the PVWA, users can see all the recordings
archives, where auditors can retrieve and view comprehensive recordings of
privileged sessions. Search features enable auditors to locate specific recordings.

Transparent Integration — The PSM can be integrated transparently and
seamlessly into existing enterprise infrastructures, including a variety of
authentication, monitoring, ticketing, and workflow systems.

Monitoring and Terminating Live Sessions — Authorized users can monitor live
privileged sessions in real-time, viewing them or taking part in controlling them
according to predefined configurations. This enables authorized users to
supervise live sessions and also enables two users to perform a procedure
concurrently. In addition, authorized users can terminate suspicious sessions
immediately, when necessary.

Note: This is only applicable to the PSM.

PSM can be used by the following organizational roles:

IT administrators who need to perform administrative tasks on remote network
devices and managed hosts. Users can transparently log onto remote devices
directly without disturbing their workflow by needing to retrieve and copy the
passwords. The entire privileged session can be recorded automatically without
any human intervention.

Auditors and security officers who require access to audit information and
privileged session recordings. These users benefit from centralized administration
that is displayed in a simple, intuitive interface.

Administrators who needs to configure, manage and administer PSM related
activities.

Monitoring Privileged Session Recordings

The PVWA acts as a centralized access point for privileged session recordings. In
order to display information about privileged session recordings and be able to play
the session recordings, users require the following authorizations:

Or,

Membership in the Auditors group

Membership in the relevant Password Safes and Recording Safes with the
following authorizations:
= Inthe relevant account Safes:

= List accounts/files

Note: This authorization specifically enables users to access recordings from
the Account Details page.

= Inthe relevant recording Safes:
= Retrieve accounts/files
= List accounts/files
= View audit
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Authorized users can view the recordings in any of the following ways:

= The MONITORING page enables intuitive access to all privileged session
recordings. This page is visible to authorized users after the first recording has
been uploaded to the Vault.

= The Recording Details page enables a more thorough view of a specific session
recording.

= The Account Details page provides access to recordings for individual
passwords.

Privileged Session Recordings

The Recording page enables authorized users to search for and access privileged
session recordings in a centralized point.

General and specific  Predefined Customized Risk Recording Play Download
search features views views score details recording recording

POLICIES /ACCOUNTS MONITORING AFPLICATIONS RcPORTS ADMINISTRATION -

Last ygnin. 14112016

Monitoring — Sessiops List

Views

Sessions View - C et Account 284 Acooun.. Staf =
¥ Uve Sessie 5 0.10.32.53

My Viewes = €7 - Mediur o

Page 1ot 2

= Displaying privileged session activity — Authorized users can search for video
and text recordings according to session information, such as address or
username, or by a command or event that was performed during the session and
is stored in the recording. For more information, refer to Finding Session
Recordings, page 360.

= Customize views — You can create a set of customized views that display a list
of recordings in one quick step, increasing accessibility and efficiency. You can
save these personalized views and even mark one so that it is displayed as the
default view the next time you log on and display the MONITORING page. For
more information about customizing views, refer to Customizing your own Views,
page 380.
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= Access recordings — You can access video and text recordings of privileged
sessions, view their details and their contents. You can also see which other
users are authorized to access these recordings and any activities that they
performed on them, as well as detailed information and properties of the
recording file. For more information, refer to Displaying Session Recording
Details, page 364.

= View commands and events — You can view a list of the commands and events
that were issued during specific privileged sessions. This enables you to audit
every keystroke or command, facilitating total accountability. For more
information about auditing commands and events, refer to Displaying Session
Recording Details, page 364.

= View the risk score and details for each privileged session — You can view a
risk score for each privileged session which indicates that accounts may be
compromised. This score can be displayed for live sessions and recordings of
finished sessions, enabling you to respond immediately and mitigate potential
security issues. In addition, auditors can view details about the security incidents
in each session and understand the reason for the risk score of the session. For
information about high risk sessions, refer to Viewing High Risk Sessions, page
671.

= Play privileged session recordings — By configuring the PSM for direct
playback, you can play privileged session video recordings directly from the
PVWA using an embedded video player. Alternatively, you can open or download
video recordings and view them using your default media player. Likewise, you
can either open text recordings and view them immediately or download them
and view them at your convenience. For more information, refer to Accessing
Privileged Session Recordings, page 364.

Finding Session Recordings
The MONITORING page displays the following recordings:

= Video Recordings — Video recordings of privileged PSM, PSMP and OPM
sessions.

= Text Based Recordings — Text recordings of privileged PSM, PSMP and OPM
sessions.

You can search for these recordings using a free text search according to the
properties that are associated with the privileged session (e.g. password, user,
address, device, machine, ticket ID, or any other account keyword). You can also
search for recordings according to SQL commands, SSH or SCP (Secure Copy)
commands, SSH commands that were blocked when using Commands Access
Control, keystrokes typed during sessions on any platform, Windows events that
were recorded during sessions.

You can limit search results according to dates, which adds an extra dimension to the
tracking facility and enables a quick search and full audit of all password activity
according to keywords over a specific period of time.

After each search, a definition of the search is listed in the Views list, enabling you to
access the results of different searches without the need to repeat them. For more
information about customized views, refer to Customizing your own Views, page 380.
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You can change the columns that are displayed in the recordings list to display
different properties of the displayed recordings and reorganize the displayed list
recordings so that you can locate recordings quickly and easily. For more
information, refer to Managing the Recordings List, page 381.

Note: The recordings are stored in the Safe in a compressed format. The size of the

recording that is displayed in the Recordings list indicates the size of the compressed
recording file, and not its actual size.

To Find Privileged Session Recordings

1.
2.

Display the MONITORING page; the Monitoring — Sessions List page appears.

In the search edit boxes, specify keywords that will be used in the search. These
keywords may include the following:

= Search for Sessions — Any information about the privileged session that was
recorded. This includes the name of the user or the privileged account user,
the name or IP address of the remote machine, the platform name, port or
database name.

= Search for Commands and Events — You can search for specific events
that were executed during PSM sessions. Events and commands that are
issued during sessions can be recorded in OPM commands and PSM
connections.

SCP commands that were issued to copy files securely through PSMP can be
searched by typing scp.

SSH commands that were blocked when using Commands Access Control
will have a prefix DENIED attached to the command text so you can search
for them by typing denied.

Note: Specify all or part of a search word. Do not specify wildcards.

For example, you can specify a single command to display recordings of
privileged sessions during which that command was issued, or a command and
an IP address to display recordings of all the privileged sessions run from a
particular IP address during which that command was issued.

Leave the search edit boxes empty to display all the recordings you are
authorized to view.

To specify a timeframe for the search, select Search for session recordings
between; the date and time drop-down boxes are enabled.

Leave this checkbox clear to check all dates and times.
Select a date and time to begin and end the search.
Click Search or press Enter.
If you did not specify any search criteria, the following message will appear:
Search for Session Recordings *
9 You are about to initiate a search for all session recordings you have access to in the Server.

-t Are you sure you want to carry out this search?

Yes No

Click Yes to begin the search,
or,

Click No to return to the Search for Sessions page where you can specify search
criteria.
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The Search is performed in the Safes where the recordings that you are
authorized to access are stored, and all the Session Recordings that meet the
search criteria are displayed.

7. To view recordings:
= Video Recordings — In the search results, click one of the following icons:

Icon Name Description

[} Playrecording Plays the session recording immediately in a direct
playback. You can either play the recording from the
beginning or from a specific command. This icon is
displayed when Direct Playback is enabled.

Enables you to open the session recording or save itin a
different location.

& Download
recording

= Text Based Recordings — In the search results, click the following icon:

Icon Name Description
D Save text Enables you to open the session text recording or save it
recording in a different location. You can view commands and

events that were executed during a PSM or OPM session.

8. To display the Recording Details page, and view the contents of the Events tab,
click the recording line in the search results.

The following example shows the results of a search in recordings for two words,
update and emp, that were issued during recorded sessions. These words are not
connected by surrounding quotation marks.

POLMIES ACCOUNTS  MONITORING  AFPUICATIONS  REPORTS  ADMINISTRATION
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This search returns all the recordings that include at least one command that
contains both words, although not necessarily consecutively. The commands preview
displays several commands that were issued during the session that contain at least
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one of these words, in this case, update or emp. Commands that do not contain
either of the words specified in this search are not included in the preview.

Commands or events that are surrounded by quotation marks, for example “update

emp” will initiate a search for recordings of sessions during which these two words
were issued consecutively, separated by one space, at least once.

The following example shows the results of a search for recordings in which windows

with a title that included the words “new” or “user” were displayed.
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This search returns all the recordings in which a window with a title that included the
words “new” or “user” was displayed at least once during the session. Each search

result includes a preview that displays all window titles displayed in this recording

that match the search criteria.

The following example shows the results of a search for recordings in which the scp

command was issued to copy files securely through PSMP.
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This search returns all the recordings of sessions in which the scp command was

used.
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Accessing Privileged Session Recordings

Authorized auditors can view the privileged session recordings to see exactly what
happened during each session. Users can play recordings directly from the PVWA or
download them and play them using a media player.

Recordings can be played or viewed in any of the following pages:
= Monitoring — Sessions List

= Recording Details page
= Account Details page

Users must have the View Audit authorization in the Safe where the recordings are
saved or they must belong to the Auditors group.

For more information about viewing OPM sessions, refer to Viewing Text Recordings,
page 372.

Displaying Session Recording Details

The Recording details page enables you to see details about privileged session
recordings, including details about the account that was used, a list of all the events
that took place during the recorded session, an attestation list of activities performed
on the recording, and a list of users who are authorized to access the recording.

This page displays all the details about the recording, including the following:

= General Recording Details — General details about the recording, including the
name of the user, the IP address where the account was used, the IP address of
the remote machine that was accessed and the date when the privileged session
took place.

= Account Details — The ID of the platform that the used account is associated with,
the name of the user who accessed the account and the address where the
account was accessed.

*= Video Recording — The size of the video recording of the privileged session, the
name of the user who last reviewed it, and the date when they did so.

= Text Recording — The size of the text recording of the privileged session, the
name of the user who last reviewed it, and the date when they did so.

= Security Incidents — Details about Security Incidents that occurred during the
displayed privileged session, if it was allocated a risk score. This includes the
name of each security incident, the risk score, and the activity performed during
the privileged session that posed the highest risk. For information about high risk
sessions, refer to Viewing High Risk Sessions, page 671.

This page also displays the following tabs:

= Events — A list of commands and keystrokes that were performed during the
privileged session and the time from the beginning of the session that they were
carried out. You can also play a recording from the point of a specific event.

= Attestation — Activities that were carried out on the recording files.

= Permissions — Users who have permission to access the recording files through
object level access. For more information, refer to Object Level Access Control,
page 77.

= Advanced - Detailed information and properties of the recording file, including
the compressed size and the actual size of the recording files in the Vault.
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In addition to viewing all the information about the recording, you can do the
following:

= Play recording — If this is a video recording, you can play the recording
immediately. This option is available when Direct Playback is enabled.For more
information about playing video recordings, refer to Playing Video Recordings,
page 367.

= Download recording — If this is a video recording, you can download it and save
it in a different location. For more information about playing video recordings,
refer to Downloading Video Recordings, page 371.

= Save text recording — If this is a text recording, you can save it and view the
contents of the recording. For more information about viewing text recordings,
refer to Viewing Text Recordings, page 372.

= Protect or Unprotect the recording — You can protect important recordings
from being deleted automatically after the Safe retention period on the
Recordings Safe has expired.

= To protect a recording, click Protect on the toolbar; the recording will be
stored in the Safe either until you delete it or until you remove the protection.

= To unprotect a recording, click Unprotect on the toolbar; the recording will be
deleted from the Safe the next time that expired Safe history is erased from
the Safe.

The retention period setting can be modified in the Safe properties.
= Browse between search results — You can easily browse other recordings
found during the same search to review their content and recorded

commands/events without having to return to the Search results page each time,
simplifying the auditor’s review process.

To Display Session Recording Details

= In the list of Session Recordings, click a specific recording; the Recording Details
page appears.

POLGIES  ACOOUNTS  MONITORNG MY ICATIONS  HEPOSTIS  ADMINIS THATION

ing details: admmistrator-WinDomam-adminesstrator-10.10.0 100-2016/12/12
11:23:33 AM-2016/12/12 11:47:27 AM
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Displaying Recordings for Individual Accounts

In the Account Details page for accounts whose platform is configured to use PSM,
PSMP or OPM session recording, users can see video and text recordings of every
privileged session during which a specific account was used. This provides a
complete audit of individual accounts, what they were used for, and on which
machine.

Users must have the View Audit authorization in the Password Safe or they must
belong to the Auditors group.

To Display Account-Related Recordings

1. Inthe Accounts list, click the account whose recording you want to view; the
Account Details page appears.

2. Inthe Account Details page, display the Recordings tab; all the recorded
privileged sessions for this account appear.

The following icons in the Recordings tab indicate which recordings are available
for this session recording:

Icon Indicates

@ Play a video recording

[ & Download a video recording

m Download a text recording
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3. You can view more information about a recording by clicking on the specific
recording in the Recordings tab.
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Playing Video Recordings

Authorized auditors can play privileged session recordings and see an exact replica
of the tasks that were performed during a privileged session in a VCR-like playback.
Session recordings are AVI files that, by default, are played with Windows Media
Player, although they can be played with other media applications.

To Play Privileged Session Recordings

1. Display the recording to play, then click the relevant button to start the Direct
Play. This may be in any of the following pages:

In the Monitoring — Sessions List:

= In the details of the recording to view, click the Play recording icon to play
the entire recording,

or,

= Click Start playback from this position to play the recording from a specific
point.

Play recording from a specific point Play entire recording

POLICIES ACCOUNTS MONITORNG APPUCATIONS REPORTS ADMINISTRATION

Monitoring — Sessions List

S fr Seasions

wsate emp

P - Seans reched AL reconfings, srvun ccotaiw: ipdats emg
Seaa s Ve - User Chant  Accoom Unac Name Accsent Addresn Accowt Poscy © Font ~ Owraton Ve
' v |50, W I Oace TN 105649 wares 1. o |

. Corrnant Oy

1 G e FIAME LNAVE SALARY Som engiryees W%

e wet SALARY =HALA 06 whase FIAME v wmtt AND LNANE » jores 00084

whre FIGALE wuemitt AND LMAME <oy 004 00

SALARSSALATIY 0 50 whane FIAME S’ AND LHAME ¢ trows 0057

LNANE SALARTY ham segtoyves 000543

Privileged Account Security

367



368

Implementation Guide

In the Recordings Details page:
= On the toolbar, click Play to play the entire recording,
or,

= Inthe Events tab, click Start playback from this position to play the
recording from a specific point.

The following example shows the Recording Details page of a privileged SQL
session. You can start the recording from any specified command.

Play entire recording Play recording from a specific position
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The following example shows the Recording Details page of a privileged
Windows session. You can start the recording from any specified Windows event
that has been recorded.

Play entire recording Play recording from a speafic event
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In the Account Details page:

= In the Recordings tab, in the details of the recording to view, click the Play
recording icon.
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2. When you click any of the Play buttons described above, the Direct Play window
appears.
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If you selected Start playback from this position in the Events tab of the
Recording Details page, the recording will start playing from the selected action.

You can play and replay the recording in the same way as any media file. Use the
play control buttons to replay different parts of the recording or to skip to a
different point.
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When a recording contains time when a user was not active, you can skip to the
next action by clicking the Next frame button.

06:541 0706

When you play PSMP or OPM session recordings, a similar Direct Play window
appears. This Direct Play window provides buttons to skip to the Next and
Previous commands, but does not provide buttons to fast-forward, as shown in
this example:

o UnexSSH-coot - 10, 10.0.226-2016/02 707 02:14:36 PM-2016/02/07 92:15:30 MM

To Play Additional Recordings with Direct Playback

After a direct playback has finished running, you can start another one without having
to close the embedded video player.

1. After the direct playback has finished running, do not click Close.

2. Toggle to the PVWA and in the details of the next recording to play, click Play;
the video player immediately begins playing the recording in the same window.

Click ‘Play recording’ to play the next privileged session recording

POLICIES ACCOUNTS MONITORING APPLICATIONS  ADMINISTRATION

Monitoring — Sessions List
Seal

:‘-531.4

You can also click Start playback from this position to play the recording from
a specific point.
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Downloading Video Recordings

Authorized auditors can download privileged PSM session recordings and view them
according to their convenience.

Notes:

= Make sure that the PSM codec for high compression session recordings is installed on
your desktop. This codec is included in the in the PSM installation package, and enables
you to download and play session recordings with a regular media player. Administrator
permissions are required in order to install this codec.

= Currently, you can only download video recordings for PSM sessions, but not for PSMP or
OPM sessions.

To Download Privileged Session Recordings
1. Display the recording to download, then click the Download recording button.

In the Recordings List:
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In the Recordings Details page:
= On the toolbar, click Save Video.
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3.

In the Account Details page:

= Inthe Recordings tab, in the details of the recording to view, click the
Download recording icon.

The File Download window appears.

= Click Open to play the recording,

= or,

= Click Save to save the recording in another location.

Note: If you save the recording in a location outside the Safe, it will not be
secure and unauthorized users will be able to access it.

If you click open, the media player will begin to play the recorded session.

You can play and replay the recording in the same way as any media file.

Viewing Text Recordings

Authorized auditors can view privileged session text recordings and see all the
commands that were executed during a privileged session. Auditors can view the
following text recordings:

Privileged SSH sessions — The entire session as textual lists of commands.

Privileged SQL commands — A list of SQL commands issued in a privileged
session.

Privileged Windows sessions — A full textual log of the windows titles that were
opened by the user during the session.

To View Text-based PSM Session Recordings

1.

Display the text recording to view, then click Save Text. This may be in any of the
following pages:

In the Recordings List:

= In the details of the recording to view, click the Save text recording icon.
In the Recordings Details page:

=  On the toolbar, click Save Text.
The File Download window appears.

Click Open to view the recording,
or,
Click Save to save the recording in another location.

Note: If you save the recording in a location outside the Safe, it will not be
secure and unauthorized users will be able to access it.
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3. If you click open, the recording is displayed as a text file.
The following example shows a text recording of a privileged SSH session:

P 26e5703e-4411-11df-a458-000c2979034a[1]. txt - Notepad =1E3
File Edit Format View Help
00000000000 HOR | 00000000CL52 | 000000000020 | [114|146534216] 538976253

000000000000 CMD | 000000000024 | SshinSiptables —-1ist -n

QOOO0QOOULY2 | TERM| COO0O0000092 [Chain INPUT (pD]icy ACCEPT)

target prot opt source destination

000000000035 | TERM| QO0000000073 |RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.
Q00000000001 | TERM | 000000000002
000000000000 | TERM| 000000000031 [Chain FORWARD (policy ACCEPT)

000000000000 TERM| 000000000063 | target prot opt source destination
000000000000 | TERM| QO0000000073 |RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.
000000000000 | TERM| 000000000002
000000000000 | TERM| 000000000030 | Chain OUTPUT (policy ACCERT)

Q00000000000 | TERM| 000000000063 | Target prot opt source destination
QOO000000000 | TERM | 000000000002
000000000000 | TERM | 000000000042 |Chain RH-Firewall-1-INPUT (2 references)

000000000000 | TERM| 000000000063 [ target prot opt source destination
Q00000000000 | TERM| 000000000063 | ACCEPT all -- 0.0.0.0/0 0.0.0.0/0
Q00000000031 | TERM| 00000000007 | ACCEPT foamp -- 0.0.0.0/0 0.0.0.0/0
Q00000000000 | TERM| 000000000063 | ACCEPT esp --  0.0.0.0/0 0.0.0.0/0
000000000000 TERM| 000000000063 | ACCERT ah  -- 0.0.0.0/0 0.0.0.0/0
Q00000000001 | TERM | 0OO0000000TE | ACCEPT udp --  0.0.0.0/0 224.0.0.251
000000000000 TERM| 000000000075 | ACCERT udp  --  0.0.0.050 0.0.0.0/0
Q00000000001 | TERM | 0OO00000007S | ACCEPT tc -- 0.0.0.0/0 0.0.0.0/0
Q00000000001 | TERM| 0O0O0O0000ET | ACCERT al -- 00,0000 0.0.0.0/0
Q00000000000 | TERM| 000000000084 | ACCEPT tc -- 0.0.0.0/0 0.0.0.0/0
Q00000000024 | TERM| 0O00000000%E |REJECT al -- 0.0.0.0/0 0.0.0.0/0

< >
— E—

This text file contains a record of the text that was generated during the privileged
session. Depending on the type of session and the PSM connection, this file
might contain commands that were issued and the channels that were used
during the session.

The following example shows a textual log of a privileged Windows session.

! 958357F-7934-dedb- b20F- 17216974830 WIN.oxt - Notepsd b=

| Ele Edt Formst Vew Help |

| POO000000000 {HOR | DD0000000036 | GOODD0000020 | S 10§

| 000000036620 | TITL | 000000000023 | explorer, exe, Program Manager

{ 000000000005 | TITL | 000000000019 | explorer. éxe, Start

| GO0000140060 | TITL | 000000000024 |explorer. exe, Start menu |
000000000004 | TITL | 000000000027 | explorer, exe, Administrator |
000000005824 | TITL | DOOD00D00037 | explorer, exe, All Control Panel Itess

| 000000012062 | TITL | 000000000027 | explorer, exe, User ACCOUNTS

1000000018737 | TITL | 000000000029 | explorer, exe, Manage Accounts

1000000008517 | TITL | 000000000032 |explorer. exe, Create New Account

| 000000027028 | TITL | 000000000029 | explorer, exe, Manage Accounts

| 00D0D00084 37 | TITL | 000000000027 |explorer. exe, User Accounts |

| 000000004765 | TITL | 00000000027 |explorer, exe, Control Panel

| 000000008988 | TITL | 000000000035 [explorer, exe, Programs and Features |

1000000011979 TITL | 000000000023 Imnc. exe, Server Manager y

1 000000009520 | TITL | 000000000027 | explorer. axe, Control Panel

| 000000001948 | TITL | 000000000033 | explorer, exe, System and Security

| 000000004081 | TITL | 000000000030 | explorer, exe, windows Firewall I

| 000000005270 | TITL [ 000000000048 |mmc. exe, windows Firewall with Advanced security

| 000000008054 | TITL | 000000000033 |explorer, exe, Systen and Securit¥ l

000000012085 | TITL | 000000000034 |explorer, exe, Administrative Too

This text file contains a full audit record of the processes that were run during the
privileged session.
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To View Text-based OPM Session Recordings

1. Display the text recording to view, then click Save Text. This may be in any of the

following pages:
In the Recordings List:
= In the details of the recording to view, click the Save text recording icon to

save the text in readable format.
In the Recordings Details page:

= On the toolbar, click Save Text to save the text in readable format.

= On the toolbar, click Save Raw Text to save all the text that appeared during
the session, including keystrokes, control characters, terminal properties, etc.

The File Download window appears.

= Click Open to view the recording,
= or,
= Click Save to save the recording in another location.

Note: If you save the recording in a location outside the Safe, it will not be
secure and unauthorized users will be able to access it.

If you click open, the recording is displayed as a text file.
The following examples show text recordings of OPM sessions:
Example 1: Viewing a readable text recording:

e SeZ-dPd1-1103-b016-005056L7 2004 _clesned tat - Notepad [E=200)

File ot Formet Yiew Hep |
bin/bash -1

bin/grep -q (Al:)/sbin(5):)

bin/grep -g (Al:)/usr/sbin(si:)

bin/grep ~q (A}:)/usr/local/sbin($|:)

usr/bin/id -un

bin/hostname

usr/bin/dircolors --sh /etc/DIR_COLORS, xTerm

bin/grep -gi ACOLOR.*none /etc/QIR_COLORS. xterm

bin/grep -q /usr/kerberos/bin

bin/grep -q /usr/Kerberos /sbin

sbin’consoletype stdout ¢
usr/bin/id -u

"‘J;rc-::-xyberwt Oraclelinuxsud:

[root@cyberark-oracleLinuxsud /e
usr/sbin/useradd evan
[rootdCyberark-oraclel nuxSud /1e
{Changing password for user evan,

New UNIX password:
usr/bin/passwd evan

|BAD PASSWORD: 1t i5 too short
Retype new UNIX password:
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Example 2: Viewing a raw text recording:
[ 7 Mectseaod1 e 9160000502000 e - Notoped i e

0000000001 51 | 000000000020 | 11131279061511215135387)32131281127121 »
000000000012 | /bin/bash -1

HOR

D
0D00G000037 3 | RCMD | 000000000028 | /bin/grep -g g, sbin($!:)
000000000115 | ROMD | 000000000032 | /bin/grep -q usr/ sbtn $i) £
000000000082 | RCMD | 000000000038 | / bimgreo -q J/usr/loca /Sbln(Sl )
000000000087 | RCMD | 00000000001 5 | /usr /bin/id -un
0003000Q008 3 | RCMD | 00000000001 2 'bin /hostnane
000000000041 | REMD | 000000000045 | /usr /bin/dircolors --sh /etc/DIR_COLORS. Xterm
000000000083 | RCMO | 00000000004 8 ,bin ‘grep -qi ACOLOR. “none /e1C/DIR_COLORS, xTern
00000000007 6 | REMD | 000000000030 | /bin/ ‘grep -q Jusr/ kerboros;b'ln
000000000089 | RCMD | 000000000031 | /bin/grep ? Jusr/kerberos/sbin
000000000085 | RCMD | 000000000024 /sbin conso erype stdout
000000D000E1 | RCHD | 000000000014 | /usr/bin/1d -4 :

045 | TERN | 000000000034 | -] 0; root®CyberArk-oracTeL inuxsus: /

000000000001 | TERK | 000000000001 |«
000000000044 | TERM | 000000000034 | [rootdCyberark-Oraclel fnuxsSud /14
000000000908 | Ky | 000000000001 |u
000000000001 | TERM | 000000000001
00000000011 7 | KYED | 000000000001
000000000001 | TER# | 000000000001
0000000001 34 | KY 5D | 000000000001

TERN

KYBD

TERM

KYBD

TERM

KYBD

[~ §

o =1

- -
S T R LT

000000000
000000000001 | TER | 000000000001
|1000000000167 K¥Y£0 | 000000000001
‘

n ol '

These text files contain a record of the text that was generated during the
privileged session. Depending on the type of session and the PSM connection,
this file might contain commands that were issued and the channels that were
used during the session.
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Monitoring Live Sessions

Authorized auditors can monitor live sessions, take part in controlling these sessions,
and even terminate them. In order to monitor live sessions, users must be owners of
the PSMRecordings Safe with the following permission:

= Retrieve files/passwords

In addition, preconfigured settings determine whether authorized users can view or
control live sessions, and/or terminate them.

Listing Live Sessions

The Live Sessions view displays all the current live sessions. By default, the list of
live sessions is sorted according to the Start column, meaning that the most recently
started session appears at the top of the list.

To List Live Sessions

1. Inthe MONITORING page, click Live Sessions; a list of live sessions is
displayed.
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2. Click on any of the column headings to sort the sessions according that column.
The Live Sessions list facilitates full sorting, meaning that when you sort the
displayed sessions according to column, all the sessions are organized in the
new order across all the pages in the list.
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Finding Live Sessions

You can search for specific live sessions using a free text search according to the
properties that are associated with the privileged session (e.g. account name, user,
address, device, machine, or any other account keyword). You can also search for
sessions according to commands and keystrokes that were performed during the
session.

To Find Specific Live Sessions

1. Inthe MONITORING page, specify the keywords that will be used in the search.
These keywords may include the following:

= Search for Sessions — Information about the live session, such as the name
of the user or the privileged account user, the name or IP address of the
remote machine, the platform name, port or database name.

= Search for Commands and Events — Specific events that were executed
during the session.

For example, you can specify a single command to display the live sessions
during which that command was issued, or a command and an IP address to
display live sessions that are being run from a particular IP address during
which that command was issued.

Leave the search edit boxes empty to display all the live sessions.
Note: Specify all or part of a search word. Do not specify wildcards.
Select Search for live sessions.

Click Search or press Enter.

Click Yes to begin the search; the Search is performed for all current live
sessions.

Viewing Live Session Details

The Live Session details page enables you to see details about live sessions,
including details about the account that is being used and a list of all the events that
have been issued.

This page displays all the details about the session, including the following:

= General Session Details — General details about the session, including the name
of the user, the IP address where the account was used, the IP address of the
remote machine that was accessed and the date when the privileged session
started.

= Account Details — The ID of the platform that the used account is associated with,
the name of the user who accessed the account and the address where the
account was accessed.

= Security Incidents — Details about Security Incidents that have occurred so far
during the displayed live privileged session, if it was allocated a risk score. This
includes the name of each security incident, the risk score, and the activity
performed that posed the highest risk. For information about high risk sessions,
refer to Viewing High Risk Sessions, page 671.

This page also displays the following tabs:

= Events — A list of commands and keystrokes that were performed during the live
session so far, and the time from the beginning of the session that they were
performed.
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= Attestation — Activities that were performed on the session recording, such as
upload, view, recording, monitor, terminate, etc.

= Advanced — Detailed information and properties of the live session.
In addition to viewing the information about the live session, you can do the following:

= Monitor — Open a copy of this live session on your own workstation and view or
take part in controlling the session, depending on the system or platform
configurations. For more information, refer to Viewing and/or Controlling Live
Sessions, page 378.

= Terminate — Terminates the live session, if you are authorized. For more
information, refer to Terminating Live Sessions, page 379.

To View Live Sessions

= Inthe MONITORING page, display the Live Sessions view, then select a specific
live session; the Live Sessions details page for that session appears.

Viewing and/or Controlling Live Sessions

You can monitor a live session on your workstation and see exactly what tasks the
original user is performing. Depending on the system or platform configurations, you
can either view a session or actively participate in it.

You can monitor a live session from either of the following pages:
= Live Sessions view in the MONITORING page

= Live Session Details page

To Monitor Live Sessions

= In the MONITORING page:

1. Inthe Live Sessions grid, display the live session to monitor.
2. Inthe line of the session, click Manitor.

= Inthe Live Session Details page:

1. Display the Live Session details page of the live session to monitor.
2. On the toolbar, click Monitor.
An additional window opens on your own workstation and displays the live session

that you are now monitoring. You can either view or take part in controlling the
remote session, depending on how the live session feature is configured.

Privileged Account Security



Monitoring Privileged Sessions

A notification can be displayed in the live session’s screen, as shown in the following
example.

e You are being monitored.

Privileged Session Manager
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Terminating Live Sessions

You can terminate live sessions from your own workstation.
To Terminate Live Sessions

= |nthe MONITORING page:

1. Inthe Live Sessions grid, display the live session to terminate.
2. Inthe line of the session, click the Action menu icon and then Terminate.

= |nthe Live Session Details page:

1. Display the Live Session details page of the live session to terminate.
2. On the toolbar, click Terminate.

A message appears prompting you for confirmation.
3. Click Yes to terminate the live session,
or,

Click No to leave the live session running and return to the Live Session details
page.

A new window is opened on your workstation and the live session is terminated; a
message appears to confirm that the target session was terminated.
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Customizing your own Views

Each time you perform a search, the results are listed in My Views where you can
display them as often as you wish without repeating the search. Search results are
listed temporarily while the user who performed the search is still logged on, after
which they are removed from your customized views list. You can save search
results so that they are listed again the next time you log on, and even set them as
the default view when you display the MONITORING page. You can also rename
them or remove them from the list.

To Manage Customized Views

1. In My Views, point to the view to display as default, then click the drop-down
arrow in the selection.
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A pop-up menu enables you to do the following activites:

= Set as default — Sets the selected view as the default view that will be
displayed when the MONITORING page is displayed.

= Remove — Deletes the selected view from the list of customized views.
= Rename — Enables you to specify a name for the selected view.
= Save — Saves the selected view using the default name.

2. Select the relevant option.
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Managing the Recordings List

The MONITORING page displays a list of recordings according to their properties.
You can customize this list so that it displays your personal preferences, and enables
you to view recordings according to your specific needs.

Displaying Hidden Columns

Information about the recordings is displayed in columns. However, by default, not all
the available columns are displayed. You can customize your own Recordings list
and display the columns that are more useful for your needs.

To Hide and Display Columns in the Accounts List

1. Inthe Recordings list, click the drop-down button in one of the column titles.
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2. From the drop-down menu, select Columns, then select or clear the name of the
column to display.

Grouping Recordings by Properties

You can organize the displayed recordings according to the properties displayed in
the column titles. This enables you to easily identify recordings that have the same
properties.

To Group Recordings according to Properties

1. Inthe Recordings list, click the drop-down button in the title of the column that will
determine the property by which recordings will be sorted.

2. From the drop-down menu, select Group by this field; the PVWA reorganizes
the displayed recordings according to the selected property (column title).
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Inspecting Accounts Activity

Authorized users can inspect activity that has been performed on accounts or files in
the Safe. The Activity tab in the Account Details page displays the dates and times
that an account or file is handled, as well as the names of Users who have retrieved,
modified, or added it.

In order to see the Activity tab, users require the following Safe member
authorization:

= View audit

If the account can only be retrieved after the user specifies a reason, requires
confirmation from authorized users, or after the retrieval is validated by a ticketing
system, all the relevant information is also displayed in the Activity tab.

To Inspect Account Activity

1. Inthe Accounts list, select the account to inspect; the Account Details page
appears.

2. Select the Activities tab; all the activity for the selected account is displayed in
this pane.
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Auditing Privileged Single Sign-On

Whenever users connect to a remote machine or an application transparently, the
details of the connection are saved in the activity log of the account. If a domain/NIS
password is used to log onto a remote machine, the IP address or DNS that the user
specified manually is also saved in the activity log.

When PSM is used for privileged SSO, an additional audit record is written in the
account activities log when the user disconnects from the privileged session. An audit
record is also written if an authorized reviewer terminates the privileged session. This
provides a complete audit of all activities performed during the privileged session.
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The Privileged Account Security Solution Reports

Reports are an essential part of the Privileged Account Security solution, as they
enable you to see the amount and type of activity that is taking place in the Vault.

The Privileged Account Security solution works together with Excel and text files to
give you a variety of report generation options. By generating reports directly into the
application of your choice, you can mold the information to your specific output
requirements. If you choose to generate a report into a text or CSV file, you can then
import the information into a third party or report generator application to suit your
unigue requirements.

Report configurations can be saved to create a standard and consistent report that
meets your enterprise needs. Reports can be scheduled for automatic generation on
a weekly or monthly basis. This configuration includes the type of report, its content,
users who will be able to access it, and whether or not these users will receive an
automatic notification each time the report is generated.

The reports include a large variety of details that keep you informed of objects and
activity in the Vault, and can be divided into two groups:

= QOperational reports — These reports contain information about the information
stored in the Vault, Safes and users, and the operational connections between
them.

= Privileged Accounts Inventory — Provides information about all the
privileged accounts in the system, based on different filters.

= Applications Inventory — Provides information about the application IDs in
the system, based on different filters.

= Safes List — A list of Safes and their properties according to location.

= Owners List — A list of Owners of the specified Safe(s) and their
permissions.

= Active/Non-active Safes — A list of active or non-active Safes for activities
over a specified period of time. The report includes a list of active or non-
active Safes and some of their properties.

The active or non-active status of the Safe is determined by the administrative
or data-related tasks that were carried out in it, and not by whether it was
opened or closed.

Note: The ‘Last Used’ date is updated for both administrative and data-related
tasks and also for Safe open and close operations.

= License Capacity Report — The licensed user types and objects in the
Vault, the maximum number of licenses for each type or object, and the
number of used licenses for each one.

= Users List — Alist of Users and disabled Users according to their location,
including the location’s quota and the User’s own quota.

= User Activities — Users’ activities in the Vault, including those who have
been disabled. The activities do not include data-related activities. These
reports can be generated by User Managers and by the Auditor User.

= Active/Non-active Users — Active or non-active Users, including disabled

Users, in the specified Vault over the specified period of time. Active Users
are defined as those who have logged on to the Vault for whatever purpose.
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= Audit/compliance reports — These reports contain information that enable you
to track Safe activities and, specifically, password use in order to meet audit
requirements.

= Privileged Accounts Compliance Status — An inventory that indicates
which accounts are compliant with their platforms, how accounts are
managed in order to make them compliant, when password changes are
planned, and their management status.
= Entitlement Report — Users’ entitlement rights in the Privileged Account
Security solution regarding user, Safe, active platform, target machine, target
account, etc. This report includes each user’s effective access control and
authorization level on each account that the user has access to in the
Privileged Account Security solution.
= Activities Log — A log of all the activities that have taken place in the Safe(s).
This report can be filtered according to user, target system, specified period,
and a variety of other criteria.
Some of these reports can be generated in the PVWA, while others can only be
generated in the PrivateArk Administrative Client.

Generating Reports in the PVWA

Reports can be generated in the Reports page in the PVWA by users who belong to
the group that is specified in the ManageReportsGroup parameter in the Reports
section of the Web Access Options in the System Configuration page. By default, this
is the PVWAMonitor group.

The following reports can be generated in the PVWA:
Privileged Accounts Inventory

Provides information about all the privileged accounts in the system, based on
different filters. Users who have the following authorizations can generate this report:

= List accounts and View Safe members in the Safes that will be included in the
report.

Note: Users who do not have the View Safe members authorization will only be
able to view complete information about their own activities.

This report includes the following output:

Column Description

Safe The name of the Safe where the privileged account is stored.

Folder The name of the folder where the privileged account is stored.
Note: This column is not displayed by default.

Name The name of the privileged account.
Note: This column is not displayed by default.

Platformid The ID of the platform that is associated with the privileged account.

DeviceType The type of device that the privileged account is allocated to.

Username The name of the user that is authorized to use the privileged account
on the remote device.

Address The address of the remote device where the privileged account is
used.

Group The group that the privileged account belongs to, if any.
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Column Description

LastAccessedDate The date when the privileged account was last accessed.

LastAccessedBy The name of the last human user who accessed the privileged
account.

LastModifiedDate  The date when the privileged account was last modified by any user,
human or component.

LastModifiedBy The name of the last human user who modified the privileged
account.

VerificationDate The last date when the privileged account was verified.

CheckoutDate The last date when the privileged account was checked out.

CheckedOutBy The name of the last user who checked out the privileged account.

Age The number of days since the password was created.

ChangeFailure Whether or not the password in the privileged account could be
changed.

Note: ‘Yes’ indicates that the password change failed.

VerificationFailure  Whether or not the password in the privileged account could be
verified.
Note: ‘Yes’ indicates that the password verification failed.

MasterPassFolder The folder where the master account associated with the current
usage is stored.
Note: This column is not displayed by default.

MasterPassName  The name of the master account associated with the current usage.
Note: This column is not displayed by default.

DisabledBy Whether the privileged account was disabled by a human user or by
the CPM.
Note: This column is not displayed by default.

DisabledReason The reason why the privileged account was disabled.

Applications Inventory

Provides information about the application IDs in the system, based on different
filters. Users who have the following authorizations in the Vault can generate this
report:

= Audit Users

Note: Users can generate this report for users in the same level or lower in the
Vault hierarchy.

This report includes the following output:

Column Description

Default columns:

Application ID The unique ID of an application defined in the Vault.

Business owner The full name of the application’s business owner.

Location The location of the application in the Vault’s hierarchy.
Allowed A list of machines that are defined in the Vault for the listed application
machines and from where the application can request a privileged account.
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Column Description

OS User/s A list of OS users that are defined in the Vault for the listed application
and can request a privileged account.

Path/s A list of paths that are defined in the Vault for the listed application and
from where the application can request a privileged acc