Customizing SGS Messages

Each alert contains information about the event that triggered it. Because different events can trigger an alert, there can be many different alert forms. In the Advanced>Messages table, you can specify what information is in each type of alert. The first three columns—Protocol, Event, and Command

Type—define each type of event.

The Alert column defines what information is included in the alert that is logged or sent through e-mail to the administrator.

The Substitute column defines what text is substituted and sent to the client for the original data. Each virus and error message type has a default message. Click Modify in the Alert or Substitute column to go to a page where you can customize the messages using autotext keywords.

The following keywords can be used:
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· %CLIENT—The client IP address.

· %ACTION—What action was performed (file passed/dropped).

· %URL—The URL where the file was downloaded from.

· %FILE—The original file as received from the ProxySG or a file embedded into HTML object can contain several files; the file name can be changed using the Content-Disposition: HTTP header tag.

· %SUBFILE—A file within archive file that contains a problem or virus.

· %VIRUS—The virus name.

· %REASON—Why the event occurred. For example, why can't the file be scanned?

· %MACHINENAME—The name of the ProxyAV appliance.

· %MACHINEIP—The ProxyAV appliance IP address.

· %PROTOCOL—The scanned protocol.

· %APPNAME—The application name (ProxyAV).

· %APPWEB—The application vendor Web address.

· %APPVERSION—The application version.

· %AVVENDOR—The anti-virus vendor.

· %AVENGINEVERS—The anti-virus engine version.

· %AVPATTERNVERS—The anti-virus pattern version.

· %AVPATTERNDATE—The anti-virus pattern date.

· %TIMESTAMP—The time the event occurred.

· %ADMINMAIL—The administrator mail address.

The % character always precedes the tag name. Capitalization is also important; do not use lowercase variable names.

Exception Pages

For each different X-Error-Code header, it is possible to create separate exception pages on the ProxySG. This requires creating policy on the ProxySG.

