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Applications

Defragmentation

Management

Binary analysis, scanners, WebApp firewalls, 
transactional security, copyright protection

Dataloss protection, common logfile, database activity, 
monitoring, encryption, data coloring (watermarking)

Government risk management and compliance, identity and 
access management, virtual machines (VM), patch 
management

Networking Network IDS / IPS, firewalls, data processing 
information, anti DDoS, QoS and DNSSEC

Trusted Computing Hardware and software RoT and APIs, 
trust overlay and repudiation system

Compute and Storage
IDS / IPS, host based, firewalls, integrity 
and firewall / log management, encryption 
and masking

Acronyms:
IPS: Intrusion prevention system
DDoS: Root of Trust
DNSSEC: Domain Name System Security Extension
QoS: Quality or Service

Security, privacy and copyright protection measures needed at various cloud 
service levels
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