
Annual Disaster Prevention Review Checklist

One method of assessing your emergency preparedness is to complete a Disaster Prevention Checklist.  Such checklists are designed to help identify and address the key security and control issues which affect disaster prevention and recovery planning.

The disaster prevention checklist is designed to focus on the following issues:


 Overall Corporate Security


 Hardware Issues


 Software Programs


 System Data Files


 Data Entry Issues


 Micro-Computers


 Records Protection, Retention & Storage


 Existing Policy and Procedures


 Insurance and Miscellaneous Issues

Management should assess all questions answered "No" on the following disaster prevention checklist.  The areas related to those subjects should be researched and analyzed for improving the organization’s disaster prevention measures.

The individuals who should complete the checklist include:


 Disaster Recovery Coordinator


 Insurance Officer


 Security Officer


 Executive Vice President


 Director Information Technology

Employee Completing Form:


Date:










YES
NO
N/A
1. Has a formal disaster recovery plan been:

a. Developed?





(
(
(
b. Tested?





(
(
(
c. Annually reviewed and updated?


(
(
(
d. Approved by the Board of Directors?

(
(
(
2.
Have disaster recovery teams been specified

(
(
(

and trained?

3. 
Have operating procedures been established

(
(
(
to maintain business if the computer system

is not operational?

4. 
Have vital computer operations been identified

(
(
(
and prioritized?

5.
Has a Contingency Organizational Chart been

(
(
(

developed for use during a disaster situation?

6.
Has a person been identified as a Security

(
(
(

Officer?   Who?  
7. Is a list with the name, address and phone

(
(
(
number of off-site storage facility used by credit

union and what specific materials are being

stored there kept by one individual?

Who? 

8. Has an inventory of staff skills and other positions
(
(
(
staff members could assume in an emergency

been created?

Employee Completing Form:



Date:








YES
NO
N/A
1.
There are several types of insurance that you might




need that are associated with disaster prevention


and disaster recovery.  Has the following coverage


been considered or obtained?

a. INFORMATION TECHNOLOGY equipment at
(
 (
(
depreciated value? (Full value)

b. INFORMATION TECHNOLOGY equipment at 
(
(
(
replacement value?

c. INFORMATION TECHNOLOGY media re-
(
(
(
creation restoration?


d.
Important document re-creation?


(
(
(

e.
Business interruption?



(
(
(

f.
Extra expenses relative to disaster recovery
(
(
(


operation?

g. INFORMATION TECHNOLOGY Errors and
(
(
(
Omissions?

h.
Replacement of building and fixed assets?
(
(
(
i.
Fire, wind, flood and other perils?


(
(
(

(FLOOD AND EARTHQUAKE EXCLUDED)

2. After each annual plan review, are the time and cost

(
(
(
estimates in your contingency plan reconsidered, 

to determine if insurance coverage should be modified?

3. If your equipment is leased, the supplier may carry

(
(
(
insurance to protect against some degree of loss.  The

organization should insure, or make a determination to

self insure, against those risks and amounts the supplier

hasn’t.  Have all leases been reviewed to determine gaps 

in insurance coverage?

Employee Completing Form:
 

Date:










YES
NO
N/A
1. Are premises or the organization always patrolled?

(
(
(
By Whom?


2. Are doors to critical areas of the operations kept

(
(
(
locked even during business hours?

3.
Are log-in procedures required for entry by staff


(
(
(

during working hours?

4.
Are log-in procedures required for entry by staff


(
(
(

after normal working hours? Access Cards/Alarms

5.
Do visitors have to be signed in and out by


(
(
(

authorized personnel?

6.
Are guests escorted through normally secured areas

(
(
(

of the organization?

7.
Are all staff sufficiently security conscious to


(       (
(

challenge any unidentified guests found in normally


secured areas?

8.
Within the past six months have the lock and key

(
(
(

control procedures been reviewed as they related


to sensitive areas (i.e., building, security system,


access to computer room, etc.)?

9.
Is there a written procedure to review and document

(
(
(

the return of keys and changes made to access


devices when an employee ceases employment with


the organization?

10.
Is there a written procedure to review the various

(
(
(

keys and accesses an employee should receive


and should be terminated from due to a change in


employment status (i.e., promotion, lateral, change 


in job description, demotion, etc.)?










YES
NO
N/A

11.
Are there systematic procedures for the handling

(
(
(
and disposal of what is considered sensitive 

materials (old trial balances, etc.)?


12.
The names and phone numbers of key staff


(
(
(
members to call in emergencies clearly posted or

available in all critical operations areas?

13. Is there a procedure to review and change these

(
(
(
lists when a person changes positions or leaves

the organization employment? (left up to Kathy H)

14. Are emergency phone numbers of police, ambulance,

(
(
(
etc. posted or available in key operations areas? (bulletin boards)

15. Are phones, with access to outside lines, 


(
(
(
available in remote areas of the building where an

emergency exist from the area doesn’t exist?

16. Is battery powered emergency lighting placed in

(
(
(
strategic areas to light paths to emergency exits

from the building?

17. Are emergency escape maps posted in strategic

(
(
(
locations throughout the building? 

Are emergency procedures posted near these 


(
(
(
            escape maps or near elevators?   
19. Have emergency procedures been developed and 

(
(
(
committed to writing for staff action in the event

of a bomb threat, fire, damaging winds and flooding?

20. Have receptionists and operators been trained in

(
(
(
specific procedures to call for help and to alert

all staff of an emergency situation?

21. If the operation is not staffed 24-hours a day, are 

alarms connected to an external security company,

fire or police for:

a.
flooding?






(
(
(
b.
fire or smoke?





(
(
(
          Motion detectors in all locations.  Sprinkler system in alarm system.  










YES
NO
N/A
22. Are there automatic alarm systems for:





a.
fire?






(
(
(

b.
smoke?





(
(
(

c.
temperature and humidity control?

(
(
(

d.
voltage fluctuations?



(
(
(

e. 
presence of water?




(
(
(

f.
air conditioner failure?



(
(
(

g.
backup generator failure?



(
(
(
23.
Do posts carrying fire alarms or fire


(
(
(
extinguishers have stripes or signs encircling

them so it is easy to locate them from any 

angle? 

24.
If the organization has a HALON fire


(
(
(
protection system, with central containers and

a master control, are procedures in place and

is staff properly trained to assure their protection

before the HALON system is energized?
NOTE:  

The following classifications of fire extinguishers should be used to fight the specific type 

of fire encountered: 


“A”  Ordinary combustibles: paper, cloth, wood.


It extinguishers the flame by cooling the fuel source.


“B”  Flammable liquids: gasoline, oil, alcohol.


It extinguishes the flame by smothering the fuel source. 


“C”  Electrical.  

It extinguishes the flame with a non-conductive chemical agent. 










YES
NO
N/A
25.
Are hand held Type C extinguishers available

(
(
(
within fifty feet of all electrical equipment?




26.
Are hand held Type A extinguishers available

(
(
(

in the forms supply room and trash/recycling 

areas?









27.
Are fire extinguishers inspected/recharged on

(
(
(
a regular basis according to local fire 

ordinances?  What is that frequency?  (Annually)



28.
If the organization has a power generator


(
(        (
and/or garage, are hand held Type B


     

extinguishers available?




29.
Is there an automatic sprinkler system?


(
(
(
30.
Does the sprinkler system cove the central

(
(
(
computer room?  If so, does it have high

temperature activation heads or a manual 

activation control outside the computer room?

31.
Are tarps or other protection materials 


(
(
(
Located in the computer room to protect 

computer equipment from overhead sprinklers?           

32.
Has the tape/disk library vault been certified
          

(       (        (

as having a four hour fire rating?


 
33.
Was the tape/disk library vault designed to 


(
(
(
Keep its contents safe from steam, and water

     

Damage in addition to heat and flame?




34.
Are there water drains in the bathrooms, wash

(
(
(
Rooms, kitchens and the computer room?   (not in computer room)

35.
Are regular safety inspections held to avoid

(
(
(
accumulation of inflammables, blocked aisles

or inadvertent safety violations due to 

equipment rearrangement?










YES
NO
N/A
36.
If the INFORMATION TECHNOLOGY system 

(
(
(
utilizes a password protection system, are the 


passwords video secured as they are entered into 

the system?
(Jeff)

37.
Does the INFORMATION TECHNOLGY system
(
(
(
prohibit the printing of system passwords on any

report? (Jeff)









38.
Are passwords changed at regular intervals?

(        (
(
By whom?  The user
 (Mike)






39.
Are original PC application software diskettes

(
(
(
backed-up and stored off-site?(Jeff)





40.
Is there only one version of the same operating

(
(
(
or application software program used on PCs 

throughout the operation?  – Multiple versions being used currently




41.
Are PC date files backed-up on a routine basis

(
(
(
and stored off-site?
(Jeff)

42.
If there are any PC based application that

(
(
(
require specific hardware to perform their

operation (encryption card, specific modem,

etc.) does a backup PC exist in the operation

that could perform the same task today?  Which

PC functions are a risk?

43.
Have these PCs and their applications been 

(
(
(
considered in your existing disaster recovery 
       

plan?
(Jeff)





44.
Is sensitive trash disposed of by shredding,

(
(
(
burning or chemical treatment?
(Mike)




45.
Is a designated organization employee required

(
(
(
to witness the destruction of sensitive trash?




(under contract to third party provider – Mike)

46.
When printing on pre-numbered transaction

(
(
(
documents, does management or accounting

verify that all numbered forms are accounted

for and balanced against batch totals


generated by the computer system?










YES
NO
N/A

47.
Are the pre-numbered transaction forms


(
(
(
Protected to guard against misuse?





48.
Are backup storage media (tapes) kept off-site?
(
(
(
49.
Is the contents of backup storage media (tapes)
(
(
(
clearly described on a label attached to the item?




Log book also kept (Jeff)

50.
Is the source of and contents of a diskette


(
(
(
clearly described on label attached to the item?

Jeff

51.
Does the organization maintain a log of all

(
(
(
Diskettes, tapes, and critical files sent to

its off-site storage facility? (Jeff)

52.
Does the organization maintain a log of all 

(
(
(

confidential data, whether in printed form or

on magnetic media, sent to or received from

outside third parties? (Jeff)

53.
Are the tape librarian duties performed by an

(
( 
(
individual not authorized to operate the data
 


processing system? (Jeff)

54.
Is there an internal audit function within the 

(
(
(
organization, and if so is it commonly known

by all employees what its staff’s purpose is?


55.
If it is reasonable to assume the potential for a

(
(
(

sponsor strike to impact the staff’s ability to 


enter the organization premise, have written 

 
procedures for staff action been developed to 


cope with the situation?  

56.
If it is reasonable to assume the potential

(
(
(

for a strike by organization employees, have


written procedures for management action


been developed to respond to the situation?


57.
Do you have the contact names, addresses, 

(
(
(

phone numbers of appropriate officials with

NCUA and applicable state regulatory agencies?











YES
NO
N/A
58.
Are the names and phone numbers of local radio, 
(
(
(

television and newspapers identified?  Is the 



proper department within each media identified 


for notifying the public of a disaster situation at 


the organization?  Has security identification been


established with the media to verify the authority 


of the caller to announce organization information?

59.  
Have the names and phone numbers of various
(
(
(

firms offering temporary security services been 


identified for potential use after a disaster


situation?  


60.
Have the names and phone numbers of various
(
(
(

firms providing service in boarding up windows/


walls been identified for potential use after a 


disaster situation?  


61.
Are all loan charge-offs made on the computer

(
(
(
system verified with the approved board minutes

by another individual?  (Davis)

62.  
Does the organization have a formal policy that

(
(
(

requires each employee to take a minimum


vacation of five consecutive days each year?  

63.
Is this policy strictly enforced for all staff?  

(
(
(
64.
Are the responsibilities of vacationing


(
(
(

employees handled by other individuals


during their leave?

65 Are member loan folders and membership

Cards kept in fire proof cabinets?



(       (       (

 

66.
If branches store their own loan folders and 

(       (       (

membership cards, are they kept in fire-proof          


cabinets?                                                            

Employee Completing Form: 

Date:  









YES
NO
N/A

1.
Are circuit breaker panels properly marked so

(
(
(
it’s easy to see which equipment or part of 


the office is on which circuit?  

2.
Has the entire operation been documented, from
(
(
(

a policy and procedures point-of-view?  

3.
Have all forms used throughout the operation

(
(
( 


been cataloged, source of reproduction or 


acquisition identified and a complete set of 


originals kept off-site? 


4.
Has the organization created a master listing

(
(
(

of all leased furniture and equipment it uses?  

5.
Has the organization created a complete


(
(
(

listing of all furniture and equipment,


including INFORMATION TECHNOLOGY 


equipment, that it owns?  

6.
Does this fixed assets listing provide


(
(
(

adequate description of the item so that 


it can be effectively replaced in the event 


of its destruction?


7.
Does this fixed asset listing include the 


(
(
(

original cost of the item, the date of 


acquisition, the anticipated salvage value,


the current book value and the monthly 


amount of depreciation?

8.
Does this fixed asset listing include the cost

(
(
(

at which the organization believes it can


replace the item for in the current market? 

9.
Does the organization maintain a complete set

(
(
(

of building blueprints off-site or with the 


     

original architect?  What is name, address and

        


phone number of architect?












YES
NO
N/A

10.
Has the organization created a master list of

(
(
(

all vendors it utilizes on a recurring basis,


along with their address, phone number, credit


union identifying account number, as well as 


what services these firms provide to the credit


union?  

11.
Are copies of member signature cards and loan
(
(
(

folders micro-filmed and kept off-site?  

12.
Has the organization considered what space is


available at its own branches to place main

office staff at during an emergency situation?

(
(
(
Employee Completing Form:


Date:








YES
NO
N/A

1. Has the organization developed a reasonable 


disaster recovery solution for the data

processing system, addressing the potential.

a.
destruction of the entire computer room?
(
(
(
b.
loss of power to the computer room for 

(
(
(

less than 20 minutes? (UPS Generator)

c.
loss of power to the computer room for

(
(
(

more than 20 minutes but less than 1 day?
(UPS Generator)

d.
loss of power to the computer room for more
(
(
(

than 1 day but less than 48 hours? (Generator)

e.
loss of power to the computer room for more
(
(
(

than 48 hours? (Generator/Disaster Site)

f.
loss of data communication lines for more
(
(
(

than 1 day but less than 48 hours?  (We would be down)


g.
loss of data communication lines for more
(
(
(

than 48 hours? (Disaster Site)

h.
for having to receive ATM transactions via
(
(
(

tape, operating in a batch file mode?

i.
for having to replace an item processor

(
(
(

destroyed or unavailable for more than 48




hours?

j.
for having to receive share draft transactions
(
(
(

by tape from the draft processor?

k.
for having to receive payroll data by tape?
(
(
(
l.
for having to receive ACH by tape?

(
(
(
m.
of losing the ability to mount tapes and read
(
(
(

them with the system?









YES
NO
N/A
n.
having to replace a data communication

(
(
(


component preventing a branch from




connecting with the system?

o.
not being able to restore the system from
(
(
(

a prior night's tape backup?

2.
Is the computer room located where it can't be seen
(
(        (

by the public?  

If not, has the identity of the room been left off 

(
(
(
entrance doors, etc.?

3.
Is the computer room facility physically separated
(
(
(

from other departments?

4.       In a multi-story building, is the computer facility     
(
(
(


located on an upper floor to minimize the risk

of flood and undetected intrusion?

5. 
Are the following system issues covered by existing maintenance contracts:


a.
computer room hardware (CPU, disk

(
(
(

drives, tape drives, line printers, consoles)?

b.
data communication equipment (modems,
(
(
(


concentrators, multiplexers, etc.)?


c.
front office hardware (CRTs, printers,

(
(
(

PCs, monitors, modems, etc.)?


d.
operating software system?


(
(
(

e.
application software system?


(
(
(
6.
Does the organization have application software


a.
source code in its possession?


(
(
(

b.
object code in its possession?


(
(
(

c.
source or object code under an escrow

(
(
(


agreement?

7.
Are the computer room and the tape/disk storage
(
(
(

library separated by a non-combustible wall


with a minimum fire resistance rating of two hours?









YES
NO
N/A
8.
Are window panels in access floors to the

(
(
(

computer room reinforced?

9.
Does the tape/disk library vault have an access

(
(
(

door that automatically closes after use?

10.
Are ceilings in the computer room and tape

(
(
(

library watertight to prevent leaks from floors


or roof above?

11.
Are raised floor lifter tools mounted near


(
(
(

portable fire extinguishers and appropriately marked?

12.
Are automatic fire dampers installed in the 

(
(
(

air-conditioning ducts and fresh air ducts 


supplying the computer room and all vaults


within the operation?

13.
Are paper and other combustible supplies, with

(
(
(

the exception of those needed for immediate


use, stored outside the computer room?

14.
Has an Uninterruptible Power Supply (UPS) or

(
(
(

automatic backup generator been installed?


What is the UPS rating in minutes?  180.
15.
Is fuel for the backup generator kept in a

            (
(
(

safe location away from any electrical sources?


How much fuel is kept on hand?   650 Gallons
16.
Is there an emergency panic power shut-off 

(
(
(

switch located near  the access door to the


computer room?

17. Has the organization established written policies, which are enforced, for the following issues:

a.
prohibit eating and drinking in the computer
(
(
(

room or item processing areas?

b.
prohibit smoking in the computer room or
(
(
(

in the immediate areas surrounding PCs?

c.
clean INFORMATION TECHNOLOGY and
(
(
(

item processing equipment covers daily


and vacuum on a routine basis?









YES
NO
N/A
d.
clean floors regularly in computer room
(
(
(

and item processing areas?

e.
dump waste receptacles outside the

(
(
(

computer room and item processing room


to avoid excess dust?

f.
unpack equipment and supplies outside 
(
(
(

the computer and item processing rooms


to reduce dust?

g.
enforce the entry and exit policies for all
(
(
(

personnel?

18.
If the organization employs its own programmers
(
(
(

are these individuals restricted from entering the


computer room itself?

19.
Is the system equipped for remote software and
(
(
(

hardware diagnostics?

20.
Is adequate software and/or hardware protection
(
(
(

in place to prevent unauthorized access into the


system via modems?

21.
Are all errors and corrections made by employee
(
(
(

on probation (new employees) verified for accuracy


by another employee?

22.
Is a complete set of system documentation
(
(
(

kept off-site?

23.
Are important historical tapes/disks kept in
(
(
(

the archives?

24.
Are active tapes clearly labeled as to their current
(
(
(

contents?

25.
Does the operating system issue tape mount
(
(
(

messages and check the labels of the tapes 


that are mounted?

26.
Is someone other than an operator assigned the
(
(
(

responsibility of reviewing systems logs on a


periodic basis, and do they look for illegal file


access and other security breaches?









YES
NO
N/A
27.
Is there a standard procedure to check the system
(
(
(

error log on a routine basis?  

Are standards established when hardware 


(
(
(
maintenance should be called based on the 

number of recurring errors found?

28.
Are the entry of all transaction (monetary

(
(
(

and non-monetary) recorded to a transaction log 

          ON LINE ONLY-NO BATCH JOBS and update system totals?

29.
Are all batch job totals maintained and verified

(
(
(

immediately before and after batch jobs are executed?

30.    
Are original sets of Com-fiche kept off-site?
          
(
(
(
31.
Are member statements of account produced on
(
(
(

microfiche?
 (Optic)







32.
If a PC LAN is used, are multiple users provided
(
(
(

access to the same data files?  If yes, does the 


application program or operating system provide


record/file locking protection?

33.
Are PC users trained in the proper handling and
(
(
(

storage of computer diskettes and tapes?

34.
Are PC users instructed on the dangers from

(
(
(

magnetic forces to disks and diskettes?  

Have they been told that the print head on 

(
(
(
many printers are actually powerful magnets?

35.
Is it enforced policy to prohibit food and beverages
(
(
(

in PC work areas?

36. Are there PC standards that address:

a.
hardware uniformity and/or compatibility?
(
(
(
b.
software uniformity and/or compatibility?

(
(
(
c.
level of operating system uniformity?

(
(
(
d.
the requirement for documentation to be

(
(
(

developed or acquired for all PC applications


prior to their implementation in the work place?









YES
NO
N/A
e.
procedures for developing and performing 
(
(
(

timely backup of data files to a media for

   


vault or off-site storage?

f.
procedures for verifying new programs or
(
(
(

diskettes introduced into the operation have


been scanned for viruses prior to use?

37.
Do PCs connect with outside sources?  


(
(
(
If so, are adequate security measures in place

(
(
(
to prevent unauthorized dial-in access into these

PCs?


38.
Is data on these PCs used for external reporting?
(
(
(
If so, have alternative means of submitting these 
(
(
(
reports been developed?

List exposures:  HMDA, Escrow Accounts.
39.
Is the data from these PCs the primary basis for
(
(
(

decision making at the organization?

If so have alternative sources or timely means of
(
(
(
Information delivery been developed?

List exposures: ___________________________

40.
If any of these PC applications contain confidential
(
(
(

data files, has a password protection mechanism


been installed to prevent unauthorized access?

41.
Has the organization created a master list of

(
(
(

all current software jobs, programs, databases 
  


and spreadsheets used that are critical to the 

operation?

42.
Are there mechanisms in place to prevent old 

(
(
(

incorrect data files from being inadvertently


processed on the PC?

43.
Are employees allowed to remove PCs from the
(
(
(

premise for work purposes?                                         

If so, is this fact tracked in a specific log?

(
(
(
44.
Is PC equipment protected by use of surge-

(
(
(

protectors, line filters or UPS.









YES
NO
N/A
45.
Are PC and mainframe hardware failures tracked
(
(
(

to provide statistics to management that might


indicate the desirability of equipment replacement,


more frequent back-ups or purchasing equipment


redundancy?

46.
If the organization relies on equipment no

(
(
(

longer manufactured, has it identified several


secondary market equipment vendors that could


possibly supply this equipment on short notice if


needed?


